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Abstract:
Image forgery poses a significant challenge with far reaching consequences in various
domains, necessitating robust detection mechanisms. Convolutional Neural Networks
(CNNg5s), a subset of deep learning algorithms, have emerged as promising tools for detecting
such forgeries owing to their ability to extract salient features from image data. This research
proposes a novel approach wherein a CNN is employed to extract residual noise based
features from images, facilitating the identification of manipulated content. By discerning the
distinct noise patterns left behind by the forgery process, the proposed method enables the
differentiation between authentic and tampered images. One of the primary advantages of
employing CNNs for image forgery detection lies in their capability to handle previously
unseen forgery instances. As traditional methods struggle to keep pace with the evolving
sophistication of image manipulation techniques, CNNs demonstrate the ability to learn and
recognize implicit patterns, thereby effectively detecting novel and unprecedented types of
forgeries. This adaptability renders CNNs invaluable in combating the eve revolving
landscape of image tampering. The proposed CNN based forgery detection approach holds
great promise for enhancing the reliability and trustworthiness of digital images across
diverse applications. With further research and development, this technology stands poised to
bolster the integrity of critical processes such as medical diagnostics and forensic
investigations. By leveraging CNNs' prowess in feature extraction and pattern recognition,
this methodology offers a robust solution to the pervasive problem of image tampering.
Keywords: Image forgery detection, Convolutional Neural Networks (CNNs), Deep learning, Residual noise
based features, Digital image integrity

I INTRODUCTION:
In today's digital era, the proliferation of image manipulation tools has facilitated the creation
of increasingly convincing forgeries, techniques. However, the advent of deep
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posing a serious threat to the integrity and
reliability of visual content across various
domains. From social media platforms to
critical applications such as medical
imaging and forensic analysis, the
authenticity of digital images plays a
pivotal role in decision making processes.
Consequently, there is an urgent need for
robust techniques capable of detecting and
mitigating the proliferation of forged
images. Traditional methods for detecting
image forgeries often rely on handcrafted
features or statistical analysis, which may
struggle to cope with the evolving
sophistication ~ of  modern  forgery
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learning, particularly Convolutional Neural
Networks (CNNs), has revolutionized the
field of image processing by enabling
automated  feature  extraction  and
hierarchical learning from vast amounts of
data.

CNNs, inspired by the human visual
system, excel at capturing complex
patterns and features inherent in image
data, making them well suited for tasks
such as object recognition, scene
understanding, and image -classification.
Leveraging this capability, researchers
have increasingly turned to CNNs for the
detection of image forgeries, exploiting
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their  ability to  discern  subtle
inconsistencies and artifacts introduced
during the tampering process. The
proposed approach outlined in this
research harnesses the power of CNNs to
detect image forgeries by extracting
residual noise based features from
manipulated images. Unlike traditional
methods that rely on explicit feature
engineering, CNNs learn to identify and
differentiate  between authentic and
tampered images based on the inherent
noise patterns left behind by the forgery
process.

A key advantage of CNNbased forgery
detection lies in its adaptability to unseen
forgery instances. As image manipulation
techniques continue to evolve and
diversify, traditional detection methods
may struggle to keep pace. However,
CNNs possess the remarkable ability to
generalize from training data and
recognize subtle patterns, enabling them to
detect new and previously unseen types of
forgeries with a high degree of accuracy.
By enhancing the reliability and
trustworthiness  of  digital  images,
CNNbased forgery detection has the
potential to impact a wide range of
applications. Whether it's ensuring the
integrity of medical imaging diagnostics,
preserving the chain of custody in forensic
investigations, or combating the spread of
misinformation on social media, the ability
to accurately detect image forgeries is
paramount. In the following sections, we
delve into the methodology behind
CNNbased forgery detection, elucidating
the process of feature extraction, model
training, and evaluation. Furthermore, we
discuss the experimental results and
implications of our approach, highlighting
its efficacy in addressing the pervasive
problem of image tampering in the digital
age. Through continued research and
refinement, CNNbased forgery detection
stands poised to uphold the integrity and
credibility of digital imagery across
diverse domains, safeguarding against the
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proliferation of deceptive and misleading
visual content.
A. Significance of the Research:

The significance of the proposed research
lies in its potential to address a critical and
pervasive issue in today's digital
landscape: the detection and mitigation of
image forgeries. @ With the rapid
advancement of image manipulation
techniques and the widespread availability
of sophisticated editing tools, the integrity
and authenticity of digital images have
come under increasing scrutiny. In this
context, the development of robust forgery
detection methods is imperative to
safeguard against the dissemination of
deceptive or misleading visual content. By
leveraging Convolutional Neural Networks
(CNNs), the proposed research offers a
novel approach to detecting image
forgeries that surpasses the limitations of
traditional methods. CNNs, with their
ability to automatically learn and extract
complex features from image data, provide
a powerful tool for discerning subtle
inconsistencies and artifacts introduced
during the forgery process. This enables
the identification of manipulated content
with a high degree of accuracy, even in the
presence  of  sophisticated  forgery
techniques.

The significance of this research extends
beyond academic curiosity to have
tangible impacts across various domains.
In the field of medical imaging, the ability
to accurately detect image forgeries is
essential for ensuring the reliability of
diagnostic  procedures and treatment
planning. By verifying the authenticity of
medical images, CNNbased forgery
detection can enhance patient safety and
prevent misdiagnosis resulting from
manipulated or  falsified  imagery.
Similarly, in forensic investigations, the
integrity of digital evidence is paramount
for establishing the veracity of criminal
allegations and ensuring due process. By
providing forensic analysts with reliable
tools for detecting image forgeries, this
research can bolster the credibility of
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digital evidence presented in court
proceedings, thereby upholding the
principles of justice and fairness.
Furthermore, in the realm of media and
journalism, where misinformation and fake
news proliferate online, the ability to
authenticate digital images is crucial for
preserving public trust and journalistic
integrity. By enabling journalists and fact
checkers to verify the authenticity of visual
content, CNNbased forgery detection can
mitigate the spread of false information
and promote informed decision making
among the public. Overall, the significance
of this research lies in its potential to
enhance the reliability and trustworthiness
of digital 1imagery across diverse
applications. By advancing the state-of-
the-art in forgery detection through the use
of CNNs, this research contributes to the
development of robust solutions for
combating the pervasive problem of image
tampering in the digital age. Through
continued refinement and application,
these techniques have the potential to
uphold the integrity of digital imagery and
safeguard against the proliferation of
deceptive visual content, thereby fostering
a more transparent and trustworthy digital
environment.

IL. LITERATURE REVIEW:
Image forgery detection has been a subject
of intense research due to its critical
importance in various domains, including
forensics[1], journalism, and medical
imaging. Traditional methods for detecting
image forgeries often relied on handcrafted
features or statistical analysis, such as
examining inconsistencies in lighting,
shadows, or colour distribution. These
methods, while effective for certain types
of forgeries, have limitations in handling
more sophisticated manipulations and
variations in image content. Early research
in forgery detection focused on specific
types of manipulations[2], such as copy
move forgery, where a portion of an image
is copied and ©pasted elsewhere.
Techniques for detecting copy move
forgery typically involved dividing the

jespublication.com

Vol 15 Issue 05,2024

image into overlapping blocks and
comparing the features of these blocks to
identify duplicated regions. However,
these methods were susceptible to changes
in lighting, rotation, or scaling, limiting
their  applicability in real world
scenarios|3].

As image manipulation techniques became
more advanced, researchers began
exploring machine learning approaches for
forgery detection. Support vector machines
(SVMs) and other traditional machine
learning algorithms[4] were applied to
classify images as authentic or tampered
based on handcrafted features extracted
from the image data. While these methods
showed promise, they often struggled with
generalization to unseen forgery types and
required  extensive  manual feature
engineering. The advent of deep learning,
particularly Convolutional Neural
Networks (CNNs)[5], revolutionized the
field of image forgery detection. CNNs
excel at learning hierarchical
representations of image data,
automatically  extracting features at
different levels of abstraction. This
capability makes CNNs well suited for
forgery detection tasks, as they can learn to
discern subtle inconsistencies and artifacts
introduced  during the  tampering
process[6].

Several studies have demonstrated the
effectiveness of CNNs for detecting
various types of image forgeries, including
splicing, retouching, and synthesis based
manipulations. By training CNNs on large
datasets of authentic and manipulated
images, researchers have achieved high
accuracy in distinguishing[7] between
genuine and tampered content. Moreover,
CNNbased approaches have shown
robustness to variations in forgery
techniques and have the potential to
generalize to unseen forgery instances.
Despite the success of CNNs in forgery
detection, challenges remain in terms of
dataset annotation, model interpretability,
and adversarial attacks. Annotated datasets
for training CNN models are often scarce
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and may not adequately represent the
diversity of forgery types encountered in
real world scenarios.  Additionally,
understanding the decisions made by CNN
models and  detecting  adversarial
manipulations designed to evade detection
are active areas of research|[8].

In conclusion, the literature on image
forgery  detection  underscores  the
evolution from traditional methods to deep
learning approaches, particularly CNNs.
While traditional methods laid the
groundwork for forgery detection, CNNs
offer greater flexibility, adaptability, and
accuracy in detecting a wide range of
forgery types[9]. Continued research and
development in this field hold promise for
advancing the state-of-the-art in forgery
detection and addressing the challenges
posed by evolving image manipulation
techniques.

III. RESEARCH GAP

The research gap in image forgery
detection lies in several key areas. Firstly,
while Convolutional Neural Networks
(CNNs) have shown promise in detecting
various forgery types, their ability to
generalize to unseen techniques remains
limited. This gap necessitates the
development of more diverse datasets to
better represent the range of potential

manipulations.  Secondly, = CNNbased
methods often focus on low level artifacts,
potentially overlooking semantic

manipulations that alter image content
without obvious visual cues. Integrating
semantic understanding into CNN models
is essential to address this gap. Thirdly, the
lack of interpretability in CNN models
hinders their trustworthiness, especially in
critical ~ applications  like  forensic
analysis[10]. Methods for explaining
model decisions are crucial for bridging
this gap. Additionally, CNNbased forgery
detection systems are vulnerable to
adversarial attacks, highlighting the need
for robust countermeasures and adversarial
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robust training techniques. Finally, real
world deployment and integration of
CNNbased forgery detection systems pose
challenges related to computational
efficiency, scalability, and compatibility
with  existing  forensic ~ workflows.
Addressing these gaps requires
interdisciplinary collaboration and the
development of deployable solutions that
meet the needs of forensic laboratories,
law enforcement agencies, and other
stakeholders.

IV.  SYSTEM ARCHITECTURE
The system architecture for image forgery
detection is designed to comprehensively
address the challenges associated with
identifying manipulated images. The
architecture consists of several
interconnected steps, each contributing to
the overall process of detecting image
fraud with precision and reliability.

1. Dataset Preparation:

The architecture begins with dataset
preparation, a crucial step where
annotations from the open image dataset
are meticulously processed and converted
into a format compatible with the model
training process. This involves
transforming raw  annotations  into
structured data that can be readily utilized
by the subsequent stages of the
architecture.

2. Testing Process:

Following dataset preparation, the testing
process is initiated. Here, the input image
undergoes a series of transformations
aimed at enhancing its detectability for
potential manipulations. This includes
converting the image into an Error Level
Analysis (ELA) format, which facilitates
the calculation of noise and signal ratios.
Subsequently, demonising techniques are
applied to the image to reduce unwanted
artifacts and enhance the clarity of relevant
features. Finally, the image is converted
into a black-and-white format, further
simplifying the detection process.
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Figl.System Architecture

3. Dataset Splitting:

To facilitate effective model training and
evaluation, the dataset is split using the
train/test method. Approximately 80% of
the dataset is allocated for training
purposes, allowing the model to learn from
a diverse range of examples. The
remaining 20% is reserved for testing the
model's  performance, providing an
objective assessment of its accuracy and
generalization capabilities.

4. Application of CNN Model:

The core component of the architecture
involves the application of a Convolutional
Neural Network (CNN) model to highs
coring regions within the image suspected
of forgery. CNNs are well suited for image
processing tasks due to their ability to
extract intricate features and patterns from
visual data, making them ideal for
detecting subtle manipulations.

5. Confusion Matrix Technique:

To quantitatively evaluate the performance
of the classification algorithm, a confusion
matrix technique is employed. This
technique involves constructing a tabular
representation that compares the predicted
and actual values generated by the
classifier. By analysing the matrix, insights
into the model's accuracy, precision, recall,
and other performance metrics can be
gleaned.

6. Confidence Score Calculation:

In addition to the confusion matrix, a
confidence score is calculated as an
evaluation standard. This score reflects the
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algorithm's  probability of  correctly
detecting manipulated images and is
expressed as a percentage. A confidence
score below a predetermined threshold
(e.g., 0.9) may indicate uncertainty,
prompting cautious decision making to
enhance overall model accuracy.
7. Label Assignment and Evaluation:
Each label generated by the classification
algorithm is assigned a numerical value
known as Confidence, representing the
algorithm's level of certainty in its
prediction. The Predict component
evaluates potential issues identified by the
algorithm, providing valuable insights into
areas where further refinement may be
necessary.
Overall, the proposed system architecture
for image forgery detection offers a
comprehensive and systematic approach to
identifying manipulated images. By
integrating various techniques such as
dataset  preparation, CNN  model
application, and performance evaluation
metrics, the architecture ensures robust and
reliable detection of image fraud, thereby
enhancing the integrity and trustworthiness
of digital imagery across diverse
applications.

A. CASIA V2.0 Dataset for Image

Forgery Detection

The CASIA V2.0 dataset serves as a
valuable resource for research and
development in the domain of image
forgery detection. It encompasses a diverse
collection of images, meticulously
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categorized and formatted to facilitate the
training and evaluation of detection
algorithms. Here is an elaboration on the
key aspects of the dataset:

1. Dataset Size: The CASIA V2.0 dataset
comprises a total of 10,000 images, with
equal distribution between the training and
testing subsets. Each subset contains 5,000
images, ensuring a balanced representation
for model training and evaluation.

2. Categories: The images in the dataset
are organized into eight distinct categories,
namely animal, architecture, article,
character, nature, plant, scene, and texture.
This categorization reflects the diverse
range of visual content present in the
dataset, encompassing various subjects and
themes.

3. Image Format: All images in the CASIA
V2.0 dataset are provided in JPEG format,
a widely used and standardized image
compression format. The images exhibit
different dimensions, with sizes ranging
from 256 x 384 to 384 x 256 pixels. This
variation in 1image dimensions adds
complexity to the dataset, challenging
detection algorithms to effectively handle
different aspect ratios.

4. Class Distribution: In the context of
image forgery detection, the CASIA V2.0
dataset defines two distinct classes: actual
photos and tampering detection. The
dataset comprises a total of 7,354 images,
categorized into real images and altered
images in JPG format. This binary
classification scheme simplifies the
detection task, enabling algorithms to
distinguish between authentic images and
those subjected to manipulation.

5. Utility: The CASIA V2.0 dataset serves
as a benchmark dataset for evaluating the
performance of image forgery detection
algorithms. Its comprehensive coverage of
diverse image categories, standardized
image format, and binary classification
scheme make it suitable for assessing the
robustness, accuracy, and generalization
capabilities of detection models across
different scenarios and applications.
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In summary, the CASIA V2.0 dataset
offers researchers and practitioners a rich
and standardized resource for advancing
the state-of-the-art in image forgery
detection. Its carefully curated collection
of images, coupled with detailed
categorization and standardized format,
facilitates rigorous experimentation and
evaluation, ultimately contributing to the
development of more effective and reliable
forgery detection techniques.
V. FINDINGS AND RESULTS
A) The Peak SignaltoNoise Ratio
(PSNR) is a metric commonly used in
image processing to quantify the
quality of an image relative to a
reference image. In the context of your
research findings, the PSNR values
provide insights into the effectiveness
of different denoising techniques in
restoring image quality. Let's break
down the findings:
1. PSNR [Original vs. Noisy
Image]: 361.202
This PSNR value represents
the quality of the original
image compared to the noisy
image. A higher PSNR value
indicates a smaller difference
between the original and noisy
images, implying that the noise
level in the noisy image is
relatively low compared to the
original image. However, the
extremely high PSNR value
(above 100) suggests that the
noisy image may not have
significant noise or that the
noise is negligible compared to

the signal.

2. PSNR  [Original vs.
Denoised(VisuShrink)]:
104.980

This PSNR value reflects the
quality of the original image
compared to the denoised
image obtained using the

VisuShrink denoising
technique. A PSNR value of
around 100 indicates a
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significant improvement in
image quality after denoising.
The  VisuShrink  denoising
algorithm appears to effectively

Original Image
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reduce noise while preserving
image details, resulting in a
high quality denoised image
compared to the original.

Noisy Image

Fig2. Image 1 of the findings

3. PSNR  [Original vs.
Denoised(Bayes)]: 124.606

In this case, the PSNR value
represents the quality of the
original image compared to the
denoised image obtained using
the Bayes denoising technique.
A PSNR value exceeding 100
indicates an even higher
improvement in image quality
compared to the VisuShrink
denoising technique. The Bayes
denoising algorithm seems to

outperform VisuShrink,
achieving  superior  noise
reduction and image
restoration.

Overall, these research findings
suggest  that  both the
VisuShrink and Bayes
denoising  techniques  are
effective in improving image
quality by reducing noise.
However, the Bayes denoising
algorithm demonstrates slightly
superior ~ performance,  as
evidenced by its higher PSNR
value. These findings
contribute  valuable insights
into the comparative
effectiveness  of  different
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denoising methods, aiding
researchers and practitioners in
selecting the most appropriate
technique for their specific
image processing tasks.
B) The Peak SignaltoNoise Ratio (PSNR)
values provided represent the quality of the
original 1mage compared to the noisy
image and the denoised images obtained
using two different denoising techniques:
VisuShrink and Bayes. Let's interpret these
findings:
1. PSNR [Original vs. Noisy Image]:
361.202
This PSNR value indicates the quality of
the original image compared to the noisy
image. A PSNR value of 361.202 is
extremely high, suggesting that the noisy
image has very little distortion compared
to the original image. In other words, the
noise level in the noisy image is
negligible, and the original and noisy
images are nearly identical.
2. PSNR [Original VS.
Denoised(VisuShrink)]: 102.958
This PSNR value represents the quality of
the original image compared to the image
denoised using the VisuShrink denoising
technique. A PSNR value of 102.958
indicates a moderate improvement in
image quality after denoising compared to
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the noisy image. However, it is
significantly lower than the PSNR value
comparing the original image to the noisy

process.
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image, suggesting that some information
may have been lost during the denoising

Original Image

Original Image

Noisy Image

Original Image

Fig2. Image?2 of the second Findings

3. PSNR [Original vs. Denoised(Bayes)]:
120.586

This PSNR value reflects the quality of the
original image compared to the image
denoised wusing the Bayes denoising
technique. A PSNR value of 120.586
indicates a higher improvement in image
quality compared to the VisuShrink
denoised image. The Bayes denoising
technique appears to preserve more image
details and reduce noise more effectively,
resulting in a higher PSNR value.

In summary, the PSNR values suggest that
both denoising techniques, VisuShrink and
Bayes, are effective in improving image
quality by reducing noise. However, the
Bayes denoising technique outperforms
VisuShrink, as evidenced by the higher
PSNR value. These findings highlight the
importance of selecting appropriate
denoising techniques to achieve optimal
image quality in different scenarios.

In conclusion, the evaluation of the Peak
Signal-to-Noise Ratio (PSNR) values
provides valuable insights into the
effectiveness of denoising techniques,
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specifically VisuShrink and Bayes, in
improving image quality in the context of
image processing. The PSNR values reveal
that both denoising methods result in
significant enhancements compared to the
original noisy image. However, the Bayes
denoising technique consistently
outperforms VisuShrink, as evidenced by
the higher PSNR value obtained for the
denoised image. This suggests that Bayes
is more adept at preserving image details
and reducing noise, resulting in a higher-
quality denoised image. These findings
underscore the importance of selecting
appropriate denoising techniques tailored
to specific 1image processing tasks.
Furthermore, they highlight the potential
of advanced denoising algorithms, such as
Bayes, to significantly enhance the quality
and fidelity of images affected by noise,
thereby improving the overall
effectiveness of 1image  processing
applications.  Further research could
explore the performance of additional
denoising techniques and their
applicability across various image types
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and noise levels, contributing to the
continuous  advancement of image
processing methodologies.
VI. CONCLUSION
In conclusion, the evaluation of the Peak
Signal-to-Noise Ratio (PSNR) values
provides valuable insights into the
effectiveness of denoising techniques,
specifically VisuShrink and Bayes, in
improving image quality in the context of
image processing. The PSNR values reveal
that both denoising methods result in
significant enhancements compared to the
original noisy image. However, the Bayes
denoising technique consistently
outperforms VisuShrink, as evidenced by
the higher PSNR value obtained for the
denoised image. This suggests that Bayes
is more adept at preserving image details
and reducing noise, resulting in a higher-
quality denoised image. These findings
underscore the importance of selecting
appropriate denoising techniques tailored
to specific 1image processing tasks.
Furthermore, they highlight the potential
of advanced denoising algorithms, such as
Bayes, to significantly enhance the quality
and fidelity of images affected by noise,
thereby improving the overall
effectiveness of image  processing
applications.  Further research could
explore the performance of additional
denoising techniques and their
applicability across various image types
and noise levels, contributing to the
continuous  advancement of image
processing methodologies.
VII. FUTURE SCOPE OF THE
RESEARCH
The findings of this research open up
several avenues for future exploration and
enhancement in the domain of image
processing and denoising. Some potential
directions for future research include:
1. Exploration of Advanced Denoising
Techniques: While the current study
focused on VisuShrink and Bayes
denoising techniques, future research
could investigate the efficacy of other
advanced denoising algorithms.
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Techniques such as Wavelet Transform-
based denoising, Non-local Means
denoising, or Deep Learning-based
methods could be explored to further
improve denoising performance and
achieve higher-quality results.

2. Adaptation to Different Image Types
and Noise Levels: Investigating the
performance of denoising techniques
across various image types (e.g., natural
scenes, medical images, satellite imagery)
and noise levels would be beneficial.
Understanding how denoising algorithms
perform under different conditions and
noise characteristics can lead to more
robust and versatile solutions applicable to
diverse real-world scenarios.

3. Optimization for Real-Time
Applications: Future research could focus
on optimizing denoising algorithms for
real-time applications, such as video
denoising or live streaming. Developing
efficient implementations that can handle
large volumes of data in real-time while
maintaining high-quality denoising results
would be valuable for applications in
surveillance, video conferencing, and
multimedia streaming.

4. Integration with Image Enhancement
Techniques: Exploring the integration of
denoising techniques with other image
enhancement algorithms could further
enhance image quality and fidelity.
Techniques such as image sharpening,
contrast enhancement, and  colour
correction could be combined with
denoising to achieve comprehensive image
enhancement solutions with superior
visual quality.

5. Evaluation on Diverse Datasets and
Benchmarking: Future research should
consider evaluating denoising techniques
on diverse datasets beyond the scope of
this study. Benchmarking denoising
algorithms against standard datasets and
comparing their performance against state-
of-the-art methods would provide valuable
insights into their  strengths and
limitations.
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6. Application in Specific Domains:
Investigating the application of denoising
techniques in specific domains, such as
medical imaging, remote sensing, or
industrial inspection, could lead to tailored
solutions  addressing  domain-specific
challenges. Understanding the unique
requirements and constraints of different
application domains can guide the
development of customized denoising
algorithms optimized for specific use
cases.

Overall, the future scope of this research
lies in advancing denoising techniques to
address emerging challenges, improving
their performance across diverse scenarios,
and facilitating their integration into real-
world applications to enhance the quality
and reliability of digital imagery.
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