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ABSTRACT: 

Data protection is one of the most important security issues, because organizations won’t 

transfer its data to remote machines if there is no guaranteed data protection from the cloud 

service providers. Many techniques are suggested for data protection in cloud computing, but 

there are still a lot of challenges in this subject. The most popular security techniques include 

SSL (Secure Socket Layer) Encryption, Intrusion Detection System; Multi Tenancy based 

Access Control, etc. Goal of this paper is to analyse and evaluate the most important security 

techniques for data protection in cloud computing. Furthermore, security techniques for data 

protection will be recommended in order to have improved security in cloud computing. 

Keywords: access control, authentication, authorization, cloud computing, confidentiality, 

data protection. 

1.0 INTRODUCTION 

Cloud computing includes a group of computers that are jointly used to provide different 

computations and tasks. Cloud computing is one of the most important IT paradigms in the 

last few years. One of the key benefits that is offered from this IT technology for the 

companies is reduced time and costs on the market. Cloud computing is providing companies 

and organizations to use shared storage and computing resources. It is better than to develop 

and operate with the own infrastructure. Cloud computing also provides organizations and 

companies to have a flexible, secure, and cost-effective IT infrastructure. It can be compared 

with the national electric grids that permit organizations and homes to plug into a centrally 

managed, efficient and cost-effective energy source. Main corporations including Google, 

Amazon, Cisco, IBM, Sun, Dell, Intel, HP, Oracle, and Novell have invested in cloud 

computing and propose a range of cloud-based solutions to individuals and businesses. There 

are different types and models in cloud computing regarding the different provided services. 

So, the cloud computing involves public cloud, private cloud, hybrid cloud, and community 

cloud. Service delivery models, on the other hand, could be categorized as SaaS (Software as 

a service), PaaS (Platform as a Service), and IaaS (Infrastructure as a Service). Cloud 

computing could be usually classified by two ways: by cloud computing location, and by the 

offered types of services. 

2.0 LITERATURE REVIEW 

L. Badger, T. Grance [1] Cloud computing as a novel technology for processing and 

transferring data electronically is nowadays used in almost every computer system. It runs on 

a network infrastructure that is opened for different types of attacks. DDoS (Distributed 

Denial of Service) is one of the most known attacks that are used. 

U. Khalid, A. Ghafoor [2] Cloud computing as a novel technology for processing and 

transferring data electronically is nowadays used in almost every computer system. It runs on 
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a network infrastructure that is opened for different types of attacks. DDoS (Distributed 

Denial of Service) is one of the most known attacks that are used. 

M. Hange, [3] When we utilize cloud computing we run our software on hard disks and 

CPUs that are not in front of us. That is why users are having more doubts about the security 

issues when they are using this technology. So, a lot of different types of attacks could 

happen in the cloud technology. 

G. Brunette and R. Mogull [4] Very important factor for secure cloud environment is 

insurance of adequate protection of data and information. Security considerations must be 

applied to data that is held on some form of storage system, as well as to data that is 

transferred over some communication link. Data for cloud computing have various forms of 

risk as risk of theft of unauthorized disclosure of data, risk of tampering, risk of loss or 

unavailability of data. 

3.0 METHODOLOGY 

Reliability is most important in cloud storage. Users store the encrypted data into the cloud. 

Only authorized persons can update and access that data. Unauthorized users can access the 

encrypted data, but they cannot decrypt the data.A good storage agreement between users and 

cloud needs to support concurrent modification by multiple users. However, the reliable 

protocol supports the limited types of operation. Most of the manipulations can be done by 

the authenticated client 

Data integrity in cloud computing is another major security issue. This security guarantee is 

required for communication between cloud users and cloud servers, as well as information 

from a cloud server. In particular, cloud consumers can take care of data integrity when 

outsourcing critical data assets stored in the cloud. The unlimited elasticity of resources 

provided by cloud computing enhances the ability to store and to process cloud user data. The 

cloud users (data owners) replicate high-quality data services to geographically dispersed 

cloud servers and agree to customers to provide efficiently accessibility of data through local 

cloud servers. 

Authentication in Cloud Computing 

 Authentication in cloud computing ensures that the proper entity or person is getting access 

to the provided data from the cloud technology provider. When authentication is ensured in 

the cloud computing, it means that the user’s identity is proved to the cloud service provider 

when accessing the stored information in the cloud. Public and private types of cloud are 

using various designs for authentication with RSA. cryptosystem accepted different models 

for authentication like two factor authentication, knowledgebased authentication, and 

adaptive authentication. AWS (Amazon Web Services) is concentrated on the confidential 

information transfer between the web server and the browser including virtual private cloud 

in this context different authentication schemes are implemented, such as multifactor 

authentication, access management, AWS identity. Figure presents the multifactor 

authentication procedure from AWS. There is also a technique for authentication that is 

allowing users to use just one password in order to authenticate themselves to multiple 

services 
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Figure: Multi-Factor Authentication from AWS 

Confidentiality is one of the most important security mechanisms for users’ data protection in 

the cloud. It includes encryption of the plaintext in cipher text before the data is stored in the 

cloud. This technique protects the users’ data and even cloud service providers cannot modify 

or read the content that is stored in this way in the cloud. This kind of protection is offered 

from Dell data protection and encryption where users’ data is protected when it is stored on 

the external drive or media. Encryption could be done either using software or hardware. 

Great benefit of this kind of protection is that users don’t need to bother with the enforce 

policies of Dell data protection and encryption. Dell also uses Transparent File Encryption to 

control the users that are accessing the data. 

Improved Data Security in Cloud Computing: 

 We will mention now the most important recommendations in order to have secured cloud 

environment. One of the recommendations is a cloud consumer to be ensured that efficient 

governance, risk and compliance processes exist. This means that security controls must exist 

in cloud computing similar to those used in traditional IT systems. Anyway, cloud computing 

may have different risks to an organization than traditional IT solutions. So, when the 

organization uses cloud computing, it is very important consumers to comprehend the level or 

risk tolerance. Other recommendation is that cloud consumers must be assured that the cloud 

provider has functionality and processes that manages who has access to the consumer’s 

applications and data. This is essential in order to have assurance that access to the cloud 

environment is managed and controlled. So management of people, roles and identities is 

crucial to be implemented in the cloud environment. When some consumer application is 

moving to the cloud it is very important the provider to allow the consumer to assign their 

user identities into access groups and roles that reflect their business and operational security 

policies 

4.0 ACCESS CONTROL IN CLOUD COMPUTING: 

 Access control is very important security mechanism for enabling data protection in the 

cloud computing. It ensures that only authorized users have access to the requested data that 

is stored in the cloud. There are different security techniques that enable proper access 

control in the cloud computing. Intrusion detection systems, firewalls as well as segregation 

of obligations could be implemented on different network and cloud layers. Firewall is 

enabling only content that is filtered to pass through the cloud network. Firewall is usually 
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configured according defined security policies set by the users. Firewalls are usually related 

to Demilitarized zones (DMZ) which provide additional security of the data. 

 

Figure: McAfee Cloud Identity Manager  

McAfee is vendor that enables access control in the cloud computing. It offers different 

methods for access control as McAfee Single Sign On, McAfee Web Gateway, and McAfee 

one-time password. These kinds of security techniques enable policy management and 

prevention of data to be lost. 

Cloud Data Storage Threats: 

 Customers can view remotely stored storage systems as the same system in which they are 

using. The use of a unified interface presentation can moreover be utilized by consumers to 

hide the complexity of underlying communications. This is a very important concept and 

cloud computing moreover shares it. Cloud users can view the cloud as a "single" system, but 

this view prohibits the complete risk model to set up data in the cloud. But it only provides 

the users with the flow of data in and out of the Cloud. So accordingly, the types of 

vulnerability to the storage data are capable of being classified into the following types of 

intruders: 

In the cloud, the entire infrastructure is shared among multiple customers. If proper isolation 

is not maintained, and the barriers between customers break down, one customer can 

potentially access another customer’s data or interfere with another customer’s applications. 

If one customer’s environment is breached due to an outside attack, the effects of that attack 

must be contained within that customer’s environment.  

Availability and Reliability Issues: Cloud data centers like enterprise data centers are 

usually safe and secure. However, outages do occur. Also, the cloud is only usable through 

the Internet, so reliability and availability of the Internet and access to it are essential  

Legal and Regulatory Issues: The virtual, international nature of cloud computing raises 

many legal and regulatory issues. Few of them are being sorted at the time this book is 

written 

 E. Perimeter Security Model: Broken Many organizations use a perimeter security model 

with strong security at the perimeter of the enterprise network. This model has been 

weakening over the years with outsourcing and a highly mobile workforce. Cloud computing 

strikes its death knell. The cloud is certainly outside the perimeter of enterprise control, but it 

will now store critical data and applications 
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 Integrating Provider and Customer Security Systems A unified directory and other 

components of security architecture such as automated provisioning, incident detection and 

response, are required. Does the cloud provider integrate with these or rely on manual 

provisioning and uncoordinated responses? 

Unisys Secure Cloud Solution: Unisys Secure Cloud Solution is a managed cloud service 

providing com- prehensive data security for multitenant environments, in which clients share 

a common IT infrastructure. Because the solution uses Stealth technology, Unisys says 

enterprise clients can move existing business applications including those with secure or 

sensitive data, such as human resources, financial, and healthcare information into a 

managed, shared cloud service, without needing to rewrite or alter applications. 

Conclusion: 

 The main goal of this work was to analyse and evaluate the security techniques for data 

protection in the cloud computing. For that purpose, we analysed and evaluated the most 

important security techniques for data protection that are already accepted from the cloud 

computing providers. We classified them in four sections according to the security 

mechanisms that they provide: authentication, confidentiality, access control and 

authorization. So, we successfully answered on the key questions in the cloud technology, or 

simply said should cloud computing be trusted in data protection. We can conclude that if all 

recommended measures are taken into account providing authentication, confidentiality, 

access control and authorization, then the cloud computing can be trusted in data protection 
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