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ABSTRACT: 

We propose a new decentralized access control system to securely store data in clouds that support anonymous 

authentication. In the proposed schema, the cloud validates the string without knowing the identity of the user before 

storing the data. Our scheme also has an additional access control feature that only valid users are able to decrypt 

stored information. The scheme prevents replay attacks and supports creation, modification, and reading of data 

stored in the cloud. We also discuss user revocation. In addition, our authentication and access control system is 

decentralized and robust, unlike other access control schemes designed for central clouds. Communication, account 

and storage costs range from indirect to central approaches.  
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1. INTRODUCTION: 

Identity primarily based public key machine [1], [2] 

is an appealing choice for public key cryptography. 

ID-PKS placing eliminates the needs of public key 

infrastructure (PKI) and certificate administration in 

conventional public key settings. An ID-PKS putting 

consists of users and a trusted third celebration (i.e. 

non-public key generator, PKG). The PKG is 

accountable to generate each user’s personal key via 

using the associated ID information (e.g. email 

address, identify or social security number). 

Therefore, no certificate and PKI are required in the 

related cryptographic mechanisms below ID-PKS 

settings. In such a case, ID-based encryption (IBE) 

permits a sender to encrypt message without delay 

through the usage of a receiver’s ID except checking 

the validation of public key certificate. Accordingly, 

the receiver uses the non-public key associated with 

her/his ID to decrypt such cipher text. Since a public 

key placing has to furnish a user revocation 

mechanism, the lookup difficulty on how to revoke.  

Misbehaving/compromised customers in an ID-PKS 

setting is naturally raised. In traditional public key 

settings, certificates revocation list [3] is a 

widespread revocation approach. In the CRL 

approach, if a celebration receives a public key and 

its associated certificate, she/he first validates them 

and then appears up the CRL to make certain that the 

public key has no longer been revoked. In such a 

case, the technique requires the on-line assistance 

below PKI so that it will incur verbal exchange 

bottleneck. To improve the performance, a number of 

efficient revocation mechanisms [4], [5], [6], [7], [8] 

for conventional public key settings have been 

properly studied for PKI. Indeed, researchers also pay 

attention to the revocation issue of ID-PKS settings. 

Several revocable IBE schemes have been proposed 
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regarding the revocation mechanisms in ID-PKS 

settings  

2. TERMINOLOGY AND PROBLEM 

STATEMENT 

The first practical IBE scheme from the Weil pairing 

and counseled a easy revocation method in which 

each non-revoked consumer receives a new personal 

key generated by using the PKG periodically. A 

length can be set as a day, a week, a month, etc. A 

sender makes use of a particular receiver’s ID and 

present day length to encrypt messages whilst the 

particular receiver decrypts the cipher text the usage 

of the contemporary non-public key. Hence, it is 

crucial for the customers to update new personal keys 

periodically. To revoke a user, the PKG without a 

doubt stops providing the new non-public key for the 

user. It is obvious that a invulnerable channel ought 

to be established between the PKG and every person 

to transmit the new non-public key and this would 

end result in heavy load for the PKG revoked, the on 

line mediator is steered to quit assisting the user. 

However, the on-line mediator need to help users to 

decrypt every cipher textual content so that it turns 

into a bottleneck for such schemes as the wide variety 

of customers grows enormously. On the different 

hand, in revocation approach [2], all the users must 

periodically update new non-public keys dispatched 

through the PKG. As the wide variety of users 

increases, the load of key updates turns into a 

bottleneck for the PKG. In 2008, proposed a 

revocable IBE scheme to improve the key update 

efficiency. Their revocable IBE scheme is primarily 

based on the thought of the two and adopts the whole 

sub tree method to minimize the number of key 

updates from linear to logarithmic in the number of 

users. Indeed, by way of binary tree facts structure of 

users, the scheme efficaciously alleviates the key-

update load of the PKG. Furthermore, multiplied the 

security of revocable IBE scheme via presenting an 

adaptive-ID impenetrable scheme. Nevertheless, 

scheme nonetheless effects in countless problems: (1) 

Each user’s private key size is 3log n points in an 

elliptic curve, the place n is the range of leaf nodes 

(users) in the binary tree. (2) The scheme also results 

in tremendous computation workload for encryption 

and decryption procedures. (3) It is enormous load 

for PKG to hold the binary tree with a massive 

quantity of users. Moreover, sophisticated the safety 

mannequin of revocable IBE scheme via considering 

a new threat, known as decryption key exposure 

attacks. Based on the thought of scheme they also 

proposed a revocable IBE scheme with decryption 

key exposure resistance. In order to reduce the sizes 

of both non-public keys and update keys, proposed a 

new revocable IBE scheme through the use of 

multiline maps, but the measurement of the public 

parameters is based to the variety of users. For 

accomplishing constant the dimension of the public 

parameters, employed each the twin gadget 

encryption methodology and the entire sub tree 

approach to endorse a new revocable IBE scheme.  

3. THE PROPOSED METHOD 

We propose a new decentralized access control plan 

to securely store data in clouds that support 

anonymous authentication. In the proposed schema, 

the cloud validates the string without knowing the 

identity of the user before storing the data. Our 

scheme also has an additional access control feature 

that only valid users are able to decrypt stored 

information. Schema prevents replay attacks and 

supports the creation, modification and reading of 

data stored in the cloud 
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System setup: A depended on PKG takes as enter 

two parameters, namely, a impenetrable parameter λ 

and the total quantity z of periods. The PKG 

randomly chooses two cyclic groups G and GT of a 

high order q &gt; 2 λ . Also, it randomly chooses a 

generator P of G, an admissible bilinear map eˆ : 

G×G → GT and two secret values α, β ∈ Z ∗ q . The 

value α is the master secret key used to compute the 

system public key Ppub = α • P. The PKG then 

transmits the master time key β to the CRA through a 

tightly closed channel. The value β is used to 

compute the cloud public key Cpub = β •P. The PKG 

selects three hash features H0, H1 : {0, 1} ∗ → G, H2 

: GT → {0, 1} l , and H3 : {0, 1} ∗ → {0, 1} l , 

where l is fixed, and publishes the public parameters 

P P =&lt; q, G, GT , e, P, P ˆ pub, Cpub, H0, H1, H2, 

H3 &gt;.  

Identity key extract: Upon receiving the 

identification ID ∈ {0, 1} ∗ of a user, the PKG makes 

use of the master secret key α to compute the 

corresponding identity key DID = α • SID, where 

SID = H0(ID). Then, the PKG sends the identity key 

DID to the consumer by means of a invulnerable 

channel.  

Time key update: To generate the time update key 

PID,i at length i for a user with identification ID ∈ 

{0, 1} ∗ , the CRA uses the master time key β to 

compute the time replace key PID,i = β•TID,i, the 

place TID,i = H1(ID, i). Finally, the CRA sends the 

time replace key PID,i to the person by means of a 

public channel. two  

Encryption: To encrypt a message M ∈ {0, 1} l with 

a receiver’s identity ID and a length i, a sender 

selects a random value r ∈ Z ∗ q and computes U = r 

•P. The sender also computes V = M ⊕H2((g1 • g2) r 

), where g1 = ˆe(SID, Ppub) and g2 = ˆe(TID,i, 

Cpub). Then, the sender computes W = H3(U, V, M, 

ID, i). Finally, the sender units the ciphertext as C = 

(U, V, W) and sends it to the receiver. 

Decryption: To decrypt a ciphertext C = (U, V, W) 

with a receiver’s identity ID and a period i, the 

receiver makes use of his/her identification key DID 

and time replace key PID,i to compute the plaintext 

M = V ⊕ H2(ˆe(DID + PID,i, U)). If W = H3(U, V, 

M, ID, i), return M as the undeniable text output, else 

return ⊥.  

 

Fig 1 System architecture  

Advantages of the proposed system: 

Distributed access control of data stored in the cloud 

so that only authorized users with valid attributes can 

be accessed.Authenticate users who store and modify 

their data on the cloud. The user identity is protected 

from the cloud during authentication. 

4. CONCLUSION 

We have introduced a decentralized access control 

technology with anonymous authentication, which 

provides user revocation and prevents replay attacks. 

The cloud does not know the identity of the user who 

stores the information, but only checks for user 

credentials. The main distribution is decentralized. 

One limitation is that the cloud knows the access 
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policy for each record stored in the cloud. In the 

future, we would like to hide the attributes and user 

access policy 
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