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ABSTRACT 

Fraudulent behaviors in Google Play, the most 

popular Android app market, fuel search rank 

abuse and malware proliferation. To identify 

malware, previous work has focused on app 

executable and permission analysis. In this 

paper, we introduce Fair Play, a novel system 

that discovers and leverages traces left behind by 

fraudsters, to detect both malware and apps 

subjected to search rank fraud. Fair Play 

correlates review activities and uniquely 

combines detected review relations with 

linguistic and behavioral signals gleaned from 

Google Play app data (87K apps, 2.9M reviews, 

and 2.4M reviewers, collected over half a year), 

in order to identify suspicious apps. Fair Play 

achieves over 95% accuracy in classifying gold 

standard datasets of malware, fraudulent and 

legitimate apps. We show that 75% of the 

identified malware apps engage in search rank 

fraud. Fair Play discovers hundreds of fraudulent 

apps that currently evade Google Bouncer’s 

detection technology. Fair Play also helped the 

discovery of more than 1,000 reviews, reported 

for 193 apps, that reveal a new type of 

“coercive” review campaign: users are harassed 

into writing positive reviews, and install and 

review other apps. 

I. INTRODUCTION 

The commercial success of Android app markets 

such as Google Play [1] and the incentive model 

they offer to popular apps, make them appealing 

targets for fraudulent and malicious behaviors. 

Some fraudulent developers deceptively boost 

the search rank and popularity of their apps (e.g., 

through fake reviews and bogus installation 

counts) [2], while malicious developers use app 

markets as a launch pad for their malware [3]–

[6]. The motivation for such behaviors is impact: 

app popularity surges translate into financial 

benefits and expedited malware proliferation. 

Fraudulent developers frequently exploit 

crowdsourcing sites (e.g., Freelancer [7], Fiverr 

[8], Best App Promotion [9]) to hire teams of 

willing workers to commit fraud collectively, 

emulating realistic, spontaneous activities from 

unrelated people (i.e., “crowd turfing” [10]), see 

Figure 1 for an example. We call this behavior 

“search rank fraud”. In addition, the efforts of 

Android markets to identify and remove 

malware are not always successful. For instance, 

Google Play uses the Bouncer system [11] to 

remove malware. However, out of the 7, 756 

Google Play apps we analyzed using VirusTotal 

[12], 12% (948) were flagged by 

at least one anti-virus tool and 2% (150) were 

identified as malware by at least 10 tools (see 

Figure 6). Previous mobile malware detection 

work has focused on dynamic analysis of app 

executables [13]–[15] as well as static analysis 

of code and permissions [16]–[18]. However, 

recent Android malware analysis revealed that 

malware evolves quickly to bypass anti-virus 

tools [19]. 

In this paper, we seek to identify both malware 

and search rank fraud subjects in Google Play. 

This combination 
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Text enlarged for easier reading. is not arbitrary: 

we posit that malicious developers resort to 

search rank fraud to boost the impact of their 

malware. Unlike existing solutions, we build this 

work on the observation that fraudulent and 

malicious behaviors leave behind telltale signs 

on app markets.  

We uncover these nefarious acts by picking out 

such trails. For instance, the high cost of setting 

up valid Google Play accounts forces fraudsters 

to reuse their accounts across review writing 

jobs, making them likely to review more apps in 

common than regular users. Resource 

constraints can compel fraudsters to post 

reviews within short time intervals. Legitimate 

users affected by malware may report unpleasant 

experiences in their reviews. Increases in the 

number of requested permissions from one 

version to the next, which we will call 

“permission ramps”, may indicate benign to 

malware (Jekyll-Hyde) transitions 

 

II. LITERATURE SURVEY 

 

Chia-Mei Chen, Je-Ming Lin, Gu-Hsin Lai, 

the author proposes the static method to detect 

the malware in mobile applications. In this 

system using reverse engineering concept the 

source code for the suspicious APK files. After 

that using structured mapping author builds the 

structure for the classes. Finally using data flow 

concept several patterns for the different type of 

threats has been created and use them to detect 

the malware in applications. Depending upon the 

number of threading pattern the effectiveness of 

this method is calculated.  

In paper [1] the author proposed a new method 

to detect malware in mobile applications by 

examining the runtime behavior of that 

particular application in the mobile environment. 

The author proposes that unexpected behavior 

mobile app can vary from one application to 

other applications. Also, it varies from the 

environment of that particular application 

running on different devices. Using Xposed 

framework user can change the user and system 

application without modifying the application 

package(APK).Depend upon that user can set 

particular conditions to identify the malware in 

the mobile applications.  

Alaa Salman Imad H. Elhajj Ali Chehab 

Ayman Kayss : the author proposes some of 

modern machine learning algorithms to detect 

malware. For that these algorithms are applied to 

the metadata collected from the Google Play. 

While all of the existing methods for detecting 

algorithm focused on inherent characteristics of  

the particular mobile app this gives a direct 

method to detect the applications. For the setup 

of the experiments the collected 25k data from 

Google Play. Developers update their 

applications in particular interval of days 

whereas fake applications could not be updated 

since its upload of the Google Play. All of these 

works focused on only linear models Future 

work may focus on non-liners models. 

 

III. SYSTEM DESIGN 

 
PROPOSED SYSTEM 

Unlike existing solutions, the proposed 

system builds this work on the observation that 

fraudulent and malicious behaviors leave behind 
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telltale signs on app markets. The proposed 

system uncovers these nefarious acts by picking 

out such trails.  

For instance, the high cost of setting up 

valid Google Play accounts forces fraudsters to 

reuse their accounts across review writing jobs, 

making them likely to review more apps in 

common than regular users. Resource 

constraints can compel fraudsters to post 

reviews within short time intervals. Legitimate 

users affected by malware may report unpleasant 

experiences in their reviews. Increases in the 

number of requested permissions from one 

version to the next, which we will call 

“permission ramps”, may indicate benign to 

malware (Jekyll-Hyde) transitions. 

Advantages 

 Identifying both malware and search rank 

fraud subjects in Google Play. 

 Implemented Graph Based Opinion Spam 

Detection. 

IV.  IMPLEMENTATION  

Web Server 

In this module, the Web Server has to login by 

using valid user name and password. After login 

successful he can do some operations such as 

View End User and Authorize,View Apps 

Developer and Authorize,Add Fileter,View all 

Mobile Manuals,View all uploaded apps with 

rank and ratings details, View all Apps with 

review, co review  and Recommend details, 

View all Search Rank Fraud User, View all 

Malware details for Apps,View all Apps pos and 

neg behaviors ,View Secret key request and 

response, View App hits in chart(Rank),View 

App download in chart, View App Rating in 

chart, View No. Of  time App  rank fraud in 

chart. 

Apps Developer 

Add App 

In this module, the admin can add the 

applications. If the admin want add the new app, 

he will enter application name, app description, 

mobile type, users, file name, application images 

and click on register. The details will be stored 

in the database. 

View application 

In this module, when the admin clicks on view 

application, application  name, app description, 

mobile type, users, file name, application images 

will be displayed. 

Ranking fraud details 

In this module, when admin clicks on ranking 

fraud details, ranking fraud count, user name, 

mobile type, application name, application ID, 

date and time will be displayed. 

Evidence for frauds 

In this module, when admin clicks on evidence 

for fraud details, user name, mobile type, 

application name, application ID, fraud IP 

address, fraud system name, date and time will 

be displayed. 

                                         

 User   

In this module, there are n numbers of  users are 

present. User should register before doing some 

operations.  After registration successful he has 

to login by using authorized user name and 

password. Login successful he will do some 

operations like ,View Profile,Add Mobile name 

and Os,Select mobile name and OS and Upload 

apps with Appname,App uses,App 

desc(enc),App logo image,attach app,Add 

mobile booklet like Select mobile name and OS 

and attachMobile Manuals  file,View all 

uploaded apps with rank and ratings and Mobile 

Manuals 

Search and download mobile apps 

In this module user can search the mobile app 

type and click on search then he will enter 

application name, application images, view 

details of mobile app, enters application ID enter 

the secret key and download the file. and send 

response to user.  

Search for top K applications 
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In this module, user enter the application name 

and select the top N details then leading app 

details will be displayed such as application 

name, app description, mobile type, users, file 

name, application images and ratings will be 

displayed 

V. CONCLUSIONS 

We have introduced FairPlay, a system to detect 

both fraudulent and malware Google Play apps. 

Our experiments on a newly contributed 

longitudinal app dataset, have shown that a high 

percentage of malware is involved in search rank 

fraud; both are accurately identified by FairPlay. 

In addition, we showed FairPlay’s ability to 

discover hundreds of apps that evade Google 

Play’s detection technology, including a new 

type of coercive fraud attack. 
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