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Abstract 

Cloud computing has become widely accepted as a computing model. Cloud computing is primarily aimed at 

reducing the need to invest customers in new hardware or software through flexible cloud services, with a user 

benefiting from the pay-per-use approach. Cloud computing involves many issues related to security and privacy. 

This dissertation discusses all of these problems and solutions known as security issues, privacy issues or 

intertwined privacy problems. The major research contributions were twofold: first, using the above problems 

categorization; and secondly, the literature review in the categorization framework on security and privacy issues in 

cloud computing. The key lessons learned in this study include confirming that security and privacy solutions play 

and continue to play a key role in customers ' cloud computing; understanding numerous vulnerabilities and threats 

and attacks. The sheer number of confidence links also revealed that faith plays a major role in cloud computing. 

 

Keywords: Cloud computing, security issues, deployment models, accountability 

 

Introduction 

1.1. Related Data on Clouds 

For organizations and individuals, data is a 

valuable resource. Their administration is a major 

task and involves ensuring data integrity. Since 

decades, electronic equipment like hard disks, Cds, 

CD's, tapes and flash drives have been used by 

organizations and individuals since processing their 

records. Enhancing and allowing information 

management more effective [1] with the advent of 

database systems. Real information processing has 

taken place in recent decades, where data are 

efficiently processed on the Internet via large 

computer and storage platforms [2]. The development 

of new computer models was facilitated by advanced 

data base and networking technologies (including the 

internet). These include network technology from the 

early 1990s, service computing and cloud computing 

from around 2005[1]. 

 

Cloud computing may be defined as a 

computing model that allows convenient access to a 

shared pool of configurable computing resources on 

demand that can quickly be made available and 

disclosed with minimal management efforts or 

interactions between service providers. Cloud 

computing involves the distribution and use, in the 

context of Web remotely available services, of IT 

assets, systems and software of any kind [12]. Some 

examples of cloud-based applications include: Digital 

data management and online business apps, social 

networking sites and webmail [2]. Increased demand 

has turned to technologies offering lower cost options 

for the use of machines (both exposure to the 

software network and operating costs), as 

organizations seek to identify new approaches to 

propel industries forward. The exponential growth of 

cloud computing has been found to be more 

successful than previous solutions [3]. 

The scope and power of cloud computing 

keeps increasing as technological developments 

proceed. Nevertheless, as businesses involve cloud 

providers with information and business applications, 

security and privacy issues emerge as crucial 

concerns. 

 

 

1.2. Related data on Security and Privacy in Clouds 

"Safety is the rule not to adversely affect 

one's behavior by interfering with one's objects," says 

[7]. "Privacy is the privilege to have data regarding 

oneself left alone" is characterized as succinctly as 

privacy. Similarly, [8] describe security as the limited 

protection of the "person" access. People try to 

control their openness towards others to ensure their 

privacy. To assure their privacy, individuals try to 
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control their openness to others. [9] Explains that the 

level of openness between individuals is determined 

by their relationship and the value given to the 

information safeguarded. Privacy can be generally 

described as the dynamic process whereby 

individuals regulate the degree of their openness to 

others. 

 

1.3. Related data on Security Problems in Cloud 

Computing 

Explains that their connection and the importance 

provided to safeguarded data define the degree of 

transparency between the entities. The complex 

system, which governs the degree of their 

transparency towards others, may be defined as 

confidentiality. Clouds can be cost-effective and 

versatile. Sensitive information for a company is 

stored in a cloud infrastructure on regional cloud 

platforms, directly controlled by the provider and not 

the client. Cloud user data is one of the most 

challenging tasks cloud resources can be abused, 

robbed, distributed unlawfully, damaged or 

compromise. Including the chances of disclosure of 

user information to a rival. Through providing 

security, unwanted access to cloud-based information 

can be reduced. 

Notwithstanding the opportunities that an enterprise 

gains from cloud computing, security issues are a 

significant barrier to technology adoption. The key 

responsibility for data management and security lies 

with the service provider following the adoption of 

cloud computing. Secure computer environments 

reduce damage to the actual computer system caused 

by ransom ware. The cost of using cloud services in a 

secure environment is substantially reduced. 

Protection improves performance and reduces the 

likelihood of information, software and hardware 

harm. Cloud safety classes, illustrated in the Fig. 1. 

 

 
Figure 1: Types of cloud security 

2. Literature Review  

Lombardi et al. examined how the performance of 

virtual machine applications and the Server portion 

[11] could be best maintained through virtualized 

cloud computing. We introduced an integrated data 

protection system (ACPS) to increase the safety of 

cloud services. ACPS will locally react to any 

protection breaches and submit a safety management 

layer alert. The Eucalyptus and OpenECP Open 

Access implementation is the ACPS model applied. 

The machine functionality was evaluated under 

numerous workloads against attacks and the results. 

The findings have shown that ACPS is successful in 

defending the cloud infrastructure and that the output 

overheads are appropriate in contrast to the protection 

provided. 

 

Data mining technology suggested to detect a 

security infringement in the cloud computing 

network using Hidden Markov (HMM) clustering [ 

9]. With the aid of an Internet filter that tracks the 

computer's actions on a permanent basis and notifies 

the administrator about any case, the administrator 

can provide a secure cloud setting. The analysis of 

clustering was used to decrease the search time for 

the database. With the support of HMM, even when 

an attacker logins with a legitimate username and 

password, the proposed model will easily detect any 

http://jespublication.com/


Vol 10, Issue 12, DEC/ 2019 

ISSN NO: 0377-9254                                  

  

 

 

www.jespublication.com Page No:1039 

 

 

 

violation. In order efficiently to manage the user 

query, particularly for data loss or fraud, the network 

was connected with a plug-in. In addition, when 

connected to the same type, plug-in contributed to the 

reduction of a heavy load from the cloud 

environment. 

 

13] Suggested a quantitative protection assessment 

system that allows service providers and cloud users 

to evaluate the risk accessible to their services, 

thereby enabling them to agree on the safety issue. 

The suggested metric was economically calculated 

and can later be decided in compliance with the 

available threat. 14] Multi-Cloud Service Model 

(MCDB) has been proposed to ensure a more secure 

environment through the reduction of safety risks and 

security requirements. That model is based on several 

service providers, not one cloud computing platform 

that utilizes Shamir's proprietary algorithm. The 

MCDB model was compared to the data integrity, 

data intrusion and service availability of a single 

service provider. The findings showed that multiple 

cloud models instead of single clouds fulfilled the 

security requirements. 

 

3. Security Issues 

Most analysts find IT and its versatility to be a means 

of achieving the required competitive advantages, 

which are called tactical weapons and critical 

resources of business operations and strategies. Two 

key players in cloud computing are the service 

provider and the network users as individuals or 

companies. That corporation has its own sensitive 

information, which must be highly secure and 

guarded from unwanted access and control. The 

business stores sensitive data outside its boundaries 

of cloud computing. The service providers should 

therefore follow the protection system to prevent 

unauthorized people, whether on the part of a service 

provider, to reach or monitor their information 

through malicious people. This can generally be done 

with several methods for identification, avoidance 

and authentication. Confidence, honesty, reliability, 

encryption, permission and privacy are the most 

important security issues of cloud computing. 

 

3.1 Trust 

Trust relates to the ability to depend on one group for 

a targeted purpose. It is a well-known concept in IT 

and is used in various areas to reassure the device 

clients that the process is healthy and right. The 

capacity of a provider to provide the services 

provided to a customer is understood, without any 

mistakes, to the degree predicted. Strong security 

controls and restrictions on people's access to the data 

will guarantee safety. In many instances, the user 

relies on the vendors to store their privacy data in the 

cloud. Thus, in cloud computing, subscriber and 

provider should trust each other. 

 

The confidence question in a cloud environment is 

mostly decided by the chosen delivery template, as 

software, processes and device control are 

externalized. In public clouds, the client is given 

control by implementing a security policies and by 

using various applications and resources to increase 

the user's trust in the service provider to reduce 

potential threat. In the private cloud, the operator of 

the network controls and administers software, 

systems and programs. Because confidence continues 

in the company, there are therefore no further safety 

issues. There could be some issues with the absence 

of user confidence in cloud delivery models. The 

organizations will depend on each other in the public 

cloud, as they use the same cloud services that help 

their group. During the cloud cycle, the companies 

should have trust and faith in the public cloud service 

provider. 

 

3.2 Availability 

Availability refers to the cloud subscriber's ability at 

any time to retrieve the required data.  One of the 

main concerns for each company is how they can 

maintain access to cloud computing services at all 

times. If an authorized person can use and access the 

device and the stored data at any time, a system is 

called available. Service provider should therefore 

ensure that the available data are available at all times 

to customers from various locations. Cloud 

computing system will continue to work even if a 

security attack occurs. Network-based attacks such as 

Distributed Denial of Service attack can be risks 

facing cloud service availability. Network-based 

attacks such as Distributed Denial of Service attack 

can be risks facing the availability of cloud service. 

In addition, to ensure safety and minimal downtime, 

the company will develop an adequate emergency 

and unplanned event action plan to ensure business 
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continuity and disaster recovery. It is possible to 

classify data into two major classifications: essential 

information and archive data. Important information 

is that the data required by the user will interrupt him 

/ her at any time and any delay or unavailability. On 

the other hand, the archival information is that very 

seldom and non-crucially accessed data. Delayed 

access to it will therefore not be seen as a major issue 

or event, but delaying the critical data is a very 

important issue and could be very costly as the client 

will not be operating normally. 

 

3.3 Integrity 

The confidentiality which guarantees that the 

information are not changed by permission is one of 

the key facets of data security. It means that only 

authorized parties or in authorized method can 

change the information, code, and hardware. System 

users need to know that intentional or unintentional 

activity keeps their data from damage or loss. 

Information privacy in cloud computing is considered 

a major factor in the success of cloud computing as it 

will improve the confidence and happiness of the 

customer retained by both the provider and the user. 

Cloud computing is seen as a major challenge to 

cloud entities to preserve its reputation, since the 

attacks may be on their customers or providers ' 

sides. A secure authentication technique could be 

used to maintain data integrity in the vendor and the 

client hands, but the data could not be ensured if 

stored in the cloud. Violations of critical data 

integrity in the cloud could be very expensive 

because the customer can not normally operate. In 

fact, if any catastrophic event occurs, the cloud 

provider will accept the data recovery strategy. 

 

3.4 Authentication and Authorization 

Authentication ensures that the method used shows 

the users assert identification when trying to access 

some device. authentication This allows the client to 

validate their accounts by correct process and 

procedures by accepting the user identity when 

submitting them to an information system. The 

permission, though, is to allow users to do what they 

do. 

Authorization is the mechanism used for defining the 

user's executing activities and behavior. A lack of 

strong authentication could lead to unauthorized 

access to a cloud user account, leading to privacy 

infringements. A lack of authorization in cloud 

computing results in an infringement of privacy as 

unauthorized parties access the user account. In 

addition, if a member of the cloud uploaded a file for 

sharing with other users, the file creator should be 

confirmed by a mechanism that can be achieved by 

using an authentication mechanism. 

 

3.5 Confidentiality 

Cloud computing is based on multiple users at 

different levels sharing the same resources. The 

threats would grow with an increasing number of 

competing participants in cloud computing. The 

security of personal and sensitive data relates to the 

secrecy and reliability of results. Confidentiality is an 

important aspect in the cloud environment for 

ensuring control of an organization's data in a variety 

of distributed databases. The subscribers must be 

protected against unauthorized persons or 

organizations or any other entity being divulged to 

their private and sensitive data. Due to their 

importance, the subscriber data can be categorized 

into different categories. There can be a number of 

problems which may be very expensive without 

shielding user information against unauthorized 

access. Confidentiality in regards to symmetric or 

asymmetric encryption protocols can be ensured by 

using encryption techniques. Can subscribers ensure 

that their sides are confidential by encrypting them 

before uploading. Confidentiality is correlated with 

user authentication in the cloud environment through 

the security of their identities from fraud. There can 

be an invasion of confidentiality owing to a lack of 

effective encryption method. The cloud provider will 

maintain a secure cloud atmosphere for consumers. 

There can be a number of problems which may be 

very expensive without shielding user information 

against unauthorized access. Confidentiality in 

regards to symmetric or asymmetric encryption 

protocols can be ensured by using encryption 

techniques. Can subscribers ensure that their sides are 

confidential by encrypting them before uploading. 

Confidentiality is correlated with user authentication 

in the cloud environment through the security of their 

identities from fraud. There can be an invasion of 

confidentiality owing to a lack of effective encryption 

method. The cloud provider will maintain a secure 

cloud atmosphere for consumers. 
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4. Conclusion  

Cloud computing allows users to store their data 

remotely. Nonetheless, data security is the biggest 

threat in the cloud. This implies that many businesses 

are not prepared to move into the cloud environment. 

Confidentiality, completeness and reliability to their 

clients should be enshrined in a CSP Service Lifeline 

Agreement (SLA). Failure to ensure that any 

sensitive information is not placed in a public cloud 

and is encrypted if any. For the protection of data 

integrity, active auditing methods may also be used. 
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