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Abstract:  An Industry is a large area to maintain 

security measures manually, so the different 

problems faced by the industries can be overcome by 

the usage of certain advanced electronic equipment. 

Such advanced electronic circuits are employed 

together to implement the security system. The 

Industrial Security System provides all the facilities 

for full security necessities in an Industry. Normally 

the problems in the Industries are due to the 

Intruders, Fire Accidents, and Improper Attendance 

Maintenance. This project consists of an 

Unauthorized Entry Alarm, Fire Sensors and Power 

fail detection sensors. In this paper, we have tried to 

increase the level of security system by combining 

new techniques and added new concepts to develop 

low cost sensor based industrial security system. In 

our day to day life or in industrial purpose security 

and automation is a prime concern. Industrial 

automation and security system design is growing 

nowadays. The designing of this security system is 

simple hardware circuit. It allows every user to use 

this wireless security system by using or combining 

fire detection, unauthorized person identity sensor, 

power fail sensor interfaced to microcontroller unit. 

Whenever threshold value crossed i.e if fire detected 

immediately sprinkler will on, if unauthorized entry 

identified or power failed immediately buzzer will on 

and data transfer to android app using HC-05 and 

data uploaded to web page using ESP8266. 

Keywords— ESP8266, HC-05, IOT, low cost 

sensor, unauthorized entry. 

 

I. INTRODUCTION 

Industrial security is the most significant one 

for every homeowner either in an individual house or 

an apartment. To get the absolute peace of mind 

whether you are at home or out of home you must 

ensure that your home is installed with the perfect 

home security monitoring system. This GSM Bases 

industrial security system can be used to provide 

security system for residential, industrial, and for all 

domestic and commercial purposes using GSM 

technique. Security systems are certain electronic 

devices which are used to detect intrusions in home 

or industry. The basic components of a home 

automation security system are motion detectors, 

LPG detectors and smoke detector. It is cheaper and 

can be maintained easily than any other security 

device. When the user is away from home or 

industry, all the sensors are activated by switching on 

the Security system.  

Whenever systems experiences a abnormal 

condition in the industry like any fire/smoke occurs 

in the home/industry and any intrusion into the 

home/industry the Security system alerts the security 

personnel as well as the owner of the industry by 

sending SMS alerts to the users of the home/industry. 

In the system along with security, industrial lighting 

is also activates based on the lighting available in the 

industry. The system operates with the help of 

sensors installed in this system. 

 Existing systems  

1. Wired System, 

 2. RF Based Security System,  

3. Web enabled Security System.  

Disadvantage of Existing Systems  

1. Difficult to maintain 

 2. Need internet access  

3. Distance. Proposed System  

The proposed system uses Bluetooth module 

and IOT which enables us to know the security status 

of home/industry when we are away from the 

home/industry. 
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Fig 1. Industrial utomation 

 

II. LITERATURE SURVEY 

In the existing system of industry the stores 

are being monitored with the help of Arduino boards 

and GSM technology where in Arduino boards acts 

as a microcontroller but not as a server. Here the set 

up cost is bit high which may pose problems for the 

installation. Hence in order to overcome all these 

features Arduino boards or renes as microcontrollers 

are being replaced with the controller unit which is a 

latest version and also which acts both as a 

microcontroller as well as server. Main feature of this 

methodology is its cheap cost for installation and 

multiple advantages. Here one can access as well as 

control the agriculture system in laptop, cell phone or 

a computer.  

 

III. RELATED WORK 

 This project detects if any worker is entering 

inside the department or not. If some workers enters 

the working chamber or machinery room the lights 

will be on and if no one is present in the working 

room the lights will be off. If there is no one in the 

working chamber or in the plant then in that case if 

the lights or halogen bulb near the convey or belt or 

the boiler is continuously on so this wastage of 

electricity will cost heavy bills for the company. By 

using this system the wastage part can be easily 

overcome and more important than that this circuit is 

wireless and automatic on off lights so need for 

manual working for switching off the lights every 

time. 

 
Fig 2. Proposed Block Diagram 

 

A. CORTEX M3 

The Cortex-M3 processor is specifically 

developed to enable partners to develop high 

performance low-cost platforms for a broad range of 

devices including microcontrollers, automotive body 

systems, industrial control systems and wireless 

networking and sensors. Arm Design Start provides 

the fastest, simplest, no-risk route to custom silicon 

success. 

  Design the most optimal System-On-Chip 

with a processor that has the perfect balance 

between area, performance and power with 

comprehensive system interfaces and 

integrated debug and trace components. 

 Develop solutions for a large variety of 

markets with a full-featured Armv7-M 

instruction set that 

has been proven across a broad set of 

embedded applications. 

 Capture a worldwide experienced developer 

base to accelerate adoption of new Cortex-

M3 powered products and leverage the 

available extensive knowledge base to 

reduce support costs. 

  Achieve exceptional 32-bit performance 

with low dynamic power, delivering leading 

system energy efficiency due to integrated 

software controlled sleep modes, extensive 

clock gating and optional state retention. 
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Powerful debug and non-intrusive real-time trace 

Comprehensive debug and trace features 

dramatically improve developer productivity. It is 

extremely efficient to develop embedded software 

with proper debug. 

 

Memory Protection Unit (MPU) 

Software reliability improves when each 

module is allowed access only to specific areas of 

Memory required for it to operate. This protection 

prevents unexpected access that may overwrite 

critical data. 

 

Integrated nested vectored interrupt controller 

(NVIC) 

There is no need for a standalone external 

interrupt controller. Interrupt handling is taken care 

of by the NVIC removing the complexity of 

managing interrupts manually via the processor. 

 

Thumb-2 code density 

On average, the mix between 16bit and 32bit 

instructions yields a better code density when 

compared to 8bit and 16bit architectures. This has 

significant advantages in terms of reduced memory 

requirements and maximizing the usage of precious 

on-chip Flash memory. 

 

B. BLUETOOTH 

           Bluetooth is a short-range radio link intended 

to replace the calble(s) connecting portable and/or 

fixed electronic devices. Key features are robustness, 

low complexity, low power and low cost [1]. There are 

already similar standards in this market, such as 

IrDA, HomeRF and IEEE 802.11 family. Bluetooth 

is designed to offer some unique advantages that 

none of the others can provide. For example, IrDA 

uses infrared as medium, so its range is limited to 

around 1 meter, and it requires a line-of-sight 

communication. In comparison, Bluetooth can 

operate at a range up to 10 meters, or even 100 

meters with enhanced transmitters. RF signals goes 

through walls, so a Bluetooth network can span 

several rooms. Compared with HomeRF and IEEE 

802.11 family, Bluetooth has much lower data rate 

and transmission range (10 meter). While HomeRF 

supports 1.6 ~ 10 Mbps data rate and IEEE 802.11a/b 

supports 54/11 Mbps, Bluetooth supports only 780 

Kbps, which can be used for 721 kbps downstream 

and 57.6 kbps upstream asymmetric data transfer, or 

432.6 kbps symmetric data transfer. Both HomeRF 

and IEEE 802.11 operates at 100 meter range, while 

Bluetooth operates at up to 10 meter. 

However, as a result of the lower data rate 

and transmission range, Bluetooth offers much lower 

cost per node (approximately 5 ~ 10% of HomeRF 

and IEEE 802.11). So it is more suitable for 

applications involving low data rate (data and voice), 

small number of devices (8 at maximum), low power 

consumption and short range (up to 10 meter), such 

as PC-to-peripheral networking, home networking, 

hidden computing, data synchronization (such as 

between PC and PDA), mobile phone devices, and 

future smart devices or entertainment equipment  

 

C. SPDT 

A relay is an electrically operated switch 

used to isolate one electrical circuit from another. In 

its simplest form, a relay consists of a coil used as an 

electromagnet to open and close switches contacts. 

Since the two circuits are isolated from one another, a 

lower voltage circuit can be used to trip a relay, 

which will control a separate circuit that requires a 

higher voltage or amperage. Relays can be found in 

early telephone exchange equipment, in industrial 

control circuits, in car audio systems, in automobiles, 

on water pumps, in high-power audio amplifiers and 

as protection devices. 

The switch contacts on a relay can be 

"normally open" (NO) or "normally closed" (NC)-- 

that is, when the coil is at rest and not energized (no 

current flowing through it), the switch contacts are 

given the designation of being NO or NC. In an open 

circuit, no current flows, such as a wall light switch 

in your home in a position that the light is off. In a 

closed circuit, metal switch contacts touch each other 

to complete a circuit, and current flows, similar to 

turning a light switch to the "on" position. In the 

accompanying schematic diagram, points A and B 

connect to the coil. Points C and D connect to the 

switch. 
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Fig . Relay connection 

 

IV. INTERNET OF THINGS 

The ESP8266 WiFi Module is a self 

contained SOC with integrated TCP/IP protocol stack 

that can give any microcontroller access to your WiFi 

network. The ESP8266 is capable of either hosting an 

application or offloading all Wi-Fi networking 

functions from another application processor. Each 

ESP8266 module comes pre-programmed with an AT 

command set firmware, meaning, you can simply 

hook this up to your Arduino device and get about as 

much WiFi-ability as a WiFi Shield offers (and that's 

just out of the box)! The ESP8266 module is an 

extremely cost effective board with a huge, and ever 

growing, community. 

 
Fig . Internet of things Interfacing 

This module has a powerful enough on-

board processing and storage capability that allows it 

to be integrated with the sensors and other 

application specific devices through its GPIOs with 

minimal development up-front and minimal loading 

during runtime. Its high degree of on-chip integration 

allows for minimal external circuitry, including the 

front-end module, is designed to occupy minimal 

PCB area. The ESP8266 supports APSD for VoIP 

applications and Bluetooth co-existence interfaces; it 

contains a self-calibrated RF allowing it to work 

under all operating conditions, and requires no 

external RF parts. 

There is an almost limitless fountain of information 

available for the ESP8266, all of which has been 

provided by amazing community support. In 

the Documents section below you will find many 

resources to aid you in using the ESP8266, even 

instructions on how to transforming this module into 

an IoT (Internet of Things) solution. 

 
Fig6.  ESP8266 IOT module 

There seems to be three ways of using this module, in 

order of increasing complexity: 

1. Sending it AT commands from a computer via an 

USB to serial adapter. This is mostly useful for 

testing and setup. 

2. Interfacing with cortex M3 or any other micro 

controller and using this board as a peripheral. 

3. Programming the module directly and use its GPIO 

pins to talk to your sensors, eliminating the need for a 

second controller. 

 

IV. RESULT ANALYSIS 

The Internet of Things provides access to a 

broad range of embedded devices and web services. 

Thing Speak is an open data platform and API for the 

internet of Things that enables you to collect, store, 

analyze, visualize, and act on data from sensors or 

actuators, such as Cortex M3, Beagle Bone Black, 

and other hardware. For example, with Thing Speak 

you can create sensor-logging applications, location 

tracking applications, and a social network of things 

with status updates, so that you could have your 

home thermostat control itself based on your current 

location. The primary element of Thing Speak 

activity is the channel, which contains data fields, 

location fields, and a status field. After you create a 

Thing Speak channel, you can write data to the 

channel, process and view the data with MATLAB® 
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code, and react to the data with tweets and other 

alerts. The tycortex m3al Thing Speak workflow lets 

you: 

1. Create a Channel and collect data 

2. Analyze and visualize the data 

3. Act on the data using any of several Apps. 

Fig 7. Graphical representation of output 

 

VI. CONCLUSION 

A thorough research was done on the existing 

systems that are used by the industries for monitoring 

the security of the premises. It was found out that 

industries use individual systems for monitoring 

various security issues that include Staff Attendance, 

Intruder Detection, Fire Detection, Bomb Detection, 

etc. which can be tedious and sometimes expensive to 

manage and maintain them. So, an integrated system 

was proposed in which all the former mentioned 

security system can be integrated into a single system 

so that industries won't have to manage separately. 

Then the question arises of what technology can be 

used to integrate all systems together: Embedded 

system was the answer. CORTEX M3 MCU is the 

easiest and most adaptable embedded system 

available and hence CORTEX M316F877A was 

chosen in which both digital and analog inputs and 

outputs can be obtained. This MCU also has inbuilt 

Analog to Digital converters and Digital to Analog 

Convertors which is very useful for various sensors 

that have both analog and digital outputs which can 

be converted based on our requirements. The sensors 

which are being in the proposed systems give out 

analog outputs and using Schmitt Trigger they are 

converted to digital signals which are then fed into 

the digital ports of the CORTEX M3 MCU. To 

monitor all the sensor outputs and make them easily 

accessible by human these outputs are then required 

to be sent to a computer through RS232 port. This 

concludes that the present work was a success and it 

will provide a complete method for industrial 

security. It will ensure that all the hazards which are 

treated for the industrial security are proper taken 

care off. If we see the market penetration of this 

project, it will be quite apt to say that a lot of 

industries will be able to integrate the product in their 

premises. This will in turn benefit not only the 

industry but also create a flawless and transparent 

system.  
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