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ABSTRACT 

As an important application in cloud computing, 

cloud storage offers user scalable, flexible and 

high quality data storage and computation 

services. A growing number of data owners 

choose to outsource data files to the cloud. 

Because cloud storage servers are not fully 

trustworthy, data owners need dependable 

means to check the possession for their files 

outsourced to remote cloud servers. To address 

this crucial problem, some remote data 

possession checking (RDPC) protocols have 

been presented. But many existing schemes have 

vulnerabilities in efficiency or data dynamics. In 

this paper, we provide a new efficient RDPC 

protocol based on homomorphic hash function. 

The new scheme is provably secure against 

forgery attack, replace attack and replay attack 

based on a typical security model. To support 

data dynamics, an operation record table (ORT) 

is introduced to track operations on file blocks. 

We further give a new optimized 

implementation for the ORT which makes the 

cost of accessing ORT nearly constant. 

Moreover, we make the comprehensive 

performance analysis which shows that our 

scheme has advantages in computation and 

communication costs. Prototype implementation 

and experiments exhibit that the scheme is 

feasible for real applications. 

I. INTRODUCTION 

Cloud computing rises as a novel processing 

worldview consequent to lattice figuring. By 

dealing with an incredible number of dispersed 

processing assets in Internet, it has colossal 

virtualized registering capacity and storage room 

[1]. In this way, cloud computing is generally 

acknowledged and utilized as a part of numerous 

genuine applications [2]. As a critical 

administration for cloud computing, cloud 

specialist co-operate dependable, adaptable, and 

ease outsourced capacity administration to the 

clients. It furnishes the clients with a more 

adaptable way called pay-as-you-go model to 

get calculation and capacity assets on-request. 

Under this model, the clients can lease vital IT 

framework according to their requirement rather 

than buy them. In this manner, the in advance 

speculation of the clients will be diminished 

enormously. Furthermore, it is advantageous for 

them to modify the limit of the leased asset 

while the size of their applications changes. 

Cloud specialist co-op tries to give a promising 

support of data stockpiling, which spares the 
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clients expenses of venture and asset. In any 

case, cloud storage likewise brings different 

security issues for the outsourced data. Albeit 

some security issues have been illuminated [3- 

10], the critical difficulties of data altering and 

data lost are as yet existing in cloud storage. 

From one viewpoint, the mischance circle 

blunder or equipment disappointment of the 

cloud storage server (CSS) may cause the 

unforeseen defilement of outsourced documents. 

Then again, the CSS isn't completely dependable 

from the point of view of the data proprietor, it 

might effectively erase or change records for 

colossal financial advantages. In the meantime, 

CSS may conceal the mischievous activities and 

data misfortune mishaps from data proprietor to 

keep up a decent notoriety. In this manner, it is 

significant for the data proprietor to use a 

proficient method to check the uprightness for 

outsourced data 

Remote data possession ship checking (RDPC) 

[11] is a powerful strategy to guarantee the 

uprightness for data documents put away on 

CSS. RDPC supplies a technique for data 

proprietor to productively confirm whether 

cloud specialist co-op loyally stores the first 

documents without recovering it. In RDPC, the 

data proprietor can challenge the CSS on the 

trustworthiness for the objective record. The 

CSS can produce verifications to demonstrate 

that it keeps the entire and uncorrupted data. The 

central necessity is that the data proprietor can 

play out the check of record uprightness without 

getting to the entire unique document. In 

addition, the convention must oppose the 

malignant server which endeavors to check the 

data trustworthiness without getting to the entire 

and uncorrupted data [12].Another coveted 

necessity is that dynamic data tasks ought to be 

bolstered by the convention. As a rule, the data 

proprietor may annex, embed, erase or change 

the document obstructs as required. 

Additionally, the registering many-sided quality 

and correspondence overhead of the convention 

ought to be considered for genuine applications. 

II. LITERATURE SURVEY 

 

1)  Dynamic Provable Data Possession 

AUTHORS:  C. Erway, A. Küpçü, C. 

Papamanthou, and R. Tamassia 

As storage-outsourcing services and resource-

sharing networks have become popular, the 

problem of efficiently proving the integrity of 

data stored at untrusted servers has received 

increased attention. In the provable data 

possession (PDP) model, the client preprocesses 

the data and then sends it to an untrusted server 

for storage, while keeping a small amount of 

meta-data. The client later asks the server to 

prove that the stored data has not been tampered 

with or deleted (without downloading the actual 

data). However, the original PDP scheme 

applies only to static (or append-only) files. 

We present a definitional framework and 

efficient constructions for dynamic provable 

data possession (DPDP), which extends the PDP 

model to support provable updates to stored 

data. We use a new version of authenticated 
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dictionaries based on rank information. The 

price of dynamic updates is a performance 

change from O(1) to O(log n) (or O(n ǫ log n)), 

for a file consisting of n blocks, while 

maintaining the same (or better, respectively) 

probability of misbehavior detection. Our 

experiments show that this slowdown is very 

low in practice (e.g., 415KB proof size and 

30ms computational overhead for a 1GB file). 

We also show how to apply our DPDP scheme 

to outsourced file systems and version control 

systems (e.g., CVS). 

III. SYSTEM ANALYSIS & DESIGN 

 

ARCHITECTURE 

EXISTING SYSTEM: 

 The first RDPC was proposed by 

Deswarte et al. based on RSA hash 

function. The drawback of this scheme 

is that it needs to access the entire file 

blocks for each challenge.  

 In 2007, the provable data possession 

(PDP) model was presented by Ateniese 

et al., which used the probabilistic proof 

technique for remote data integrity 

checking without accessing the whole 

file. In addition, they supplied two 

concrete schemes (S-PDP, E-PDP) 

based on RSA.  

 Although these two protocols operations 

had good performance, it's a pity they 

didn't support dynamic operations. To 

overcome this shortcoming, in 2008, 

they presented a dynamic PDP scheme 

by using symmetric encryption. 

Nonetheless, this scheme still did not 

support block insert operation. At the 

same time, lots of research works 

devoted to construct fully dynamic PDP 

protocols. For instance, Sebé et al. 

provided a RDPC protocol for critical 

information infrastructures based on the 

problem to factor large integers, which 

is easily adapted to support data 

dynamics. 

DISADVANTAGES OF EXISTING 

SYSTEM: 

 Did not Support Dynamic Operations. 

 Heavy Computation Cost. 

 Insecure against replay attack and 

deletion attack. 

 These schemes are either insecure or not 

efficient enough. 

PROPOSED SYSTEM: 

 We present a novel efficient RDPC 

scheme with data dynamics. The basic 

scheme utilizes homomorphic hash 

function technique, in which the hash 
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value of the sum for two blocks is equal 

to the product for two hash values of the 

corresponding blocks.  

 We introduce a linear table called ORT 

to record data operations for supporting 

data dynamics such as block 

modification, block insertion and block 

deletion. To improve the efficiency for 

accessing ORT, we make use of doubly 

linked list and array to present an 

optimized implementation of ORT 

which reduces the cost to nearly 

constant level.  

 We prove the presented scheme is 

secure against forgery attack, replay 

attack and replace attack based on a 

typical security model. At last we 

implement our scheme and make 

thorough comparison with previous 

schemes.  

ADVANTAGES OF PROPOSED SYSTEM: 

 Experiment results show that the new 

scheme has better performance and is 

practical for real applications. 

 We show the advanced RDPC scheme 

supporting fully dynamic block 

operations based on ORT. 

 Minimum Computation Costs. 

 The data owner can perform dynamic 

operations of the files 

IV. IMPLEMENTATION & 

RESULTS  

MODULES: 

 System Framework 

 Remote data possession checking 

(RDPC) 

 Security Requirement 

 Homomorphic Hash Function and ORT 

MODULES DESCRIPTION: 

System Framework: 

            In cloud computing, cloud storage offers 

user scalable, flexible and high quality data 

storage and computation services. A growing 

number of data owners choose to outsource data 

files to the cloud. Because cloud storage servers 

are not fully trustworthy, data owners need 

dependable means to check the possession for 

their files outsourced to remote cloud servers. 

We provide a new efficient RDPC protocol 

based on homomorphic hash function. The new 

scheme is provably secure against forgery 

attack, replace attack and replay attack based on 

a typical security model. To support data 

dynamics, an operation record table (ORT) is 

introduced to track operations on file blocks. the 

cloud storage system including two participants: 

CSS and data owner. The CSS has powerful 

storage ability and computation resources, it 

accepts the data owner's requests to store the 

outsourced data files and supplies access service. 

The data owner enjoys CSS's service and puts 

large amount of files to CSS without backup 

copies in local. As the CSS is not assumed to be 

trustable and occasionally misbehave. 

Remote Data Possession Checking (RDPC): 

      Remote data possession checking (RDPC) is 

an effective technique to ensure the integrity for 

data files stored on CSS. RDPC supplies a 
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method for data owner to efficiently verify 

whether cloud service provider faithfully stores 

the original files without retrieving it. In RDPC, 

the data owner is able to challenge the CSS on 

the integrity for the target file. The CSS can 

generate proofs to prove that it keeps the 

complete and uncorrupted data. The 

fundamental requirement is that the data owner 

can perform the verification of file integrity 

without accessing the complete original file. 

Moreover, the protocol must resist the malicious 

server which attempts to verify the data integrity 

without accessing the complete and uncorrupted 

data. As the CSS is not assumed to be trustable 

and occasionally misbehave, for example, 

modifying or deleting partial data files, the data 

owner can check the integrity for the outsourced 

data efficiently. A RDPC scheme includes the 

following Process. They are KeyGen, TagGen, 

Challenge, ProofGen, Verify, Prepare Update, 

Exec Update. 

Security Requirement: 

     The CSS is not fully trusted since it might 

take malicious behaviors on outsourced data and 

hide data corruption occurrences from data 

owner so as to keep good reputation. According 

to the dishonest CSS may launch three types of 

attacks on RDPC, namely forge attack, replay 

attack and replace attack. 

Forge Attack: The CSS forges a valid tag for the 

challenged block to cheat the data owner. 

Replay Attack: The CSS chooses a valid proof 

for possession from previous proofs or other 

information, without accessing the actual 

challenged block and tag. 

Replace Attack: The CSS utilizes the other valid 

pair for block and tag as the proof of the 

challenged one, which may has been tampered 

or discarded. 

      A secure RDPC protocol should be able to 

resist all the attacks above, which guarantees 

that anyone who can construct a valid proof 

passing the verification should actually possess 

the entire file. 

Homomorphic Hash Function and ORT: 

              RDPC scheme with data dynamics. The 

basic scheme utilizes homomorphic hash 

function technique, in which the hash value of 

the sum for two blocks is equal to the product 

for two hash values of the corresponding blocks. 

We introduce a linear table called ORT to record 

data operations for supporting data dynamics 

such as block modification, block insertion and 

block deletion. To improve the efficiency for 

accessing ORT, The table is reserved on the data 

owner side and used to record all the dynamic 

behaviors on file blocks. We make use of doubly 

linked list and array to present an optimized 

implementation of ORT which reduces the cost 

to nearly constant level. We prove the presented 

scheme is secure against forgery attack, replay 

attack and replace attack based on a typical 

security model. 

V. CONCLUSION 

files outsourced to remote server and propose an 

efficient secure RDPC protocol with data 

dynamic. Our scheme employs a homomorphic 
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hash function to verify the integrity for the files 

stored on remote server, and reduces the storage 

costs and computation costs of the data owner. 

We design a new lightweight hybrid data 

structure to support dynamic operations on 

blocks which incurs minimum computation 

costs by decreasing the number of node shifting. 

Using our new data structure, the data owner can 

perform insert, modify or delete operation on 

file blocks with high efficiency. The presented 

scheme is proved secure in existing security 

model. We evaluate the performance in term of 

community cost, computation cost and storage 

cost. The experiments results indicate that our 

scheme is practical in cloud storage.  
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