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ABSTRACT—The commonness of casual organizations has made it simpler than any time in fresh memory for 

customers share their photographs, recordings, and other media content with anyone from anyplace. The easy-access 

of customer created media content additionally realizes safety concern. Conventional access-control instruments, 

where a solitary get to approach is-made for an exacting bit of substance, can't fulfill client security prerequisites in 

enormous scale media-sharing frameworks. Rather, arranging numerous degrees of access profit for common media 

substance is wanted. On one hand, it fits in with standard of inter-personal association in facts spread. Then again, it 

concurs with assorted and complex social relationship among informal organization users. We propose a flexible 

medium admittance manage (SMAC) framework to sanction such an agreement in a protected and productive way. 

Future SMAC structure is enabled by adaptable ciphertext arrangement trait found encryption (SCP-ABE) 

computation just as a far-reaching key administration conspire. We give formal security evidence to show safety of 

future-SMAC framework. Moreover, we direct concentrated examinations on cell phones to show its productivity. 

Index Terms—Social media sharing, privacy, access control, SCP-ABE, scalable media format. 

 

I. INTRODUCTION 

The predominance of informal organizations 

has supported the promotion van cement of an 

assortment of client created content (UGC) such as 

writings, photographs, and recordings. The prevalence 

and the easy access of UGC realizes new open doors for 

numerous applications, for example, individual marking 

and business advertising. For instance, picture takers 

can use Instagram and Flickr to advance their works. 

Correspondingly, clients can advertise products, 

thoughts, and themselves by making YouTube 

channels. However, UGC sharing likewise brings about 

security concerns [1],[2]. One of the essential protection 

concerns is content re-purposing by outsiders [3]. For 

instance, the substance shared on informal communities 

can be appropriated by others and served for their very 

own beneficial reason. Furthermore, displaying 

informative media substance, for instance, photos and 

chronicles on the social frameworks can without a lot of 

a stretch disclose delicate customer data, such as family 

relationships, side interests, and impressions, to 

untrusted ones. With the movement of picture/video 

planning and artificial intelligence techniques that may 

uncover more y UGC sharing will get fundamental. 

Finally, assurance preservation will be a necessary 

segment to keep the flourishing of web-based systems 

administration. As such, it is fundamental to create 

assurance care in existing social media sharing 

framework.  

Protection settings on informal communities, 

they can't avert social network servers from releasing 

their substance to outsiders without their approval. 

Some current work proposes to secure client protection 

through visual obfuscation [6],[7] or trans-morphing. 

[8] on the picture area of interests (ROI, for example, 

human countenances. Be that as it may, it is not really 

plausible to decide the ROI for subjective media 

content, since various substance buyers may have 

various ROI of similar media content. Such a method is 

in this way not relevant for online life sharing. 

Alternatively, encryption-based access control can be 

leveraged for protection mindful media sharing [9], 

[10]. In particular, the substance proprietor sets an 

entrance strategy for the scrambled substance. 

Regardless of whether a substance customer can 

unscramble the substance relies upon the accessibility 

of the entrance benefit [11], [12], [13]. Lamentably, the 

conventional single access approach-based access 

control component can't fulfill the client security 

requirements in huge scale media sharing frameworks, 

which thusly brings about an obstruction of populating 

protection safeguarding via web-based networking 

media sharing [14]. On one hand, the system 

unfortunately forfeits the substance fame. In particular, 

a solitary access strategy can without much of a stretch 

square countless client, which fundamentally corrupts 

the broadness and profundity of proliferation just as the 

level of collaborations on the substance. Then again, a 

solitary on-off access benefit can't oblige the differing 

and staggered social relationship, since it just divides all 

users into two groups.  

 

Consequently, rather than using customary access 

control mechanisms, it is important to build up an 

instrument that is ready to deftly adjust protection 

conservation and content propagation, and to help 

different degrees of access privileges for the mutual 

substance in huge scale web-based social networking 
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frameworks [15].In this paper, we propose a versatile 

media get to control(SMAC) framework to accomplish 

this objective. In the proposed system, a media stream 

is encoded into different degrees of perceptual quality 

by misusing strategies, for example, JPEG 2000 [16] 

and scalable video coding (SVC) [17]. In particular, 

low-quality media content has moderately lower goals, 

lower signal-commotion proportion (SNR), or lower 

outline rate, contrasted with excellent media content. In 

the SMAC framework, giving up the breath of media 

content engendering isn't the main choice for client 

protection conservation. In fact, the framework can 

permit.  

 

Developing the SMAC system is faced with two non-

trivial challenges: 1) how to securely enforce multiple 

access policies for a scalable media stream; 2) how to 

reliably authenticate the access privileges of content 

consumers and manage their dynamics. To tackle these 

challenges, we first propose a scalable ciphertext policy 

attribute-based encryption (SCP- ABE) algorithm that 

can securely encrypt a multi-dimensional scalable 

media stream. Under a set of social attribute-based 

access policies, the media stream can be decoded into 

media content with various levels of quality from 

multiple dimensions. Thus, a content consumer whose 

social attributes satisfy the access policy will obtain the 

right access keys to decrypt the media stream, and 

decode and view the content with a specific quality. If a 

consumer’s attributes match more than one access 

policy of the media stream, the individual will enjoy a 

higher access privilege and a higher viewing quality of 

the content. Furthermore, we propose a comprehensive 

key management scheme to handle the access key 

distribution and revocation. It is able to reliably 

authenticate the attributes of consumers, and distribute 

and revoke their corresponding access keys. In addition, 

the proposed scheme shifts most of the key 

management cost from the content distributer side to the 

more powerful social network server side. In this way, 

the privacy preservation cost on the distributor side 

does not increase with the number of content consumers 

but only depends on the number of shared contents. 

Through formal security analysis, we prove the security 

and reliability of the SMAC system. Furthermore, we 

conduct practical experiments on mobile devices to 

demonstrate its efficiency. 

To summarize, we make the following contributions. 

• We present the first access control scheme that 

protects user privacy in large-scale media sharing 

systems, satisfying two essential user requirements, i.e., 

widespread content propagation and multiple-level 

access privileges. 

• We propose a SCP-ABE algorithm that is able 

to securely enforce multiple access policies on multi-

dimensional scalable media streams. 

• We propose a comprehensive key management 

scheme that facilitates the reliable and efficient access 

privilege authorization and revocation. 

 This paper is organized as follows:  

In Section II, we intro- duce the background and the 

related work. In Section III, we present the overview of 

the SMAC system. We then introduce the 

implementation details of SMAC from two aspects, i.e., 

how to enforce multiple access policies for the scalable 

media data, and how to authorize and revoke the access 

privileges    of media content consumers, in Section IV 

and Section V, respectively. In Section VI, we evaluate 

the performance of the proposed system in terms of 

security and efficiency. Finally, we conclude our work 

in Section VII.  

In this section, we introduce the scalable media format 

as the background, and review the state-of-the-art 

access control schemes for scalable media data. a media 

stream is encoded into a base layer providing the basic 

quality and multiple enhancement layers enhancing the 

quality. The quality can be enhanced from multiple 

dimensions such as resolution, SNR, and frame rate 

[17]. Such kind of multi-dimensional scalability is a 

special characteristic of media content. 

 

II. SOLUTION METHODOLOGY: 

FORMALIZATION, ALIGNMENT, AND 

ALLOCATION 

GENERAL  

In CP-ABE, in sequence is jumbled beneath an access 

strategy that is complete away of character. A customer 

could decipher the figure message just-if their qualities 

accomplish access approach.  They be ordered 

examinations on social trust needy on three criteria, in 

trust data gathering, trust evaluation, and hope 

scattering   

PROBLEM-DEFINITION  

 In CP-ABE, information is planned below an entry 

strategy so as-to is complete away of character. A 

customer could decode figure message now if their 

qualities complete entry arrangement.  

 Ordered investigations on social trust reliant on 

three criteria, to be specific trust data accumulation, 

trust evaluation, trust spread 

ARCHITECTURE  

     Design graph shows connection bet-ween assorted 

parts of framework. This graph is imperative to 

comprehend general idea of framework. Engineering 

graph is an outline of a framework, wherein chief parts 

or capacities are spoken by squares associated by lines 

that show connections of squares. They are vigorously 

utilized in building scene in equipment plan, electronic 

structure, programming structure, and practice stream 

graphs. 
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METHODOLOGIES 

 

1. AUTHENTICATION: 

     The route toward perceiving an individual for 

majority part reliant on u-name and mystery key. In 

security structures, Authentication just guarantee that 

individual is who person purports to be, yet says 

nothing in observe to passageway benefits of individual. 

In approval module is used to security reason. Here 

module only for customer, after enrollment customer 

enter user-name and mystery state. This data is 

examining database, paying little mind to whether data 

be correct or not. At whatever point data is directly by 

then grant to next method for most part consider as a 

non-confirmed customer Record  

 

 
 

 

Fig1: System architecture 

 

2. UPLOADING:  

     This module substance owner first selects the sort of 

record which he wants to move. After he should move 

different sorts of inclinations substance archives, 

picture files, video records Document. 

 

 

3. REQUEST:  

     Substance purchaser will login and consequently he 

requests different sorts of archives, which will be 

stimulated by substance owners. The Content owner 

will recognize customers request. 

 

4. KEY-GENERATION:  

     Substance owner will authorize customers request 

and make key; with that key he will decipher record 

whatever as of- late referenced Record. 

 

III. ACCESS POLICY ENFORCEMENT 

 

A. The SCP-ABE Algorithm 

We structure the SCP-ABE calculation dependent on 

the CP-ABE calculation [13]. In CP-ABE, information 

is encoded under an entrance arrangement that is made 

out of properties. A client could unscramble the figure 

message just if their properties fulfill the entrance 

approach. Utilizing a comparative instrument, the SCP-

ABE calculation centers on productively scrambling 

multi-dimensional adaptable information. In specific, 

SCP-ABE is made out of six sub-calculations including 

framework arrangement, get to tree development, 

encryption, SCP-ABE key age, appointment, and 

unscrambling. We first present bilinear guide [34] as 

the starter, and afterward continue to portray each 

progression of the SCP-ABE calculation. 

 

B. Access Control on The Shared Media Content 
As presented in Section III, the media content merchant 

plays out the four-advance access control process on a 

versatile media stream dependent on the SCP-ABE 

calculation. We now present the usage subtleties of this 

procedure. The entrance control begins with running the 

SCP-ABE arrangement calculation by the merchant. 

The produced open key PK is available by every single 

other gathering in the framework. By and by, PK can be 

put away in either the informal organization server or 

the AA so all purchasers can get to it. The ace key MK 

is common with and just with the AA. Second, the 

wholesaler designs the entrance approach by choosing 

the alluring social properties, which are approved by the 

informal organization servers. Furthermore, the 

wholesaler chooses the level characteristics and the 

layer properties that are barred by the entrance 

arrangement. These characteristics can be just set as 

time stamps or level/layer lists, which needs no 

approval by an outsider. From that point forward, the 

merchant runs the SCP-ABE get to tree development 

calculation to fabricate the get to structure. 

 

C. SCP-ABE Key Distribution  

The entrance benefit of a media content buyer 

is empowered by conveying the person with the SCP-

ABE key dependent on the confirmed traits. The SCP-
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ABE key for a customer is partitioned into two sections. 

One is identified with the social traits while the other is 

identified with the layer and level traits. The two are 

circulated independently by the interpersonal 

organization server and the AA. On the reason that the 

social properties of buyers are confirmed by the 

interpersonal organization server, the SCP-ABE key 

conveyance process in the SMAC framework is 

continued as pursues.  

 

• The AA produces SKs as in view of set Ss of all social 

properties in the entrance strategy, and SKn as in view 

of set Sn of all layer and level qualities in the get to 

structure.  

 

• The AA allocates SKs to the informal community 

server. No property validation is required for the server, 

since it deals with every single social quality of all 

clients in the system. 

 

D. SCP-ABE Key Revocation 
The SCP-ABE key renouncement is used to debilitate 

the get to benefits. It takes impacts when a shopper's 

social qualities have changed, for example the 

fellowship never again exists, or on the other hand the 

entrance structure is refreshed by the wholesaler. 

Specifically, in the primary case, the renouncement is 

started by the informal community server, who deals 

with the social properties of clients in the system, and 

thus can know about their progressions at the most 

punctual stage. After accepting the repudiation 

commencement warning, the wholesaler needs to 

change the entrance keys what's more, re-encode them 

to guarantee secure access control. The repudiation is 

required for the buyer whose traits have changed, for 

example SKs and SKn will continue as before, and the 

explicit SCP-ABE key SK of the buyer will be 

repudiated 

 

RESULTS: 

 

 
Fig 2: Owner Registration 

 
Fig 3: Upload File 

 

 
Fig 4: User Registration 

 

 
Fig 5: Request File 

 

VI. CONCLUSION 

In this paper, we have exhibited SMAC, the primary 

access control conspire that secures client protection in 

huge scale media sharing frameworks and fulfills two 

basic client necessities,  

i.e., far reaching content spread and various level access 

benefits. Specifically, we initially propose a SCP-ABE 

calculation to empower secure authorization of 

numerous entrance strategies on the multi-dimensional 

adaptable media streams. Moreover, we propose a 

thorough key administration plan to encourage the 

dependable and proficient access benefit approval and 

denial. We have demonstrated the security and 
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dependability of the SMAC framework. We likewise 

showed its proficiency on cell phones through analyses. 

We accept these features of the SMAC framework will 

add to the wide selection of security protection in 

enormous scale informal communities. For the future 

work, we will stretch out the SMAC framework to help 

media sharing over various interpersonal organizations 

to accord with the trending cloud-based social services 
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