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Abstract: 

 Sensor networks enable a wide range 

of applications in both military and civilian 

domains. However, the deployment 

scenarios, the functionality requirements, 

and the limited capabilities of these 

networks expose them to a wide-range of 

attacks against control traffic (such as 

wormholes, rushing, Sybil attacks, etc) and 

data traffic (such as selective forwarding). In 

this paper we propose a framework called 

UNMASK that mitigates such attacks by 

detecting, diagnosing, and isolating the 

malicious nodes. UNMASK uses as a 

fundamental building block the ability of a 

node to oversee its neighboring nodes’ 

communication. On top of UNMASK, we 

build a secure routing protocol, LSR, that 

provides additional protection against 

malicious nodes by supporting multiple 

node-disjoint paths. We analyze the security 

guarantees of UNMASK and use ns-2 

simulations to show its effectiveness against 

representative control and data attacks. The 

overhead analysis we present shows that 

UNMASK is a lightweight protocol 

appropriate for securing resource 

constrained sensor networks.   

Keywords: sensor network security, 

neighbor monitoring, secure routing, control 

attack, data attack 

 

1. Introduction:  

Wireless sensor networks are emerging as a 

promising platform that enable a wide range 

of applications in both military and civilian 

domains such as battlefield surveillance, 

medical monitoring, biological detection, 

home security, smart spaces, inventory 

tracking, etc. Such networks consist of 

small, low-cost, resource-limited (battery, 

bandwidth, CPU, memory) nodes that 

communicate wirelessly and cooperate to 

forward data in a multi-hop fashion. Thus, 

they are especially attractive in scenarios 

where it is infeasible or expensive to deploy 

a significant networking infrastructure. 

However, the open nature of the wireless 

communication, the lack of infrastructure, 

the fast deployment practices, and the 

hostile deployment environments, make 

sensor networks vulnerable to a wide range 

of security attacks targeting the control or 

data traffic. Coping with control and data 

attacks in sensor networks is more 

challenging than in ad hoc wireless and 
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wired networks due to the resource 

constrained environment.  

Typical examples of control traffic (numbers 

start with C for control) are routing, 

monitoring whether a node is awake, asleep, 

or dead, topology discovery, and distributed 

location determination. Control traffic 

attacks include the (Ci) wormhole attack 

([16],[17]), (Cii) the rushing attack [18], 

(Ciii) the Sybil attack [11], (Civ) the 

sinkhole attack [14], and (Cv) the HELLO 

flood attack [14]. Control attacks are 

especially dangerous because they can be 

used to subvert the functionality of the 

routing protocol and create opportunities for 

a malicious node to launch data traffic 

attacks such as dropping all or a selective 

subset of data packets.  

In addition to control traffic attacks, sensor 

networks are also vulnerable to data traffic 

attacks (numbers starts with D for data). The 

most notable data traffic attacks are (Di) 

blackhole, (Dii) selective forwarding and 

(Diii) artificially delaying of packets, in 

which respectively a malicious node drops 

data (entirely or selectively) passing through 

it, or delays its forwarding. The attacks 

could result in a significant loss of data or 

degradation of service.   

The focus of this paper is on proposing 

mitigation techniques for control and data 

attacks in sensor networks.  We present a 

lightweight framework called UNMASK 

(Utilizing Neighbor Monitoring for Attacks 

Mitigation in Multihop Wireless Sensor 

Networks), which mitigates control and data 

traffic attacks in sensor networks. 

UNMASK not only detects the occurrence 

of an attack, but also diagnoses the 

malicious nodes involved in it and removes 

their capability of launching future attacks 

by isolating them from the network. The 

detection and isolation mechanisms are 

executed locally, without incurring a 

significant overhead. UNMASK is suited to 

the low cost point of sensor networks since 

it does not require any specialized hardware 

(such as directional antennas [17] or GPS) 

nor does it require time-synchronization 

among the nodes [16]. UNMASK achieves 

its security goals by exploiting a well-known 

technique whereby nodes oversee part of the 

traffic going in and out of their neighbors 

[15], [25], [30], [31]. In our work, we 

present the technique in a formal 

framework–local monitoring–, identify the 

parameters that affect its performance, and 

analyze its capabilities and limitations. 

UNMASK can be applied to mitigate any 

control or data traffic attack that exploits 

one or more of the basic malicious 

primitives- drop, delay, fabricate, and 

modify. However, we exemplify the 

fundamental structures and the state to be 

maintained at each node for mitigating some 

representative attacks – Sybil, wormhole, 

rushing, and selective forwarding attacks. 

The first three are examples of attacks 

directed to control traffic while the last one 

is an example directed at data traffic. 

Independent of the detection mechanism, we 

propose a strategy to isolate malicious nodes 

locally in a distributed manner.  

We use UNMASK to create a novel 

lightweight secure routing protocol called 

LSR that withstands known attacks against 

the routing infrastructure and provides 

additional protection against data attacks by 

supporting secure node-disjoint multiple 

route discovery. We analyze the detection 

coverage and the probability of false 

detection of UNMASK. We also evaluate 

the memory, communication, and 

computation overhead of UNMASK. 

Finally, we simulate the wormhole attack in 

ns-2 and show its effect on the network 

performance with and without UNMASK. 

The results show that UNMASK can 

achieve 100% detection of the wormholes 

for a wide range of network densities. They 

also show that the detection and isolation of 

the nodes involved in the wormhole can be 
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achieved in a fairly short time after an attack 

starts. In addition, we simulate a combined 

Sybil and rushing attack to bring out the 

adverse impact on node-disjoint multipath 

routing and show the improvement using 

UNMASK. The results show that LSR using 

UNMASK is resilient to the combined 

attack and that the average number of node-

disjoint routes discovered is not reduced. 

Our experiments with data monitoring show 

the feasibility of detecting the selective 

forwarding attack while monitoring only a 

fraction of the data traffic. In summary, our 

contributions are as follows:  

• We propose a mechanism to detect 

any control or data attack that results from 

dropping, delaying, modifying, or 

fabricating of packets.  

• We develop a toolset based on 

overheard information that can be mapped to 

detecting different classes of attacks. We 

analyze this toolset for different metrics, 

such as, false alarm probability, missed 

alarm probability, and latency of isolation.  

• We propose a mechanism that, based 

on information collected by our toolset, 

allows for diagnosing and isolating the 

malicious nodes.  

• We demonstrate the effectiveness of 

our toolset applied to both data and control 

attacks through simulations.   

This work builds on and extends our 

previous work in applying local monitoring 

as presented in [36] and [37]. 

2. System Model and Assumptions  

Attacker model: An attacker can 

control an external node (i.e., a node that 

does not know the cryptographic keys that 

allows it to be authenticated by the rest of 

the nodes), or an internal node, (i.e., a node 

that possesses all the keys required for it to 

be authenticated by other nodes in the 

network, but exhibits malicious behavior). 

An insider node may be created, for 

example, by compromising a legitimate 

node. A malicious node can perform all the 

attacks mentioned in Section 1, by itself or 

by colluding with other nodes. However, we 

do not address the misrouting attack in 

which the attacker incorrectly forwards 

packets nor we consider the denial of service 

attacks. A malicious node can establish out-

of-band fast channels (e.g., a wired link) or 

have a high powered transmission 

capability.  

  System assumptions: We assume that 

all the communication links are bi-

directional. A finite amount of time is 

required from a node’s deployment for it to 

be compromised, and to perform the first- 

and second-hop neighbor discovery 

protocol. We assume that no external or 

internal malicious nodes exist before the 

completion of the neighbor discovery. 

However, we can remove this assumption 

and use one of the protocols for secure 

neighbor discovery such as the directional 

antenna by Hu and Evans [17] at the 

additional cost of using directional antennas 

or by using trusted and more powerful nodes 

as in [42]. In our protocol we call the sensor 

node a guard when performing traffic 

overhearing and monitoring of neighbors. 

We assume that the network has sufficient 

redundancy, such that each node has more 

than an application defined threshold 

number of legitimate nodes as guards. We 

assume that the network has a static 

topology. This does not rule out route 

changes due to natural and malicious node 

failures or route evictions from the routing 

cache. Moreover, we assume that each node 

explicitly announces the immediate source 

of the packet it is forwarding. Finally, we 

assume a key management protocol, e.g., 

[22], is used to pre-distribute pair-wise keys 

such that any two nodes in the network can 

securely communicate with each other.  

3 Primitives: Neighbor Discovery and 

One Hop Source Authentication   

Neighbor discovery: This protocol is 

used to build a data structure of the first hop 
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neighbors of each node and the neighbors of 

each neighbor. The data structure is used in 

local monitoring to detect malicious nodes 

and in local response to isolate these nodes. 

A neighbor of a node, W, is any node that 

lies within the transmission range of W. As 

soon as a node, say A, is deployed in the 

field, it sends a one-hop broadcast of a 

HELLO message. Any node that receives 

the message sends a reply back to A. For 

each reply received within a pre-defined 

timeout (TROUT,), A adds the responder to 

its neighbor list, RA. Let RA = W1, ..., Wp 

and Msg = RA||Kcommit(A), where 

Kcommit(A) is the commitment key A uses 

later to authenticate itself to its neighbors. 

Node A then sends a one-hop broadcast of 

Msg. A node Wj that receives Msg, stores 

RA (Wj’s second-hop neighbors) and 

Kcommit(A). Hence, at the end of this 

neighbor discovery process, each node has a 

list of its direct neighbors and their 

neighbors as well as the commitment key of 

each one of its direct neighbors. This 

process is performed only once in the 

lifetime of a node and prevents incorrect 

neighborhood membership in static wireless 

networks that follow our assumptions of 

attack-free environment during neighbor 

discovery.  

  Commitment key generation and 

update: This protocol is used to generate and 

update the commitment key used by the one-

hop source authentication protocol. The 

values of the commitment key at a node S 

(Kcommit(S)) are derived from a random 

seed (Kseed(S)) as Kcommit(S) = H(i) 

(Kseed(S)), where H is a one-way collision 

resistant hash function [45][47], i  takes 

values between 0 and l(≥2), and l is the 

length of the sequence of values of 

Kcommit(S) that we call the commitment 

string. The first value of the commitment 

key Kcommit(S) that is exchanged with the 

neighbors during neighbor discovery is 

H(l)(Kseed(S)) = vl. The subsequent values 

of the commitment key (vl-1,…, v0) are 

progressively disclosed to the neighbors 

during subsequent transmissions. Before the 

current commitment string {vl, vl-1,…, v0} 

is exhausted, a new one is generated at S 

{ul, ul-1,…,u0}. The commitment key ul 

from the new string is authenticated to the 

neighbors using the last undisclosed key 

from the current string with the one-hop 

source authentication protocol.  

  

One-hop source authentication: This 

protocol allows a node to distinguish 

between its neighbors to prevent identity 

spoofing among them. A node S 

authenticates its transmitted packets to the 

neighbors by attaching the last undisclosed 

value from the commitment string 

Kcommit(S).  This authentication is only 

used with the source of the packet, not at 

every hop in the path of the packet from the 

source to the destination . When a neighbor 

of S, say B, receives the packet, it verifies 

the validity of Kcommit(S) by computing a 

hash function over it and comparing the 

result with the stored value of Kcommit(S). 

If  Kcommit(S)   is valid, B stores it as the 

new commitment key value of S. However, 

this protocol may fail to provide the required 

authentication if an attacker blocks the 

transmission range of a certain source from 

the rest of network except itself. Therefore, 

the attacker can impersonate that source and 

generate valid packets. In such case, we 

revert to the well-known μTESLA 

authentication scheme [21] which 

countermeasures such attacks. 

4. Results and Discussions: 

This paper uses the ns-2 simulator 

[29] to simulate a data exchange protocol 

over LSR, individually without UNMASK 

(the baseline) and with UNMASK. We 

distribute the nodes randomly over a square 

area with a fixed average node density. 

Thus, the length of the square varies (80m to 

204m) with the number of nodes (20-250).  
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This random distribution may result in 

situations where the number of good guards 

of some nodes goes below γ, which 

negatively impact the simulation results. We 

first simulate the wormhole attack using out-

of-band direct channels between the 

colluding nodes. The malicious nodes are 

randomly selected from the network nodes. 

After a wormhole is established, the 

malicious nodes at each end of the 

wormhole drop all the packets forwarded to 

them.   

Each node acts as a source and 

generates data according to a Poisson 

process with rate μ. The destination is 

chosen at random and is changed using an 

exponential random distribution with rate ξ. 

A route is evicted if unused for TOutRoute 

time. Isolation latency is defined as the time 

between when the node performs its first 

malicious action to the time by which all the 

neighbors of the node have isolated it. The 

experimental parameters are given in Table 

1. The results are averages over 30 runs. The 

malicious nodes are chosen at random such 

that they are more than 2 hops away from 

each other. 

 
Table 1: Input parameter values   

Parameter  Value  Parameter  Value  

Tx Range 

(r)  
30 m  γ  2-8  

NB  8  μ 100  

TOutRoute  50 sec  M  0-10  

τ , Nr  0.05 s, 
5  

β 5   

Channel 
BW  

40 kbps  ξ  5  

 

Figure 1 shows the number of 

packets dropped as a function of simulation 

time for the 100-node setup with 2 and 4 

colluding nodes.  The attack is started 50 

seconds after the start of the simulation. 

Since the numbers are vastly different in the 

baseline and with UNMASK, they are 

shown on separate Y-axes (the left 

corresponding to the Baseline and the right 

corresponding to the UNMASK case). In the 

baseline case, since wormholes are not 

detected and isolated, the cumulative 

number of packets dropped continues to 

increase steadily with time. But in 

UNMASK, as wormholes are identified and 

isolated permanently, the cumulative 

number stabilizes. Note that the cumulative 

number of packets dropped grows for some 

time even after the wormhole is locally 

isolated. This is because the cached routes 

that contain the wormhole continue to be 

used until route timeout occurs. 

 
Figure 1: Cumulative no. of dropped packets 

Conclusion: 

We have presented a distributed 

protocol, called UNMASK, for detection, 

diagnosis, and isolation of nodes launching 

control attacks, such as, wormhole, Sybil, 

rushing, sinkhole, and replay attacks. 

UNMASK uses local monitoring to detect 

control and data traffic misbehavior, and 

local response to diagnose and isolate the 

suspect nodes. We analyze the security 

guarantees of UNMASK and show its ability 

to handle attacks through a representative set 

of these attacks. We present a coverage 

analysis and find the probability of false 

alarm and missed detection. On top of 

UNMASK, we build a secure lightweight 

routing protocol, called LSR, which also 

supports node disjoint path discovery.  We 

note that although designed for static 

networks, UNMASK can potentially be 
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extended to mobile networks. In mobile 

networks the neighborhood changes and 

therefore the neighbor discovery is required 

to be executed during the lifetime of the 

network. Therefore, the neighbor discovery 

protocol presented here cannot be secure for 

mobile networks. Note that incremental 

deployment of nodes is equivalent to a node 

moving to the new position and the situation 

can be handled similarly. As future work we 

are investigating secure neighbor discovery 

protocols appropriate for resource-

constrained mobile networks. 
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