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Abstract: 

Deduplication is one of the major storage 

optimisation techniques for Virtual Machines (VMs) 

in cloud environment. Usually, hashing of blocks 

helps in identifying duplicate data blocks. De-

duplication technologies can be designed to work on 

primary storage as well as on secondary storage. 

However, there is only one copy for each file stored 

in cloud even if such a file is owned by a huge 

number of users. As a result, de-duplication system 

improves storage utilization while reducing 

reliability. De-duplication with the use of chunking 

data that is passed through the deduplication engine 

is chunked into smaller units and assigned identities 

using cryptographic hash functions. Data 

deduplication technique allows the cloud users to 

manage their cloud storage space effectively by 

avoiding storage of repeated data’s and save 

bandwidth. The data are finally stored in cloud 

server. To ensure data confidentiality the data are 

stored in an encrypted type using Advanced 

Encryption Standard (AES) algorithm. 

Key words: Virtual Machines (VMs), De-

duplication technologies, cloud computing 

1.0 INTRODUCTION 

Cloud the performance of storing data in computer 

will be increase day by day and access of data will 

be fast. When user stored the large amount of data in 

cloud it faces some challenges like data loss, 

infected application, data theft, privacy issue, data 

location, security at user level and data duplication. 

When data was in reading or writing mode and 

transfer from one network to another network on 

cloud then these issues damage the routine of 

system. So as to upgrade the consistency and 

accessibility and give disaster retrieval, information 

is by and large copied on various storage areas. The 

majority of this copied information applies an 

additional load on the capacity framework as far as 

extra space and transmission capacity to move the 

copied information on the system. Efficient 

information storage is serious and information 

deduplication system is considered as an 

empowering innovation for active storage of huge 

information. Deduplication method is a unique 

information compression strategy to remove the 

excess information and decrease transmission rate 

and loading space in the distributed storage 

frameworks plication methods to improve capacity 

efficiency. We study data or information 

deduplication is primary significant issue in huge 

capacity on cloud. The deduplication methods are 

information type specific, and various systems are 

utilized on various kinds of information, for example 

video, picture and text information. All three sorts of 

information have distinctive capacity groups and 

qualities. In view of sort of information, 

deduplication strategies have various procedures to 

find and reduce copy data in this way, kind of 

information is significant for the advancement of 

deduplication methods. The arrangement of data is 

serious for finding, reading and coordinating the 

data. The strategies to checked duplication in video, 

picture and content have various procedures because 

of different pattern of information 

Evolution of deduplication: 

 In start of 1950, data reduction methods were 

introduced and it can be divided into two types such 

as lossy and lossless data reduction methods. After 

that in 1990, compression techniques like delta 

compression came; its objective is to compress the 

similar chunks or similar files. In early 2000s, data 

deduplication techniques came to help the huge 

storage infrastructure. It removes both intra-file and 

inter-file level repetition over huge datasets across 

many dispersed storage servers. As in case of 

traditional technique it reduces repetition over little 

set of files this was based only on intra-file 

repetition. With the help of cryptographic hash of 

every file or its chunk find out the duplication of the 

data in 2008, these methods applied on multimedia 

matters and find out the duplicate content in 

multimedia by evaluating the same type of frames or 

images using hashing and extraction methods. 
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Advantages of data deduplication: 

 Reduce overall storage cost: It helps in 

the investments of space, budget, human 

resources, network bandwidth and time. Its 

principals to improved efficacy and 

efficiency of storage network  

 Reduce storage space: It supports in 

decreasing the storage space needed for 

file, backups, or some other applications  

 It provides a single copy of data or 

information which is saved and additional 

copies are detached. So, it makes extra 

space to save more data  

 Minimize energy usages: Deduplication is 

a capacity enhancement method that 

decreases energy and storage necessities. 

At the point when the smaller space 

requires less power and coolants. So, it 

means saves energy and storage supplies 

and decrease burden on network resources 

2.0 LITERATURE REVIEW: 

Deduplication can either follow a source-based or 

target-based approach based on the location of data 

storage. In source-based deduplication, redundant 

data is eliminated at the client-side before sending 

the data to the server reducing the overall bandwidth 

cost. In target-based deduplication, the server 

performs the deduplication process utilising higher 

bandwidth as the redundant data also gets 

transferred over the network. Based on the level at 

which the similarity is exercised, the deduplication 

can be either at byte-level, block-level or at the file-

level 

Ng, W.K., Wen, Y. and Zhu, H. (2012) Authors 

discussed the private data deduplication in which a 

user or customer has a private data and it shows to 

server with the string of the data in brief form. It’s 

basically a customer duty that he should not disclose 

to server regarding their personal data. Authors 

analyzed private deduplication method which 

include cryptography standard. It shows that 

simulation-based system which include hash 

function are more secure that is collision resistant 

but discrete algorithm is complex.  

Sun, Zhang and Zhu (2014) Authors analysed 

when normally encrypt the data it faced many key 

management issues and can’t help complex 

necessity for example fine grained approval, parallel 

alternation and query. Authors suggested fully 

homomorphic encryption strategy for data 

confidentiality, which can work for any activity that 

can do it in clear content and not taking the 

procedure of decrypting the data. 

Mahalle & Shahade (2014) Authors purposed a 

hybrid encryption system utilizing AES and RSA 

algorithm in this paper. High Security of content 

records and make the entrance of unique document 

by intruders close to impossible is given by utilizing 

hybrid encryption calculation. Be that as it may, just 

a single drawback here is the execution time 

3.0 METHODOLOGY: 

 The data de-duplication technique is used to store 

single instance of redundant data and eliminates the 

duplicate data in data center. It is used to decrease 

the size of data center and reduce the replication of 

data that were duplicated on cloud. The de-

duplication process helps to remove any block or file 

that are not unique and store in smaller group of 

blocks the basic steps for data de-duplication 

process are.  

 The files are converted into small 

segments.  

 Then new and existing data are checked for 

redundancy  

 Metadata are updated and segments are 

compressed.  

 Duplicate data are deleted and check the 

data integrity. 

A new approach for efficient deduplication: 

 An efficient deduplication technique for VM is the 

one that follows the criteria listed in Section 2. 

Based on these, we propose Quick Dedup, which is 

useful for VM appliance stores and VM disk 

backup/snapshots. Quick Dedup is an offline 

algorithm where at initial stage complete VM image 

is stored. At a later stage, the deduplication process 

is invoked, which checks for the presence of 

duplicable blocks. Initially, we store the VM image 

sequentially. During the categorisation process, only 

the block numbers are placed in different categories, 

whereas the data blocks remain intact. Once Quick 

Dedup completes the processing, the space 

corresponding to the blocks numbers which fall 

under the duplicable blocks’’ is freed. We perform 

hash calculation using SHA-1 which can be replaced 

by any other hash algorithm based on the 

requirements. Quick Dedup is especially applicable 

for VMs, as there are various parameters regarding 

Quick Dedup which we have decided based on VMs. 

In the case of block size selection, we selected the 

optimum block size which is best for VMs. We 

follow fixed-size chunking which is usually better 

for VM disk images as discussed in However, Quick 
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Dedup can be applicable to general storage or file 

systems after the selection of the best suitable 

parameter based on general storage or filesystem. 

 
Figure: An efficient deduplication technique flowchart 

 

Data deduplication process 

 The basic steps to delete duplicate data consists of 

five stages the first phase of data collection phase, 

by comparing the old and the new backup data 

backup, reducing the scope of the data. Comparing 

the second phase of the process of identifying data, 

in bytes, of the data collection phase marks a similar 

data object. If the first phase of the work sheet 

created the need for data identification, then we must 

use a specific algorithm to determine which data 

backup group is unique, what data is repeated. If the 

first phase identified from the meta-data level of data 

and backup group, the same as the previous backup, 

then the recognition stage in the data bytes of data 

will be compared. The third phase of the data is re-

assembled, new data is saved; the previous stage was 

marked duplicate data is saved data pointer 

replacement. The end result of this process is to 

produce a copy of the deleted after the backup group 

view the fourth stage will actually remove all the 

duplicate data before performing a data integrity 

check efficacy. Finally remove the redundant 

storage of data, the release of previously occupied 

disk space for other uses. 

Implementations: 

 In accordance with the duplication occurred in the 

location of business systems, implementation can be 

divided into foreground and background processing 

two types of treatment software implementation. 

Software itself is a re-delete function of the backup 

software, use the Client / Server structure. Server to 

develop strategies and initiate a backup at the 

appointed time, scheduling Client on the backup 

data block, data block input Hash operation 

procedures, the results included in Hash Table. 

Block behind the operation result with the same 

value exists in the table to delete data, different 

results on the record and save the data block Data 

recovery and preservation of the value under the 

table data blocks to restore deleted data, data 

recovery to the restructuring of the system. 

Implementations advantage of data output to the 

network before the hosts in the business to achieve 

the re-delete operation, to reduce network traffic and 

reduce the amount of storage space. 

4.0 DATA DEDUPLICATION TECHNIQUES: 

 In 2000, data deduplication methods were first 

introduced to sustain overall compression at coarse 

granularity. The past methodologies are very 

inefficient to identity relative pieces and are not 

versatile, while information deduplication strategies 

can be functional at file level or sub file like block 

level. It wraps information by utilizing variable or 

fixed size pieces. The hash estimations of these 

pieces are produced utilizing cryptographic hash 

measurements, and copies are identified by 

coordinating hash standards. Data deduplication 

techniques classified into sub file and file level. 

Encryption of files: 

 Here we are using the common secret key k to 

encrypt as well as decrypt data. This will use to 

convert the plain text to cipher text and again cipher 

text to plain text. Here we have used three basic 

functions: Key GenSE: k is the key generation 

algorithm that generates κ using security parameter 

1. EncSE (k, M): C is the symmetric encryption 

algorithm that takes the secret κ and message M and 

then outputs the ciphertext C; Dec SE (k, C): M is 

the symmetric decryption algorithm that takes the 
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secret κ and ciphertext C and then outputs the 

original message M. 

File-level deduplication: This method tests at file 

level, and complete file is reflected as a solo 

segment. According to this method, it authorizes the 

backup file record to match the components saved in 

the data. On the off chance that the equivalent file 

occurs, it enhances a pointer to the current file; else 

it updates and save the new content of the file. In this 

way, just one occurrence of the file is stored, and it 

is additionally called as unique storage. Here, entire 

file hashing method is easy to apply. Since, file hash. 

 
Figure: shows block level deduplication where deduplication is based on piece of file 

Fixed length block deduplication: Fixed-length 

methodologies observe squares of information with 

a prearranged length. It split the data into fixed-size 

squares. The framework doesn't reclaim up of same 

square of information twice. In this the complete file 

not considered as a smallest one so it divide it into 

equal size chunks or pieces, if a big file is changed 

then at that time changed pieces must be re indexed 

and move it to backup. Advantages of Fixed length 

block deduplication: The main benefit of using this 

method is its simplicity. When two characters are 

added in the data then it requires a moving of data or 

information by two bytes. The subsequent all 

information chunks are backed up once more. 

Disadvantage of Fixed length block deduplication: It 

neglects to notice excess information if a few bytes 

are documents into equal sized pieces be re-filed and 

moved to the backup area erased or inserted from the 

record since piece boundaries are controlled by 

counterbalance as opposed to by content. The 

drawback of this method clues to the invention of 

variable-length method 

DATA DEDUPLICATION STRATEGY: 

 Data de-duplication technology to identify 

duplicate data, eliminate redundancy and reduce the 

need to transfer or store the data in the overall 

capacity Duplication to detect duplicate data 

elements, to judge a file, block or bit it and another 

file, block or bit the same. Data de-duplication 

technology to use mathematics for each data 

element, "hash" algorithms to deal with, And get a 

unique code called a hash authentication number 

Each number is compiled into a list, this list is often 

referred to as hash index 

Figure: shows data deduplication technology 

IT savings funds (do not need the extra space needed 

to increase investment) 

• Reduce the backup data, data snapshots of the 

size of the (cost-saving, saving time, etc.)  

• Less power pressure (because of less hard, less 

tape, etc.)  

• Save network bandwidth (because only fewer 

data)  

• Saving time  

• Because of the need less storage space, disk 

backup possible. 

CONCLUSION: 

Data deduplication is a specialized data compression 

technique for eliminating duplicate copies of data in 

storage. In this paper, different deduplication 

methods like block level deduplication and file level 
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deduplication was studied. In view of the literature 

study of deduplication methods, it has been seen that 

information deduplication procedure on cloud 

storage framework is a potential research area This 

however does not mean that all the problems listed 

above have actually been solved, only that the 

according risks can be tolerated to a certain degree. 

Managing encrypted data with deduplication is 

significant in practice for running a secure, 

dependable, and green cloud storage service, 

especially for big data processes. To secure the 

confidentiality of sensitive data during 

deduplication, the convergent encryption technique 

is used to encrypt the data before outsourcing 
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