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Abstract—Searching for Keywords over jumbled statistics is fundamental for getting to redistributed delicate 

material in circulated computing. In certain conditions, the client desires to pursuit are semantically identified data 

with the details by careful or fluffy match. Subsequently, semiotics-based keyword exploration over programmed 

cloud material is the proportion of vital significance. Existing schemes dependence on a worldwide word reference, 

which influences the clarity of search results & purposes wastefulness in information refreshing. Moreover, albeit 

composite search is basic by & by, the recent methodologies just procedure them as single words, which split the 

semantics & accomplish low exactness. A Composite Concept Semantic Similarity (CCSS) computation technique 

to quantify the semantic comparison between composite models. By incorporating CCSS with Locality Sensitive 

Hashing (LSH) capacity & the protected k-Nearest Neighbor scheme, (SCKS) method is planned. SCKS realizes 

Semantic-Based Search, Multi Keyword Search (MKS) & Ranked Keyword Search (RKS). Furthermore, SCKS 

additionally allot with the predefined worldwide store & can proficiently bolster information restore. The test grades 

on genuine domain dataset prove that SCKS presents short overhead on calculation & the explore clarity beats the 

recent schemes. 

Index Terms—Searchable Encryption, Semantic-Based Keyword Search, Semantic Similarity, Compound Concept. 

 

I. INTRODUCTION 

In distributed computing, an expanding number of 

personal or enterprise users redistribute their 

information to distributed storage to appreciate the 

benefits of "pay-on-demand" services and high 

computation execution. To preserve security, users 

select to scramble information before re-

appropriating. Accordingly, the traditional 

catchphrase search can't be legitimately executed on 

the scrambled information, which restrains the 

utilization of information. To address this issue, 

M.Kuzu proposed the possibility of searchable 

encryption (SE) that allows users to search on 

encoded information[6] through a catchphrase. 

Subsequently, different searchable encryption plans 

were proposed to meet various prerequisites, for 

example, fluffy catchphrase search, multi-watchword 

search, positioned catchphrase search, and semantic-

based catchphrase search.  

By and by, semantic-based watchword 

search not exclusively is convenient for users yet 

additionally precisely expresses users' intentions. 

Specifically, in certain conditions, users probably 

won't be comfortable with the scrambled records put 

away in distributed storage or may only need the 

semantically related outcomes; in this manner, the 

search watchwords are usually semantically 

identified with the report as opposed to by means of a 

precise or fluffy match. For instance, the predefined 

watchword of a report is "cloud-based capacity", and 

the catchphrase that a user searches is "conveyed 

capacity". Clearly, these two words are neither a 

careful nor a fluffy match, however they are 

semantically related. Consequently, the semantic-

based watchword search is of practical significance 

and has pulled in much attention. In any case, the 

current methodologies must depend on a predefined 

global dictionary whose quality incredibly influences 

the precision of the search result. Also, when the 

dataset is re-appropriated to the cloud[15], update 

operations that incorporate inserting new records and 

adjusting and deleting existing archives are visit. 

Because the predefined dictionary is constructed 

based on all records in the dataset, the update of a 

solitary archive can cause the reconstruction of the 

dictionary and even all report files, which is 

inefficient. 

Then again, the semantic similarity between 

keywords[4] in an inquiry and keywords of archives 

is significant on the grounds that it additionally 

decides the precision of search results. 

Notwithstanding, in the previously mentioned 

methodologies, the semantic data used to gauge the 

semantic similarity was mined from some knowledge 

bases (KBs, (for example, corpus and thesaurus) 

containing clamor information, which cause the 

semantic similarity[19] to be wrong. Contrasted and 

different KBs, cosmology has great help for rationale 

thinking and can basically express the semantic 

data[4] of concepts. A few metaphysics based 

methodologies have been proposed to evaluate the 

similarity between concepts through mining 

philosophy data from various viewpoints. However, 

these methodologies to a great extent go for single 

concepts com-presented of single terms. For 

compound concepts made out of different terms, the 
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methodologies more often than not disregard the 

unique constituent highlights of the compounds and 

just procedure them as single words. Indeed, every 

part term differently affects the semantics of the 

compound concept. Consequently, presenting the 

constituent highlights will enormously improve the 

exactness of compounds' similarity. Be that as it may, 

an efficient and down to earth semantic similarity 

estimation technique for compound concepts remains 

an open inquiry.  

To address these issues, we propose a 

Semantic-Based Compound Keyword Search (SCKS) 

plot over encoded information in this paper. SCKS 

utilizes a theme set in a field and Vector Space 

Model (VSM) to express the semantic[12] data of 

keywords. Every component of the keyword vector 

compares to a field theme, and the esteem is the 

semantic similarity[16] between the keyword and the 

point. Since the keywords and field points can be 

compound concepts, we at first expert represent a 

philosophy based Compound Concept Semantic 

Similarity (CCSS) estimation technique to gauge 

their semantic similarity. In CCSS, the compound is 

deteriorated into subject headings and assistant 

words, and the connections between them are utilized 

to gauge the similarity. In addition, CCSS extensively 

considers the data wellsprings of philosophy, for 

example, taxonomical highlights, neighborhood 

thickness, way length and profundity, which 

efficiently improves a definitive precision.  

Since each record as a rule contains more 

than one keyword, the list of an archive is related 

with various keyword vectors. Locality-Sensitive 

Hashing (LSH) work can hash comparative things to 

a similar bucket with high likelihood. Thus, we build 

the record list by utilizing LSH to outline keyword 

vectors into just a single vector. The recurrence of the 

keyword in the report is additionally considered and 

is embedded into the file vector as the benefit of 

comparing component. Contrasted and the current 

plans, where the vector esteem is just 0 and 1, SCKS 

can express increasingly semantic data of the report. 

Another favorable position of SCKS is that it can 

bolster information update efficiently in light of the 

fact that no worldwide lexicon need be predefined 

and each record is independently filed. The question 

vector is created comparably, which demonstrates 

SCKS can bolster multi-keyword search.  

To ensure the security of reports and 

inquiries, fully homomorphic encryption (FHE) 

method could be picked to scramble them, which 

permits information servers play out some flexible 

capacities over encoded information. Be that as it 

may, the current FHE plans are a long way from 

being down to earth for genuine applications, since 

every one of them are excessively confused and 

inefficient . Thus, we embrace a secure k-Nearest 

Neighbor (SkNN)  to encode the list and inquiry. 

Benefiting from the highlights of SkNN, SCKS can 

accomplish ranked key-word search and return the 

Top k most important outcomes to the client. To 

improve the security of SCKS, we further propose a 

security-upgraded SCKS conspire (SE-SCKS) by 

presenting a pseudorandom work. 

 

 The main contributions of our work are 

summarized as follows 
(1) A philosophy based Compound Concept 

Semantic Similarity (CCSS) estimation strategy is 

proposed to improve the precision of compound 

similarity estimation. By ascertaining the semantic 

similarity among keywords and field points utilizing 

CCSS, the semantic qualities are brought into the 

keyword vector.  

(2) By coordinating CCSS, LSH and SkNN, we 

propose a Semantic-based Compound Keyword 

Search conspire (SCKS)[17] over scrambled 

information. Benefiting from these strategies, SCKS 

can all the while bolster Semantic-Based Keyword 

Search, Multi-Keyword Search[2], Ranked Keyword 

Search and efficient information update.  

(3) We examination the security of SCKS and further 

propose a security-improved plan, SE-SCKS. The 

security investigation shows that SE-SCKS is 

semantically secure under the versatile model and can 

be utilized in conditions requiring a higher security 

level.  

(4) We actualize and test CCSS and SCKS on a 

genuine world dataset. The trial results exhibit that 

our methodologies are exact and efficient. 

 

II. RELATED WORK 

A semantic-based keyword search plot returns results 

air conditioning cording to the semantic relatedness 

between records and a question. Based on the co-

event likelihood of terms, Sun et al. and Xia et al. 

separately built a Semantic Relationship Library 

(SRL) to record the semantic similarity between 

keywords. In the search stage, the question keywords 

are expanded based upon the SRL, and the ex-tended 

inquiry keywords are utilized in the search algorithm. 

Fu et al. expanded the question keywords by 

presenting m-best tree and term similarity tree, the 

two of which are manufactured based on the 

WordNet. So also, the keyword set in is broadened by 

means of an equivalent word thesaurus. In the 

conceptual-diagrams based search plot a few 

sentences are separated to speak to the reports and the 

semantic search[12] is authorized by calculating the 

significance score between the sentences in the 

http://jespublication.com/


www.jespublication.com Page No:627 

Vol 10, Issue 9, Sept / 2019  

ISSN NO: 0377-9254                                  

  

 

 
  

 
 

   

archive and the question. As indicated by the 

characteristic that related keywords usually have a 

similar root, the plan proposed by Moataz et al. 

removes the keyword root by a stemming algorithm 

and searches with the root rather than the keywords. 

Clearly, this method can't work when the 

semantically related keywords have various roots.  

In general, the plans going for multi-

keyword search[10] can also accomplish ranked 

keyword search. The MinHash function and Term 

Frequency-Inverse Document Frequency (TF-IDF) to 

build an archive list. In any case, the TF-IDF ought to 

be recalculated when records or keywords are 

included or expelled, which causes an information 

refreshing difficulty. Yu et al. proposed a two-round 

search plot utilizing homomorphic encryption to help 

multi-keyword search. This plan also receives TF-

IDF; along these lines, it can't efficiently bolster 

information refreshing.  

To help information dynamic update 

efficiently, Liesdonk et al. proposed two plans. The 

first one is more efficient yet requires two rounds of 

communication between the server and the customer 

for each search. The second one just requires one 

round of communication, however the most extreme 

occasions of database refreshes are restricted. 

Kamara et al. developed a dynamic search conspire 

by utilizing reversed record and search table, search 

exhibit, deletion table and deletion cluster methods. 

Nonetheless, this method can leak information about 

keywords in the refreshed records. To kill 

information leakage, Kamara et al. acquainted a red-

black tree with the search plot. Notwithstanding 

information update, this plan can be performed in 

parallel mode, which improves the efficiency of 

search and update.  

Cosmology based similarity measure[18] 

methods can be isolated into various classifications: 

way based measures, information content-based 

measures, included based measures and crossover 

measures. Early way based measures essentially 

surveyed the similarity between concepts by tallying 

the briefest way or joining the separation between 

concepts with the profundity of the scientific 

classification. The information content (IC) of a 

concept is frequently defined as the negative log 

likelihood of its appearance likelihood. IC values can 

be gotten by figuring the likelihood of concepts in a 

given corpus or just be intrinsically gotten from the 

cosmology. The level of cover ping between sets of 

ontological highlights is considered in the component 

based measures. A few investigations also joined 

several information sources to improve their 

exactness. Be that as it may, all of these methods 

essentially go for single concepts. For compound 

concepts, the methods usually disregard the special 

constituent highlights of compounds and just 

procedure them as single concepts, which decline the 

exactness of similarity estimation. 

 

III. PRELIMINARIES 

Scheme Model 

In our plan, the file of report and the inquiry are 

spoken to with the VSM. An archive record is 

indicated by a vector produced with the keywords of 

the report, and a secure list is the encoded file. 

Additionally, an inquiry is a vector created with the 

keywords of a search, and a trapdoor is a scrambled 

question. In general, the report can be scrambled by 

traditional encryption plans, for example, AES. 

Concentrating on the record and question, our plan 

comprises of the accompanying algorithms. 

Keygen (d). This algorithm is executed by the data 

owner or a trusted authority (TA). Taking a security 

parameter d as input, the algorithm outputs a system 

symmetric key sk. 

BuildIndex (sk, D). This algorithm is executed by 

the data owner. Based on the symmetric key sk and 

the document D, the algorithm generates the secure 

index I(D). 

Trapdoor (sk, Q). This algorithm is executed by the 

data owner or TA. With the keyword set Q that the 

user wants to search, the algorithm generates the 

corresponding trapdoor T (Q). 

Search (I(D), T (Q)). This algorithm is executed by 

the cloud server. Based on the trapdoor T (Q) and 

each secure index I(D) stored in the server, the cloud 

server calculates the correlation coefficients between 

the query Q and each document D and returns the 

ranked correlation coefficients to the user. 

 
Fig 1 Scheme Model 

The running process of our scheme is described in 

Fig.1. First, the data owner publishes the encrypted 

documents and secure indexes to the cloud server. To 

reduce the computation burden, the data owner is 

allowed to outsource the generation of the trapdoor to 

TA by giving the private key to it. In this case, when 

a user wants to search over encrypted documents, 

he/she submits the keywords to TA which generates 
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the corresponding trapdoor and returns it to the user. 

Then, the user sends the trapdoor to the cloud server. 

Finally, the cloud server executes the search 

algorithm with the trapdoor on all secure indexes and 

returns the relevant documents to the user. 

Since TA can obtain the private key, it should be 

entirely trustable, similar to the certificate authority 

(CA) of public key infrastructure (PKI). In 

applications, users or enterprises can choose TA 

according to this security requirement. For example, 

in an enterprise, TA is usually an internal server. If 

there is no such trustable server in the system, the 

trapdoor can be generated by the data owner. Also, 

some existing schemes assume that the authorization 

between the data owner and users is appropriately 

done (i.e., the private key should be sent to the 

authorized users in advance), then the trapdoor can be 

generated by each authorized user. 

 

IV. SEMANTIC BASED COMPOUND 

KEYWORD SEARCH SCHEME 

Overview 

In our plan, VSM and the topic set in a field are 

utilized to develop the semantic vector for every 

keyword. All the more specifically, in the keyword 

vector, every component compares to a field topic, 

and its value is the similarity between the topic and 

the keyword, which is acquired utilizing CCSS. Since 

the topics are almost constant, the dimensionality of 

the keyword vector won't change with the including 

or deleting of the keywords or reports, which is 

helpful in supporting information update. 

V. SCHEME CONSTRUCTIONS 

This project having the following six modules 

 User Interface Design 

 Data Owners 

 Cloud Server  

 Trusted Authority 

 User 

 

MODULE EXPLANATION 

 

 User Interface Design 

It is utilized for secure login for all clients. To 

interface with server client need is to give their 

username & secret watchword then no other but can 

ready to subordinate the server. The client have to 

enroll their subtleties as like username, secret key and 

Email id, to the server.  

 Data Owners(DO) 

The DO circulates the encrypted forms and protected 

files to the cloud server.   

 Cloud Server (CS) 

CS have selections like (i) CS Stored Files the 

outsourced (encrypted) data from DO &CS 

accomplishes the exploration algorithm with the 

access on all secure keys & returns the related 

documents to the user.  

 Trusted Authority(TA) 

Login to TA access all users profiles then CS given 

authority to users.   

 User 

User will try to access his account which gets 

activated by the Auditor, the TA access  he can 

login. After entering to the home page user will have 

choices like see 3 sorts of user search process Search 

by keyword, Search by filename & Search by file 

content. The user is willing to pursuit over encrypted 

files, he/she succumbs the data to TA makes the 

equivalent trapdoor & yields it to the user. 

 

Subject headings and Auxiliary words 

Recognition (SAR) 

 
 

Compound Keyword and Content Search CKCS  

Input:  Set of data files D=F1,F2….., Fn 

Output: An Encrypted data which can be decrypted with the secret key (Sender to Receiver) 

Index Generation 

1. Create index for each document separately using generate Index method in java; 

2. Merge the group of file indices based on Data Owner ; 
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3. Create a stack for file indices; 

4. Push new index being created into stack; 

5. No of files n= ∞; 

6. While (max_size>=1 && max_size<=n) 

7. {      do 

read current  file;  

if(file is=!null) 

{  

store the file (ENCRYPTED FORMAT)in the DB according to the keys(Pk, Sk, Search Key); 

} 

8. else 

9. break;}  

 

Search Phase 

1. Search (keyword && FName && content) 

2. for(i=1 to result =!null) 

3. { 

4. if (there exists file then return encrypted file) 

5. { 

6. key → matches the file index; 

7. return the file set; 

8. else 

9. break;}} 

 

 
 

Fig 3 Process of System Architecture

The Data Owner moves the reports, the customer will  look in all likelihood see the records and download it with the 

getting to approval of TA & the CS can Access all of the details of TA &DO. 
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VI. RESULT 

 

 

 
 

 
(d) 

Time cost of SCKS. (a) Secure index generation for a 

single document with different number of keywords. 

(b) Secure index generation for different-sized 

datasets. (c) Trapdoor generation with different 

number of keywords. (d)Search for 5 keywords in 

different-sized datasets. 

 

VII. CONCLUSION 

Concentrating on the keyword search on 

tousled cloud details. To precisely remove the 

definition data of keywords. CCSS, which 

significantly progresses the correctness of similarity 

estimation between composite concepts by 

completely but the conformation highlights & an 

assortment of data sources in cosmology. At that 

point, the SCKS plan is developed by coordinating 

CCSS with LSH and SkNN. Not with standing a 

SCKS can accomplish MKS & RKS in the meantime. 

Since each library is filed separately, the update of 

solitary record won't influence different reports, 

which implies that SCKS can sustain dynamic 

information proficiently. To mend the safety of 

SCKS, security-upgraded SCKS (SE-SCKS) by 

presenting a pseudo-arbitrary capacity. 
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