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ABSTRACT: With the popularity of cloud computing, mobile devices can store/retrieve personal data from anywhere at any 

time. Consequently, the data security problem in mobile cloud becomes more and more severe and prevents further development 

of mobile cloud. There are substantial studies that have been conducted to improve the cloud security. However, most of them are 

not applicable for mobile cloud since mobile devices only have limited computing resources and power. Solutions with low 

computational overhead are in great need for mobile cloud applications. In this paper, we propose a lightweight data sharing 

scheme (LDSS) for mobile cloud computing. It adopts CP-ABE, an access control technology used in normal cloud environment, 

but changes the structure of access control tree to make it suitable for mobile cloud environments. LDSS moves a large portion of 

the computational intensive access control tree transformation in CP-ABE from mobile devices to external proxy servers. 

Furthermore, to reduce the user revocation cost, it introduces attribute description fields to implement lazy-revocation, which is a 

thorny issue in program based CP-ABE systems. The experimental results show that LDSS can effectively reduce the overhead on 

the mobile device side when users are sharing data in mobile cloud environments 
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I. INTRODUCTION 

Cloud computing means storing data and accessing that data 

from the Internet instead of Using Traditional hardware for 

most of the operations. More than 50% of IT companies 

have moved their Business to the cloud. Sharing of data over 

the cloud is the new trend that is being set on. The amount 

of data generated on a day to day life is increasing and to 

store that all of the data in traditional hardware is not 

possible because of limited storage capacity. Therefore, 

transferring the data to the cloud is a necessity where the 

user can get unlimited storage. Security of that data over is 

the next big concern for most of us. After uploading the data 

to the cloud use loses its control over that data. [1] Since 

personal data files are sensitive, data owners are allowed to 

choose whether to make their data files public or can only be 

shared with specific data users. Therefore, privacy of the 

personal sensitive data is a big concern for many data 

owners. When any of the people upload the data onto the 

cloud they are leaving their data in a place where monitoring 

over that data is out of their control, the cloud service 

provider can also spy on the personal data of the users. 

When someone has to share data over the data they have to 

share the password to each and every user for accessing the 

encrypted data which is cumbersome. Therefore, to solve 

this problem data should be encrypted before uploading it 

onto the cloud which can be safe from everyone. Now the 

data encryption part brings some new problems such as we 

have to provide an efficient encryption algorithm such that if 

the data Is in encrypted format it cannot be easily to get 

break or get accessed by any exploiters. The next big 

concern is time consumption for encryption. Traditional 

Hardware with big configuration can encrypt data in short 

amount of time but limited resource devices suffers from 

this problem. They require more amount of time of 

encryption and decryption. So, an efficient crypto system is 

to be proposed which can worked equally or 

heterogeneously on all of the devices. 

II. RELATED WORK  

Attribute-based encryption (ABE) is proposed by Sahai and 

Waters. Attribute-based encryption (ABE) is a moderately 

late approach that re-evaluates the idea of public key 

cryptography. Attribute-based encryption is also referred to 

as ABE is a sort of public-key encryption wherein the secret 

key of a person and the cipher-text is established upon 

attributes. In an ABE, a person’s keys and cipher-texts are 

labeled with units of descriptive attributes and a symmetric 

key can decrypt a selected cipher-text only if there's a match 

between the attributes of the cipher-text and the person’s 
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key. It reduces the quantity of key used and hence makes 

encryption and decryption technique faster 

III. PROPOSED SYSTEM 

  Apparently, to solve the above problems, personal 

sensitive data should be encrypted before uploaded onto the 

cloud so that the data is secure against the CSP. However, 

the data encryption brings new problems. How to provide 

efficient access control mechanism on cipher text decryption 

so that only the authorized users can access the plaintext 

data is challenging. In addition, system must offer data 

owner’s effective user privilege management capability, so 

they can grant/revoke data access privileges easily on the 

data users. There have been substantial researches on the 

issue of data access control over cipher text. In these 

researches, they have the following common assumptions. 

First, the CSP is considered honest and curious. Second, all 

the sensitive data are encrypted before uploaded to the 

Cloud. Third, user authorization on certain data is achieved 

through encryption/decryption key distribution. In general, 

we can divide these approaches into four categories: simple 

cipher text access control, hierarchical access control, access 

control based on fully homomorphic encryption and access 

control based on attribute-based encryption (ABE). All these 

proposals are designed for non-mobile cloud environment. 

 

(OTP) which will be matched with key In our proposed 

system data is encrypted before uploading to the cloud. 

Combination of Attribute Based Encryption and Byte 

Rotation Algorithm are used for the encryption of the data. 

ABE will help to identify the attributes of the data and 

BREA will perform matrix operations on the block of the 

data to be encrypted. After performing encryption operation, 

a random key is generated alongside the encrypted data. 

Data will be send in encrypted format to respective user. To 

decrypt this data receiver has to enter the One Time 

Password generated using ABE algorithm. 

 

IV. ALGORITHM 

 

Proposed System Algorithm  
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Step-1: Start  

Step-2: Accept the data from the user.  

Step-3: The Attributes of the data from the users’ formats 

are obtained by the Attribute-Based Encryption.  

Step-4: With the help of these Attributes, Random Key is 

generated, and type of data is obtained for encryption by 

BRE algorithm.  

Step-5: The data is converted into equal number of blocks 

and N x N matrix will be generated on the basis of these 

blocks.  

Step-6: Based on no. of blocks, pool of threads will be 

created. 

 Step-7: Run the threads in multi core system to create 

encrypted data in short amount of time.  

Step-8: A secret key is generated in order to open the 

encrypted file which is stored in the cloud.  

Step-9: The secret key is shared to the user via email or 

mobile number of the authorized user. This key will be used 

to decrypt the encrypted file. 

Step- 10: The file selected will be decrypted in the original 

form using the key. Step-11: Stop. 

 

Flow Diagram 

 

V. RESULTS AND ANALYSIS 

In this work, we assess the appearance of the anticipated 

system using the stream cipher , that is less computation 

intensive compared to block cipher. 

 

Time Comparison between Block Cipher and 

Stream Cipher for Encrypting a Text File 

 

1. HOME PAGE 

 

 Home Page 

2. User 1 register to the external server and gets a 

unique user id .For user verification Trustee verify 
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the user by sending the preshared key to the user 

provided contact number . 

 

3. User 1 registers and get assigned a unique 

id 3. User 1 encrypts by using requested 

CSPRN and upload the file to external 

server. 

 

4. User 1 Encrypts and uploads the file to server 

User 2 registers to the external server and request file access 

to user 1 uploaded file from the list of registered users who 

uploaded there files to external server, 

 

User 2 request file access 

5. User 2 selects the file type and file 

name for which it needs access. 
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VI.  CONCLUSION:  

 In recent years, many studies on access control in 

cloud are based on attribute-based encryption algorithm 

(ABE). However, traditional ABE is not suitable for mobile 

cloud because it is computationally intensive and mobile 

devices only have limited resources. In this paper, we 

propose LDSS to address this issue. It introduces a novel 

LDSS-CP-ABE algorithm to migrate major computation 

overhead from mobile devices onto proxy servers, thus it 

can solve the secure data sharing problem in mobile cloud. 

The experimental results show that LDSS can ensure data 

privacy in mobile cloud and reduce the overhead on users’ 

side in mobile cloud. In the future work, we will design new 

approaches to ensure data integrity. To further tap the 

potential of mobile cloud, we will also study how to do 

cipher text retrieval over existing data sharing schemes. 
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