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Abstract: The present studies include the importance and development of computer technology in the field of forensic science. 

The discussion also includes the obstacles which are increasing day by day in the investigation which is carried out to identify 

criminal by using computer technology. According to the investigation reports it is came to known that the forensic computers 

entangle several problems, concerned to the software’s used by the investigators to extract the information desperately act as a 

one of the evidence in the investigation. With reference of investigation report it is revealed that the development strictly of anti 

forensic resource software (encryption software) and other, major reasons which are to be concentrated and implemented the 

suggestions and ideas of experts, to eliminate or eradicate the origin of the problem araised. 
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1. Introduction 

Computer forensics, which is also defined as computer 

forensic analysis, data recovery, data discovery, electronic 

discovery, digital discovery and computer examination, 

which includes the investigation of computer media such 

as hard disks, diskettes, tapes, etc for the evidence which is 

carried out by a skilled examiner  who as ability to 

reconstruction of the activities of a computer user.  

Alternatively, computer forensics can be described as the 

collection, preservation, analysis, and presentation of 

computer-related evidence. It is realized that computer 

provides more information than any other because 

computer forensics can often find evidence of, or even 

completely recover, lost or deleted information, even if the 

information was intentionally deleted from a computer 

system. However, this process is a much more complex 

undertaking. In computer forensics, the goal is to recover 

the data and interpret as much information about it as 

possible. Developing countries such as America has been 

being investing more money towards information 

processing and management which are using advanced 

computer technology. Nowadays, electronic money 

transfer and are much more likely to process an E-mail 

rather than a letter have been developed. It is estimated that 

worldwide usage of Internet by population is over 400 

million and this figure may increase in the future. However, 

this might also lead to produce or originate several 

evidences for the forensic investigators. On the other side it 

also helps the criminals to upgrade the information and to 

create a cyber dimension. This might become one of the 

biggest problems for the experts to develop more efficient 

methods which can overcome the problems through the 

computer anti forensic soft ware’s and help the 

investigators. The desired objective of computer forensic 

science is to produce digital evidence of a desired criminal 

activity, which is conducted by someone using a computer 

or the Internet. Criminals generally conducting in online 

pornography, credit card fraud and identity theft can all be 

traced out using computer forensic tools and software. The 

investigation includes techniques to identify, collect, 

examine and preserve evidence or information which is 

digitally stored or encrypted using by today’s most 

advanced computer systems and software. 

The utilization of computer and other digital 

devices in forensics has been developed rapidly throughout 

the world. Since 1980’s this has been became a greatest 

tool, which helps the enforcement officials and civil 

servants by providing the vital information and evidence in 

the form of data sheets. Generally Computer Forensic 

investigators ponder deeply into two basic principles. 

Firstly they analyze complete hard drive or Computer 

system, which was found at the crime place. Secondly, 

analyzation is focused on system files, which are the 

source for attack. The use of forensic computer software 

programs (crimezone, witness or spherocam HDR) with 

algorithms are generally used to evaluate even traces of 

data to ascertain crime and two or three dimensional 

display of a crime scene. 

 

2. Related works 

History Forensic Computer Science 

 

1970  FIRST CRIMES CASES 

INVOLVING COMPUTERS, 

MAINLY FINANCIAL FRAUD 

 

1980  Financial investigators and courts 

realize that in some cases all the 

records and evidences were only on 
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computers. 

 Norton Utilities, “Un-erase” tool 

created 

 Association of Certified Fraud 

Examiners began to seek training in 

what became computer forensics 

 SEARCH High Tech Crimes training 

created 

 Regular classes began to be taught to 

Federal agents in California and at 

FLETC in Georgia 

 HTCIA formed in Southern California 

 

1984  FBI Magnetic Media Program created. 

Later it become Computer Analysis 

and Response Team (CART)  

 

1987  Access Data – Cyber Forensic 

Company formed 

 

1988 Creation of IACIS, the International 

Association of Computer Investigative 

Specialists 

 First Seized Computer Evidence 

Recovery Specialists (SCERS) classes 

held 

 

1993  First International Conference on 

Computer Evidence held 

 

1995  International Organization on 

Computer Evidence (IOCE) formed 

 

1997  The G8 countries in Moscow declared 

that “Law enforcement personnel must 

be trained and equipped to address 

high-tech crimes”. 

 

1998  In March G8 appointed IICE to create 

international principles, guidelines and 

procedures relating to digital evidence 

 

1998  INTERPOL Forensic Science   

1999  FBI CART case load exceeds 2000 

cases, examining 17 terabytes of data 

 

2000  First FBI Regional Computer Forensic 

Laboratory established 

 

 

 

3. Method of approaching for computer forensic 

Method of approaching to computer forensic investigation 

includes a series of steps. The main system of investigation 

includes making a mirror image of the hard drive, 

identification and recover of all files such as, any deleted 

or hidden or protected temporary files. Deeply examination 

of all areas of hard drive and settings of installed 

programmed applications. There are a few things that 

should be restricted during computer forensic 

investigation. That is directly related to the OS of computer 

system is being used. The other one is important to avoid 

amendments in any files on the system which includes the 

attributes, dates, or time stamps etc. The other important is 

to avoid the overwriting any unallocated blank space on 

the hard drive, because to create a mirror image of the 

original hard drive. This may ensures to use the original 

hard copy multiple times and even sometimes, it helps 

when any data loss during the initial assessment part of the 

investigation can be recovered from the original. 

3.1 Source of Evidence: The advanced computer forensic 

science has many useful ways which are utilized by the 

forensic investigators to produce evidence for criminal 

cases.  Nowadays, the software’s are designed in such a 

way that it provides more advanced type of determination. 

For example, certain analysis is conducted based on 

bloodstains distributed at a crime scene for the 

determination of the cause and effect. This type of 

determination will always depends on blood interaction 

with the surrounding environment. The development of 

advanced techniques and software’s by the experts it has 

been become very easier for the investigators to determine 

the factors with in a relatively short period of time. Trace 

evidence common evidence recovered from any number of 

items at a crime scene. The items include fibers, skin, hair 

or other types of substances which are found in or around 

the scene of the crime. Hairs are recovered from the crime 

scene because it act as a source of DNA, which is as an 

important factor that determining the innocence or guilt of 

the subject on trial. DNA analysis is considered one of the 

most important aspects of forensic science but it could not 

be done without the use of advanced computer hardware 

and software technology. 

 

3.2 Cyber Crime: Forensic science is the most advanced 

method yet, however, it is only the beginning. As the field 

of computer science grows rapidly, the abilities of the 

criminal justice system as they will have any further 

evidence to the judge and punish criminals. Exactly, it can 

be able to understand that the continuous advancement and 

development of computer technology increases the chances 

of proving crime and identification of criminals. In the 

developing countries, it has been became as part of 

curriculum to teach programming language’s to teenagers 
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in high schools, especially, in the United States to defend 

against intruders who  “try to hack” as well as keeping 

security and privacy at safe for Americans. In the case of 

America uses the online to purchase most of their products, 

which leads to biggest opportunities to opens up for fraud. 

The better example of “cyber crime” involved is types of 

“amateur” hackers who only wanted to prove a point or 

show off for their friends. There are some software’s which 

are designed due to amateurs generally caught by tracing. 

This software’s which act as a fake area to be targeted, and 

commonly called as a honey pot. The hacker try to steal 

some honey, without knowing that it is only a trap, he or 

she may have chance of stuck in.  Intruder detection 

software and analysis tools may also help to monitor and 

protect against cyber crime and thieves. Upgrading is the 

most important to prevent the penetration of someone and 

knowing the security standards. 

 

3.3 Types of computer forensic systems: Computer 

forensics has become an important in the concern of 

security. It seems that any product that can remotely be 

tied to network or computer security is quickly labeled as a 

“forensics” system. This phenomenon makes designing 

clear incident response plans and corporate security plans 

that support computer forensics difficult. Today’s 

corporate climate of increased competition, cutbacks and 

layoffs, and outsourcing makes it essential that corporate 

security policy and practices support the inevitability of 

future litigation. This chapter is intended to raise 

awareness of the different types of computer forensics 

systems and to identify crucial questions for corporate 

planning in support of computer forensics. Answering the 

questions raised in this chapter will assist managers in 

creating sound corporate security policies and practices 

that support the following computer forensics systems: 

 

 Internet security systems 

 Intrusion detection systems 

 Firewall security systems 

 Storage area network security systems 

 Network disaster recovery systems 

 Public key infrastructure security systems 

 Wireless network security systems 

 Satellite encryption security systems 

 Instant messaging (IM) security systems 

 Net privacy systems 

 Identity management security systems 

 Identity theft prevention systems 

 Biometric security systems 

 Homeland security systems 

 

3.4 Studies on computer forensic specialist challenges: 

A part from the exponential development of computers in 

forensic science and play as vital factors in identification 

of crime & criminal. Subsequently, at other side there is a 

development of complexity for the specialist of computer 

forensics investigators, due to the development of privacy 

tools and anti-forensic computer software’s. The other 

reasons of complexity may be using of single 

computers(1990’s) with less storage memory, in turn it 

consumes more than two days of duration for the 

accomplishment of initial investigation. Later on, the rapid 

development and advancement of computer technology 

and innovations of several new digital Medias such as 

camera, cell phones, laptop computers voice recorders etc., 

lead to become more complex forensic science. Now a 

day’s soughting out the data via networking makes to face 

too many problems. For example, the investigators start to 

trace out the data from one computer or shared computers 

(networking) which is present in one country, may extend 

the investigation with other computers situated in various 

countries of the world. The other factors, which involve in 

creating problems, are the development of piracy tools and 

encryption software (anti forensic resource) which makes 

impossible, to extract information in a particular period of 

time.       

 

3.5 Problems associated with computer forensic: 

Computer evidence is like any other evidence. It must be 

Authentic 

Accurate 

Complete 

Convincing to juries 

In conformity with common law and legislative rules (i.e., 

admissible) [5] There are also special problems: 

 Computer data changes moment by moment. 

 Computer data is invisible to the human eye; it 

can only be viewed indirectly after appropriate 

procedures. 

 The process of collecting computer data may 

change it—in significant ways. 

 The processes of opening a file or printing it out 

are not always neutral. 

 Computer and telecommunications technologies 

are always changing so that forensic processes can 

seldom be fixed for very long  

 

4. Summary 

The United States Department of Justice categorizes 

computers involved in crimes in three ways: contraband, 

instrumentality, and “mere” evidence. If a network 

manager discovers contraband (illegal or illegally acquired 

equipment), he or she should simply turn the matter over to 

law enforcement. Computer instrumentality implies that 

hardware played a significant role in a crime. Within 

network-related crimes, “innocent” computers are often 

used as instrumentalities they are used to commit further 

crime, either denial of service attacks or by providing a 

pass through for the criminal. Law enforcement will often 

seize computers used as instrumentalities; they must seize 

them if the crime falls under certain federal statutes. 

Computers classified as mere evidence are usually not 
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seized. The goal is to acquire the data of evidentiary value 

from the computer while adhering to computer forensic 

principles. Before getting into specifics on how this is 

done, let us first examine some policies that should be in 

place before the need for forensics arises.  

 

Conclusions 

The federal government can report in exacting detail the 

number of bank robberies committed in any given year, but 

when it comes to computer crimes against government 

agencies, it’s close to clueless. Government officials 

estimate that only 20% of such incidents are reported 

because individual agencies either don’t have the technical 

sophistication to discover the crimes or want to keep bad 

news quiet. It’s for those reasons that the 599 root 

compromises of federal computers reported in 2004 likely 

represent a fraction of the actual number. Computer 

compromises are a serious issue. Agencies fear the 

unwelcome attention computer crime reports bring and 

often lack the money and tools needed to detect IT security 

breaches. In addition, there’s an ingrained reluctance on 

the part of agencies to work together to combat computer 

crimes. There is no culture of collaboration in the federal 

government. During the first three months of 2004, the 

Federal Computer Incident Response Center (FedCIRC), 

the government’s central crime data repository, recorded 

88 root compromises at civilian nondefense federal 

agencies, which put it on pace to exceed the 2003 total. 

That would result in an increase in the number of such 

intrusions for the third straight year. A root compromise 

occurs when an intruder gains systems administration 

privileges on a network, giving the attacker the ability to 

do things such as copy documents, alter data, or plant 

malicious code. Still, security analysts said it’s impossible 

to gauge just what the first-quarter increase recorded by 

FedCIRC (http://www.uscert. gov/federal/) means. 

FedCIRC doesn’t know whether they’re seeing a change in 

the rate of reporting, the rate of detection, or the rate of 

penetration. For its part (prior to the 9-11 attacks), the 

Bush administration had begun to take steps to improve 

compliance by federal agencies in reporting and 

responding to security breaches, including a 

recommendation that FedCIRC’s annual funding be 

boosted 27%, from $11 million to $14 million. Agencies 

are already required by law to report breaches to FedCIRC 

as a result of the Government Security Reform Act 

approved in 2000. Federal agencies have repeatedly been 

faulted by the General Accounting Office (GAO) for poor 

security practices. The 9-11 attacks and the recent issuance 

of educational visas to the dead terrorists have borne that 

out. The GAO has conducted penetration testing against 

various government systems. For example, it said in a 

report recently released that it found significant security 

weaknesses at all of the 24 agencies where it conducted 

audits of IT security readiness. Improving security 

procedures needs to be a priority within the Bush 

administration, and from some of the early indications in 

the budget, it is going to be. 

 

Recommendations   

Details of the arrest of U.S. Federal Bureau of 

Investigation Special Agent Robert P. Hanssen for 

espionage highlight the need for increasingly sophisticated 

computer forensic imaging and analysis tools and 

methodologies for their proper use. The FBI conducted a 

search of Mr. Hanssen’s briefcase in 2001 and found a 

“computer memory card,” from which they were able to 

retrieve a digital copy of a note Mr. Hanssen wrote to his 

Russian handlers in 2000. The digital copy was made in 

the off-limits room Hanssen kept in his basement—the one 

with two computers that authorities believe he used to 

maintain his own spy operation. Few of us will ever be in 

as tense a situation as the one the FBI faced recently with 

Mr. Hanssen and the “computer memory card” or the off-

limits room in the basement. Mess that up from an 

evidence-handling perspective and a major international 

espionage case could evaporate, but no matter where our 

work in the computer secret field, you may one day find 

yourself faced with a tough investigative challenge— 

looking for the right tools to accomplish an incredibly 

important job, facing near impossible deadlines—and 

always with the thought in the back of our mind that if we 

mess something up, life as you know it could change 

drastically. The need for technical investigative capabilities 

has been growing steadily with the proliferation of 

computers in the workplace, and the discipline of computer 

forensics has emerged to meet that need. Computers being 

what they are, it takes a computer and a robust set of 

applications to analyze another computer in such a manner 

that the results of the analysis are thorough, sound, 

unbiased, and repeatable. That’s where the various 

developers and vendors of computer forensic analysis 

software come in. Each developer has his or her own 

unique perspective on the needs of the investigative 

community and his or her own approach as to how to meet 

those needs, but few have started the software-

development process with a well-stated computer forensic 

analysis requirements document. What tasks must 

computer forensic analysis software be able to accomplish? 

How can you measure the performance of various tools 

against one another without a well-defined requirements 

definition? The speed of a forensic analysis tool is of little 

consequence if it is not also thorough, unbiased, and 

forensically sound, so speed alone cannot be the primary 

consideration. The knowledge, skills, and experience of the 

analyst at the keyboard can also play a significant role in 

the performance of a tool when no thorough requirements 

document exists. This final recommendations section is 

concerned with how to conduct a relevant and meaningful 

review of computer-forensic-analysis software tools. Let’s 

start with a requirements definition. With more 

practitioners involved in stating requirements and 
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designing tests, the tests will be more relevant to the 

computer forensics community. With luck, where tools fall 

short of meeting requirements   developers will take the 

results to their labs and work to improve the tools. It is the 

intent of this recommendations section to initiate 

discussion and solidify the various computer forensics 

requirements. 
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