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Abstract: A watchdog timer is a computer 

hardware timing device that triggers a system 

reset if the main program, due to some fault 

condition, such as a hang, neglects to regularly 

service the watchdog (writing a “service pulse” 

to it, also referred to as “petting the dog”). A 

watchdog timer is a piece of hardware that can 

be used to automatically detect software 

anomalies and reset the processor if any occur. 

Generally speaking, a watchdog timer is based 

on a counter that counts down from some initial 

value to zero. The embedded software selects 

the counter's initial value and periodically 

restarts it. If the counter ever reaches zero before 

the software restarts it, the software is presumed 

to be malfunctioning and the processor's reset 

signal is asserted. 

Introduction 

Most embedded systems need to be self-reliant. 

It's not usually possible to wait for someone to 
reboot them if the software hangs. Some 

embedded designs, such as space probes, are 

simply not accessible to human operators. If 

their software ever hangs, such systems are 
permanently disabled. In other cases, the speed 

with which a human operator might reset the 

system would be too slow to meet the uptime 
requirements of the product. 

A watchdog timer is a piece of hardware that can 

be used to automatically detect software 

anomalies and reset the processor if any occur. 
Generally speaking, a watchdog timer is based 

on a counter that counts down from some initial 

value to zero. The embedded software selects 

the counter's initial value and periodically 

restarts it. If the counter ever reaches zero before 
the software restarts it, the software is presumed 

to be malfunctioning and the processor's reset 

signal is asserted. The processor (and the 

embedded software it's running) will be restarted 
as if a human operator had cycled the power. 

Figure 1 shows a typical arrangement. As 

shown, the watchdog timer is a chip external to 

the processor. However, it could also be 
included within the same chip as the CPU. This 

is done in many microcontrollers. In either case, 

the output from the watchdog timer is tied 
directly to the processor's reset signal. 

 

Figure1: A typical watch dog timer 

A watchdog timer can get a system out of a lot 

of dangerous situations. However, if it is to be 
effective, resetting the watchdog timer must be 

considered within the overall software design. 

Designers must know what kinds of things could 

go wrong with their software, and ensure that the 
watchdog timer will detect them, if any occur. 

Systems hang for any number of reasons. A 

logical fallacy resulting in the execution of an 

infinite loop is the simplest. Suppose such a 
condition occurred within the read_sensors() call 

in Listing 1. None of the other software (except 

ISRs, if interrupts are still enabled) would get a 
chance to run again. 

Another possibility is that an unusual number of 

interrupts arrives during one pass of the loop. 

Any extra time spent in ISRs is time not spent 

executing the main loop. A dangerous delay in 

http://jespublication.com/


Vol11,Issue2,FEB/2020 

ISSN NO: 0377-9254                                  

  

 

 

www.jespublication.com Page No:142 

  

 

 
 

feeding the motor new control instructions could 

result. 

When multitasking kernels are used, deadlocks 
can occur. For example, a group of tasks might 

get stuck waiting on each other and some 

external signal that one of them needs, leaving 
the whole set of tasks hung indefinitely. 

If such faults are transient, the system may 

function perfectly for some length of time after 

each watchdog-induced reset. However, failed 

hardware could lead to a system that constantly 
resets. For this reason it may be wise to count 

the number of watchdog-induced resets, and 

give up trying after some fixed number of 
failures. 

2.PROPOSED WATCHDOG TIMER 

ARCHITECTURE 

An effective watchdog should be able to detect 

all abnormal software modes and bring the 

system back to a known state. It should have its 

own clock and should be capable of providing a 

hardware reset on timeout to all the peripherals 

[3]. The watchdog timer proposed in this paper 

operates independently of the processor and uses 

a dedicated clock for its functions. The 

architecture follows a windowed watchdog 

implementation, where the window periods can 

be configured by the software during 

initialization. A fail flag is raised when the 

watchdog timer expires and after a fixed amount 

of time from raising the flag, a reset is triggered. 

The time in-between can be used by the software 

to store valuable debugging information to a 

non-volatile medium. 

A standard watchdog timer can catch problems 

in the system such as hanging because of endless 

loops in code execution. However, the main 

disadvantage of this watchdog is that if the 

system enters a fault state in which it continually 

resets the timer, the error state will never be 

detected. In other words, a standard watchdog 

timer can detect slow faults, but cannot detect 

fast faults which occur within the watchdog 

timer period [13]. However, a windowed 

architecture can handle this properly. Here the 

watchdog defines a small time window within 

which the watchdog must be reset in order to 

avoid a timeout. This provides protection against 

systems from running too fast and too slow [14], 

thus increasing the error recognition coverage. 

2.1 I/O Interface and Configuration 

Fig. 2 shows the input-output (I/O) interface of 

the proposed watchdog timer. The watchdog has 

two outputs, namely the watchdog fail output 

(WDFAIL) and the reset output (RSTOUT). 

When the SYSRESET input is low, the 

WDFAIL output remains asserted and the 

RSTOUT output stays deasserted. The design 

also consists of a configuration register with bit 

fields defined as in the figure. The register 

enables adjustments to the watchdog parameters 

and also providesstatus information. The 

WDRST and WDSRVC fields are used 

respectively for resetting and servicing the 

watchdog. The state of the INIT input and the 

WDFAIL output are automatically updated in 

the configuration register. The SWSTAT field 

holds the state of the service window and the 

FLSTAT field logs the watchdog failure mode, 

if any. The control inputs to the watchdog timer, 

ENABLE and RD/WR, permit the read and 

write to the configuration register. The ABUS 

and DBUS signals in the figure indicate address 

bus and data bus, respectively. 

 

Fig. 2. Watchdog timer input-output interface 

and configuration register 
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The proposed windowed watchdog design 

constitutes a service window and a frame 

window. The service window duration will be 

much smaller compared to that of the frame 

window. The length of the two windows can be 

programmed by the software after power-up by 

writing to the bit fields, SWLEN and FWLEN, 

in the configuration register. Once the window 

periods are configured after power-up, 

modifying the values is disabled by design. If 

needed, the software will have to go through a 

stringent unlock procedure in order to be able to 

once again write to the configuration register. 

This prevents any accidental modification of the 

watchdog window parameters by a runaway 

code. 

The INIT input to the watchdog timer initializes 

the service window. A high-to-low transition on 

this input will start the service window, provided 

the fail flag (WDFAIL) is not active. The 

processor is required to service the watchdog 

within the service window, in order to prevent a 

timeout. The watchdog timer is serviced using 

the watchdog service (WDSRVC) field in the 

configuration register. A rising edge on this bit 

inside the service window will immediately 

close the window and start the frame window. 

The frame window defines how periodically the 

watchdog should be serviced. Typically, the 

duration of this window is kept slightly more 

than the main loop of the embedded control 

system and the watchdog is serviced once in 

every cycle [15]. 

The INIT signal to the watchdog timer can be 

driven in different ways. One way is to trigger 

the INIT signal at the end of the main loop, after 

performing some sanity checks [16]. An external 

interval timer may be used to avoid any 

processor intervention in generating the INIT 

signal. The frame window in this case should be 

set for a length slightly more than the execution 

time of the main loop. This mode of 

configuration isparticularly suitable for 

embedded systems that schedule their tasks in 

frames. 

 2.2 Watchdog Timer Initialization 

 On power-up or reset the watchdog wakes up in 

a failed state, i.e., the WDFAIL output will be 

asserted high. It is the responsibility of the 

software to initialize the watchdog and keep it 

running. Fig. 3 illustrates the waveform for 

watchdog reset initialization and general 

operation. In order to bring the watchdog to a 

working state, first the watchdog reset 

(WDRST) field in the configuration register 

must be toggled from low-to-high. This, 

followed by servicing the watchdog inside the 

service window, will de-assert the WDFAIL flag 

and make it operational. Since the frame 

window is kept larger than the system frame 

time, another service window will start before 

the current frame window expires. When  

 

Fig. 3. Watchdog timer initialization and service 

operation 

the watchdog is again properly serviced, the 

frame window will be reinitialized. As long as 

the frame window counters keep running, no 

failures will be flagged by the watchdog. 

3. FAULT DETECTION FEATURES 

Several fault detection mechanisms are built into 

the proposed watchdog timer in order to improve 

its effectiveness in capturing erratic software 

modes. When the software fails to service the 

watchdog inside the service window, the 

window expires and sets a fail flag internally. In 

this case, the frame window does not reinitialize 

http://jespublication.com/


Vol11,Issue2,FEB/2020 

ISSN NO: 0377-9254                                  

  

 

 

www.jespublication.com Page No:144 

  

 

 
 

and expires upon reaching its terminal value. On 

the expiry of the frame window the watchdog 

asserts its WDFAIL signal, indicating a failure. 

This failure mode is depicted in Fig. 4. 

 

Fig. 4.Watchdog fail due to frame window 

expiry 

A watchdog fail will occur when the software 

services the watchdog outside the service 

window, as shown in Fig. 5. It can be seen that 

the invalid service operation instantly terminates 

the frame window and asserts the WDFAIL 

signal. A favourable consequence of this feature 

is that two successive service operations will 

also lead to a watchdog fail. Here, the first 

service operation will immediately close the 

service window and the next one will invariably 

occur outside the window. This becomes 

equivalent to servicing the watchdog outside the 

service window and leads to a watchdog failure. 

 

Fig. 5.Watchdog fail due to service outside the 

service window 

Fig. 6 illustrates a scenario where the WDSRVC 

falling edge is occurring inside the service 

window. This is also considered as an illegal 

service operation and the watchdog fail signal is 

asserted. This implies that, after servicing the 

watchdog, the software is required to de-assert 

the WDSRVC signal before the start of the next 

service window. All of these fault detection 

mechanisms ensure that a software running 

haywire will not go undetected by the proposed 

watchdog timer. 

 

Fig. 6.Watchdog fail due to WDSRVC falling 

edge inside service window 

The WDFAIL output from the watchdog timer 

can be used to activate a fail-safe state, or warn 

the processor of the fault by issuing a non-

maskable interrupt (NMI) signal. After a 

predefined amount of time from asserting the 

WDFAIL output,the watchdog will assert its 

RSTOUT output. This signal can be tied to the 

reset pin of the processor, causing it to reset the 

embedded system automatically. The 

intervening time will give the software an 

opportunity to save information that can be 

valuable for debugging. In the event of a failure, 

the corresponding failure mode will be logged in 

the FLSTAT field in the watchdog configuration 

register. The software can attempt to save this 

information also to a non-volatile memory for 

debugging purposes. 

4.FUNCTIONAL ANALYSIS AND 

WORKING 

The high-level diagram of the watchdog 

hardware is shown in Fig. 7. The design is 

clocked by its SYSCLK input, which is 

independent of the processor clock. The possible 

sets of window lengths are arrived based on the 

application and hard-coded in the design. These 

values can be selected by writing to the 

appropriate bits in the configuration register - 

SWLEN for the service window and FWLEN 

for the frame window - after power-on. 

Once the values are selected, the window length 

configuration fields get locked automatically; 
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i.e., writes to these bits are disabled. For the 

cases where the window lengths have to be 

modified again, a 16-bit unlock register is 

provided in the design. In order to change the 

window lengths, the software will have to 

perform two successive writes to this register 

with data 0xAAAA and 0x5555. Subsequent to 

writing the first pattern the second one must be 

written within 10 μs, after which the software 

gets a 10 μs period to modify the length 

configuration fields. If these timings are not 

strictly met, writes to these bits will remain 

disabled.  

The service window is started when a high-to-

low transition is detected on the INIT signal. 

The service window uses a derived clock 

(SWCLK) that is much slower than the 

SYSCLK. The service window has an offset 

up/down counter that are clocked by the 

SYSCLK, and a main counter that runs at 

SWCLK. The offset up counter finds the offset 

(Tof f set) between the INIT input and the next 

rising edge of the SWCLK. This is necessary as 

the INIT signal may be asynchronously driven 

and can come at any time within the SWCLK 

period, Tswclk. The offset value is saved and the 

main counter is started, which then runs for 

(SWLEN - 1) times. 

 

Fig. 7. Functional block diagram of the proposed 

watchdog timer 

Once the main counter expires, the offset down 

counter runs for a duration Tswclk−Tof f set. This 

counting procedure allows for a precise control 

over the window length. The running status of 

the service window is also updated in the 

watchdog configuration register periodically 

When the watchdog is correctly serviced, the 

counters in the service window stop immediately 

and the frame window starts. The frame window 

also uses a derived slower clock (FWCLK) for 

its operations. It has an offset up/down counter 

and a main counter with functionalities similar 

to that of the service window. The offset up 

counter here finds the offset between the 

termination of the service window and the next 

rising edge ofthe FWCLK. The main counter 

counts for (FWLEN - 1) times which is then 

followed by the offset down counter. The frame 

window counters reset when a watchdog service 

operation occurs within the next service window 

duration, before the frame window expires. 

5. CONCLUSION 

The watchdog timer runs completely 

independent of the processor and permits 

adjusting the timer parameters according to the 

application. Several fault detection techniques 

are built into the watchdog for the early 

detection of erratic software modes. It has the 

capability to identify the failure type and log it, 

which can become valuable while debugging. 

Upon detecting a failure, the watchdog timer 

also allows the software sufficient time for 

saving the debug information, before initiating a 

reset 
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