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Abstract: Phrase search allows retrieval of documents 

containing an exact phrase, which plays an important role 

in many machine learning applications for cloud-based 

IOT, such as intelligent medical data analytics and other 

services. With the emergence of cloud computing most of 

the data owners are outsourcing their corpus data from 

local sites to the commercial public cloud for great 

flexibility and economic savings. But tactful data has to 

be encrypted before outsourcing for preserving data 

privacy and also encrypted data gives an effective data 

utilization services. Traditional searchable encryption 

uses Boolean search to search the data which is not 

satisfied for multi-user data. In this paper, we propose P3, 

with ranked keyword over the encrypted cloud data which 

improves system usability and file retrieval accuracy. 

Further to protect score information one-to-many order 

preserving mapping techniques has been developed. We 

propose a system where we will be adding physical layer 

security component which will help the system to be more 

secure and less vulnerable to attacks. 
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INTRODUCTION 

Encryption is a method that secures information 

by making it illegible or indistinguishable from random 

noise to anyone that does not have some privileged 

information, a key. The practice of using cryptography to 

encrypt sensitive information has been around for 

millennia.  But people can like full benefit of cloud 

computing, if we are able to report very real secrecy and 

security concerns that come with loading sensitive 

personal information. By storing user data in the cloud, 

the data owners can be relieved from the burden of data 

storage and maintenance. It also brings new and 

challenging security threats. The sensitive data should be 

encrypted before outsourcing to protect data privacy 

against solicited access by untrustworthy service 

providers and malicious intruders. The fundamental 

problem is that moving the computation to the data 

storage seems very difficult when the data is encrypted, 

and many computation problems over encrypted data 

previously had no practical solutions. This paper presents 

a novel approach to allow for phrase searching and query 

proximity ranking for search queries on encrypted data in 

the cloud. Neither the source documents, nor the search 

index database needs to be hosted on local or trusted 

servers. Both of them will be encrypted and hosted in 

remote public cloud servers. When the amount of 

outsourced data files increase, data encryption makes 

effective data utilization a very challenging task. To share 

the outsourced data with other users, the owner might 

want to only retrieve specific data files.  

 The search facility and privacy protective over 

encrypted cloud data are essential. If we study huge 

amount of data documents and data users in the cloud, it 

is hard for the necessities of performance, usability, plus 

scalability. Concerning to encounter the real data 

recovery, the huge amount of data documents in the cloud 

server achieve to outcome relevant rank instead of 

returning undistinguishable outcomes.  

Due to inherence safety and privacy, it remains 

the interesting job on behalf of how to relate the 

encrypted cloud search. The difficult of multi-keyword 

ranked search over encrypted cloud data is resolved by 

using stringent privacy necessities then numerous multi-

keyword semantics. The goal of information retrieval over 

an encrypted data is to provide efficient and accurate 

search over encrypted documents without decrypting 

them first. The content based retrieval over encrypted data 

will play an important role to manage the data effectively 

and securely. All encryption and decryption of the 

encrypted data stored on cloud is done by the trusted 

proxy; that is, clients have no knowledge of the security 

keys. Thus, if an employee’s computer is compromised or 
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the employee is an inside attacker, once permissions of 

this employee have been revoked, the encrypted data is 

still safe on the cloud. To meet the effective data retrieval, 

the cloud server has to perform result relevant search that 

allows query and relevant ranking, instead of returning 

undifferentiated results. 

 

Literature survey 

 

In the past, most keyword searching encryption schemes 

focused on a searchable index of words which remain 

hidden to the server until a one-way trapdoor function is 

given. We first define the problem of searching on 

encrypted data.there is a single encrypted hash table index 

method for the entire file collection to achieve more 

efficient search. The index table entry consists of the 

trapdoor of a keyword and an encrypted set of file 

identifiers which identifies data files contain the keyword. 

The existing schemes support only single keyword search. 

Public key based encryption scheme was proposed by 

Boneh et.al. Assume Alice has a set of documents and 

stores them on an untrusted server Bob. For example, 

Alice could be a 

mobile user who stores her email messages on an 

untrusted mail server. Because Bob is untrusted, Alice 

wishes to encrypt her documents and only store the 

ciphertext on Bob.Each document can be divided up into 

‘words’. Each ‘word’ may be any token; it may be a 64-

bit block, an English 

word, a sentence, or some other atomic quantity, 

according to the application domain of interest. For 

simplicity, we typically assume these ‘words’ have the 

same length Because Alice may have only a low-

bandwidth network connection to the server Bob, she 

wishes to only retrieve the documents which contain the 

word. In order to achieve this goal, we need to design a 

scheme so that after performing certain computations over 

the                cipher text. Encrypted database research, 

specially that in the area of the publisher/subscriber 

model, has produced interesting results that is corollary to 

our research.Another area of research that is similar to 

ours is public-key searchable encryption. Boneh et al. 

published a method to allow a public-key encrypted 

document’s owner to provide a gateway server a 

specialized trapdoor to test whether a word 

is contained in the owner’s encrypted documents. Many 

of extensions have been given to allow multiple keywords 

and conjunctive searching with keyword subsets. While 

these are similar to our end goal they are very limited in 

scope as the documents must be encrypted with a single 

user’s private key and keywords to search for must be 

known in  advanced.Also, while conjunctive and 

disjunctive searching is possible,proximity ranking is not. 

            To develop the search result accuracy as well as 

to enrich the user searching experience, it is also essential 

for such ranking system to support multiple keywords 

search, as single keyword search regularly yields extreme 

coarse results. The searchable encryption method supports 

to give encrypted data as documents and agrees a user to 

firmly search over single keyword and retrieve documents 

of concern.Our model is unique and novel as it 

implements phrase and proximity based ranking of search 

results. It abandons using a Bloom filter to store 

document information in favor a relational database. Our 

method trades the small storage size and the secure nature 

of Bloom filters for a more flexible, but larger,data 

structure. We then take extreme caution and diligence to 

prevent information leakage related to active and passive 

attacks on the database, search query, and search results. 

proposed a framework for rank-ordered search over 

encrypted text documents using term frequency table with 

an index, so that documents can be returned in the order 

of their relevance to the query term. When the document 

collection is constantly changing, the secure index 

information should also be updated. The technique 

proposed in this paper enable efficient search directly in 

the encrypted domain, without multiple rounds of 

communications between the user and the server. By 

analyzing the requirements of secure search scenarios, a 

secure indexing scheme that makes use of inverted 

indexes of keywords is proposed. This scheme achieves 

efficient data retrieval and is scalable for large files. We 

jointly exploit cryptography and search techniques to 

ensure that the encrypted search indexes can preserve the 

search capability. Our experiments on an encrypted data 

documents show that data confidentiality can be 

preserved while retaining good retrieval performance. We 

propose an effective system where any authorized user 

can do a search on an encrypted data with multiple 

keywords, without revealing the keywords he searches 

for, nor the data of the documents that match by the 

query. Our proposal system facilitates that a group of 

users can query the database provided that they possess so 

called trapdoors for the search terms that authorize the 

users to include them in their queries. Some prior 

researches on encrypted searching do not have a trusted 

client-side server in their architectures. We believe it is 

practical and reasonable to assume that the data owners 

can set up their own trusted servers locally, which is not 

difficult for a data owner and does not introduce much 

overhead cost. In addition, the trusted local server can 

greatly simplify the networking architecture and protocol 

design and Improve data security against insider attacks. 

Most importantly, we believe the simplicity of the 

proposed architecture will make it easier to be understood 
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and accepted by company management teams to 

implement data outsourcing to the cloud. 

 

Proposed encrypted system 

Our proposed system is able to perform multiple 

keyword search in a single query and ranks the results so 

the user can retrieve only the most relevant matches in an 

ordered manner. And we establish a set of strict privacy 

requirements. Among numerous multi keyword 

semantics, we select the effective principle of “coordinate 

matching”. “Proximity ranked searching” implicitly ranks 

documents by a function, f, that is directly proportional to 

the distance the keywords in the search phrase appear 

from each other. In addition, we implement search 

querying techniques presented in previous research such 

as Boolean searching and multi-keyword ranking. In order 

to achieve this goal, we need to design a scheme so that 

after performing certain computations over the ciphertext, 

Bob can determine with some probability whether each 

document contains the word _ without learning anything 

else. There seem to be two types of approaches. One 

possibility is to build up an index that, for each word _ of 

interest, lists the documents that contain. An alternative is 

to perform a sequential scan without an index. To allow 

for proximity ranking, the location information of 

keywords must be preserved in the encrypted index 

created from the data corpus. This is a challenge that 

previous research relying on Bloom filters cannot easily 

overcome. Instead of  

using a highly compressible index, such as a Bloom filter, 

we make use of a relational database to store the three 

valuable components to each document: document 

reference, keywords, and keyword locations. 

 

Overview 

The system architecture is concerned by creating 

a simple structural framework for a system. It defines the 

overall frame of the project which briefly describes the 

functioning of the structure and the purpose of the project 

phase is to plan a solution of the problem identified by the 

necessity file. The below Figure 1 shows the outline of 

the structure. We consider three parts in our system 

architecture: Data Owner, Data user and Cloud Server 

 
 

1. Data Owner is responsible for the creation of the 

database.  

2. Data Users are the followers in a group who are able to 

use the files of the database.  

3. Cloud Server deals information facilities to certified 

users. 

 It is necessary that server be insensible to content of the 

database it keeps. Our scheme requires several 

fundamental primitives from classical symmetric-key 

cryptography. Because we will prove our scheme secure, 

we use only primitives with a well-defined notion of 

security. We will list here the required primitives, as well 

as reviewing the standard definitions of security for them. 

The definitions may be skipped on first reading for those 

uninterested in our theoretical proofs of security. 

 Also Our architecture makes use of an encrypted index 

which is generated prior to searching. A trusted client-

side server generates the encrypted index and transfers 

this index to an untrusted cloud server.The privacy-

preserving phrase search system over encrypted data 

involves three entities, namely a IoT data owner, a cloud 

server, and one or multiple users, as illustrated in Fig : 

 
 

The data owner generates a secure searchable index for 

the document set and outsources the secure index along 

with the encrypted document set to the cloud server. 

Data owner has amount of data records that he wishes to 

outsource on cloud server in encrypted form. Before 

outsourcing, data owner will first construct a secure 

searchable index from a set of diverse keywords removed 

from the file collection and store both the index and the 

encrypted file on the cloud server. We undertake the 

approval between the data owner and users is done. When 

an authorized user, say Alice, performs a phrase search 
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over the encrypted documents, she first acquires the 

corresponding trapdoor from the data owner through the 

search control mechanism .We assume that both the user 

and the data owner have limited computation and storage 

capacities on a practical basis. Existing key management 

mechanisms [9, 10, 22] can be employed to manage the 

encryption capabilities of authorized users.  

 

Definition  

 

(Privacy-Preserving Phrase Search Scheme). A privacy-

preserving phrase search scheme consists of the following 

polynomial time algorithms:  

• KeyGen(τ, d): Let τ and d be security parameters as 

inputs of KeyGen(·), and a master key M k be an output.  

• IndexGen(M k, Γ): It executes on the data owner side 

and takes the master key M k and the document collection 

Γ as inputs and the secure index bI as an output. 

 • TrapdoorGen(M k, Q): Given the master key M k and a 

query Q from a user, it outputs the secure trapdoor TQ. 

This process is also performed on the data owner side. 

 • Query(bI, TQ): Given the secure index bI and the 

trapdoor TQ, it performs search operations on the cloud 

server side and returns query results. 

Modules 

Our proposed system consists of the following modules:  

1. Data User Module  

2. Data Owner Module   

3. File Upload Module with Encryption  

4. File Download Module with Decryption  

5. Rank Search Module  

 

1. Data User Module  

Data users are users on this system, who will be able to 

download files from the cloud that are uploaded by the 

data owners. Since the files stored on the cloud server 

could be in huge numbers, there is a search facility 

provided to the user. The user should be able to do a 

multi-keyword search on the cloud server. Once, the 

result appears for the specific search, these users should 

be able to send a request to the respective data owners of 

the file through the system (also called trap-door request) 

for downloading these files. The data users will also be 

provided a request approval screen, where it will notify if 

the data owner has accepted or rejected the request. If the 

request has been approved, the users should be able to 

download the decrypted file. 

 

2. Data Owner Module  

In this module, the data owners should be able to upload 

the files. The files are encrypted before the files are 

uploaded to the cloud. The data owners are provided an 

option to enter the keywords for the file that are uploaded 

to the server. These keywords are used for the indexing 

purpose which helps the search return values very 

quickly. These files when once available on the cloud, the 

data users should be able search using the keywords. The 

data owners will also be provided with a request approval 

screen so they are able to approve or reject the request 

that are received by the data users.  

 

3.File Upload & Encryption Module  

In this module, the data owners should be able to upload 

the files. The files are encrypted before the files are 

uploaded to the cloud. The data owners are provided an 

option to enter the keywords for the file that are uploaded 

to the server. These keywords are used for the indexing 

purpose which helps the search return values very 

quickly. These files when once available on the cloud, the 

data users should be able to search using keywords. 

Thedata owners will also be provided with a request 

approval screen so that they are able to approve or reject 

the request that are received by the data users. The file 

before upload will have to be encrypted with a key so that 

the data users cannot just download it without this key. 

This key will be requested by the data users through the 

trap-door. The encryption of these files uses RSA 

algorithm so that unauthorized users will not be able to 

download these files.  

 

4. File Download & Decryption Module Data users are 

users on this system, who will be able to download files 

from the cloud that are uploaded by the data owners. 

Since the files stored on the cloud server could be in huge 

numbers, there is a search facility provided to the user. 

The user should be able to do a multi-keyword search on 

the cloud server. Once, the result appears for the specific 

search, the users should be able to send a request to the 

respective data owners of the file through the system (also 

called trap-door request) for downloading these files. The 

data users will also be provided a request approval screen, 

where it will notify if the data owner has accepted or 

rejected the request. If the request has been approved, the 

users should be able to download the decrypted file. The 

file before download will have to be decrypted with a key. 

This key will be requested by the data users through the 

trap-door request. Once the key is provided during the 

download, the data users will be able to download the file 

and use them.  

 

5. Rank-Search Module This module allows the data 

users to search the files with multi-keyword rank 

searching. This model uses the frequently used rank 

searching algorithm for present the output for multi-

keywords. “Coordinate Matching” principle will be 
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adopted for the multi-keyword searching. This module 

also takes care of creating an index for faster search. 

 

Discussion 

 

1.Other Practical Considerations 

We can see that updates in this scheme are easy. For 

example,if Alice wants to add a new document into Bob’s 

data storage, she can simply encrypt it in the appropriate 

way and instruct Bob to append it to the already-stored 

ciphertext.Moreover, since the keys can be generated 

hierarchically from a master key, the key storage and 

management is also very convenient: Alice only needs to 

remember one 

password, the master key. 

The underlying technique of embedding information in 

Pseudo random bit streams may also be of independent 

interest: we speculate that this simple trick might prove 

useful for other applications, too. 

 

IMPLEMENTATION 

 

Single keyword searchable encryption schemes [3]–[11], 

[18] usually build an encrypted searchable index such that 

its content is hidden to the server unless it is given 

appropriate trapdoors generated via secret key(s) [2]. It is 

first studied by Song et al. [3] in the symmetric key 

setting, and improvements and advanced security 

definitions are given in Goh [4], Chang et al. [5] and 

Curtmola et al. [6].Our early work [18] solves secure 

ranked keyword search which utilizes keyword frequency 

to rank results instead of returning undifferentiated 

results. However, it only supports single keyword search. 

To enrich search functionalities, conjunctive keyword 

search [12]–[15] over encrypted data have been proposed. 

These schemes incur large overhead caused by their 

fundamental primitives, such as computation cost by 

bilinear map, e.g. [13], or communication cost by secret 

sharing, e.g. [12]. As a more general search approach, 

predicate encryption schemes are recently proposed to 

support both conjunctive and disjunctive search. Boolean 

keyword searchable encryption schemes support multiple 

keywords ranked search over encrypted cloud data while 

preserving privacy as we propose to explore in this paper. 

 

CONCLUSION 

In this work, firstly we describe and resolve the difficult 

of multi-keyword ranked search over encrypted cloud 

data, and create a variety of privacy requirements. 

Between numerous multi-keyword semantics, we select 

the effective similarity measure of “coordinate matching”, 

i.e., as various matches as likely, to effectively capture the 

relevance of outsourced documents to the query 

communication .In our future work, we will search 

supporting other multi keyword semantics over encrypted 

data and checking the integrity of the rank order in the 

search result keywords. Detailed analysis studying 

privacy and efficiency guarantees of proposed schemes is 

given, and experiments on the real-world data set show 

our future systems introduce low overhead on both 

computation and communication. 
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