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Abstract: Mobile computing is a fast emerging 

field in distributed computing. Application of data 

recovery in the mobile computing environment 

presents many challenges due to the mobile nature 

of the hosts, and limited bandwidth available on 

wireless links. The mobility of the hosts makes it 

difficult to store application logs and access them 

for recovery. In this paper we present survey of 

different recovery schemes in the mobile wireless 

environment.  

 

Keywords: Message logging, asynchronous 

recovery, check pointing, rollback, mobile agents. 

I. INTRODUCTION 

Mobile computing environment provides 

unrestricted user mobility. Mobile users needs to 

access and exchange information while they travel. 

The mobile nature of the hosts brings new 

challenges and requirements to the area of 

recovery.  Failures which are rare in fixed wired 

networks can be common in mobile wireless 

environment. Mobile hosts become unavailable due 

to physical damage or due to frequent 

disconnections or power failures. Mobile hosts can 

also be lost or stolen. MU’s mobility and distance 

from where the transaction originates is also an 

issue, if mobile failure occurs. Application 

execution is distributed which may use mobile 

hosts as well as fixed hosts which may be far apart. 

The recovery protocol has to identify the stable 

storage medium where process image and logs are 

to be stored. If a mobile host fails, the distance of 

MU and BS should not large so that application 

recovery time 

should be less and cost of recovery should be 

minimum. 

II. SYSTEM MODEL 

A. Mobile environment 

A model for a distributed system with mobile hosts 

referenced in the recovery scheme is given. As 

shown in Figure 1[8], mobile networks have two 

components, a fixed backbone and a wireless 

network. There are two distinct sets of entities, 

namely, mobile hosts and fixed hosts. A host that 

can move while retaining its network connection is 

a mobile host. The static network comprises of the 

fixed hosts and the communication links between 

them. Some of the fixed hosts, called base stations 

(BS) are augmented with a wireless interface, and, 

they provide a gateway for communication 

between the wireless network and the static 

network. A mobile host can reside in the cell of 

only one base station at any given time. Due to the 

limited range of the wireless transceivers, a MU 

can communicate with a BS only within a limited 

geographical region around it. This region is 

referred to as a cell. The geographical area covered 

by a cell is a function of the medium used for 

wireless communication. Due to mobility, the MU 

may cross the boundary between two cells while 

being active. Thus, the task of forwarding data 

between the static network and the mobile host 

must be transferred to the new cell's BS. This 

process, known as handoff, is transparent to the 

mobile user. 

 

III. RECOVERY PROBLEM SPECIFICATIONS 

A. MDS (mobile database System):It is used 

for mobile environment is distributed 

client/server database system where the 

entire processing environment is mobile. 

MDS recovery process is significantly 
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more complex than conventional systems 

mainly because of the following facts of 

Mobile Environment 

B. MUs mobility: As user moves from one 

place to another, the recovery protocol has 

to keep track of MU location. . 

 

C. Disconnection: A MU may be 

disconnected. While disconnected, the 

mobile host is not able to send or receive 

any message. The recovery protocol 

should provide a local recovery 

mechanism for fast recovery  

 

D. Space limitation: MU does not have 

enough disk space to store all checkpoints 

and logs.  

 

E. Low battery power: The MU has batteries. 

Network transmissions and disk accesses 

are the two major power consuming 

operations. To minimize power 

consumption, the checkpoint protocol 

should reduce the amount of information 

that it adds to the application messages, 

and it should avoid sending extra 

messages. The protocol should also make 

a small number of accesses to disk.  

 

F. Different types of failures: MU failure can 

be separated into two different categories. 

The hard failure includes all failures that 

cannot be repaired; for example, the MU 

falls and breaks, or is lost or stolen. The 

soft failure is one that example, the battery 

is discharged and the memory contents are 

lost, or the operating system crashes. 

 

G. Random Handoff: MU’s may be subjected 

to handoff randomly. A handoff may 

affect recovery mainly because the 

location of the desired MU may not be 

immediately available for communication.  

 

H. Low Bandwidth: The MU has to send 

messages on unreliable wireless link 

which is usually slow.  

 

IV. MECHANISMS FOR RECOVERY 

Recovery is a mechanism to restore an intermediate 

consistent state of the system which may be useful 

to avoid losing all the work performed. Recovery is 

made possible by checkpointing and maintaining 

log. Thus, an efficient recovery scheme requires 

that the log management should be very efficient 

and must consume minimum system resources and 

recreate the execution environment as soon as 

possible after MU reboots. Failures assumed here 

are transient and fail-stop. That is, a process does 

not likely fail again at the same execution point 

after it recovers from a failure; and in case of 

failure, the process stops its execution and does not 

perform any malicious action. When a failure 

occurs, the contents stored in the volatile memory 

of the MH or MSS would be lost, however, the 

stable storage survives the failure. Reliable 

message delivery is assumed; that is, there is no 

message loss or modification during the normal 

operation. A recovery strategy essentially has two 

components: a state-saving and a handoff strategy. 

V. BASE STATION DRIVEN RECOVERY STRATEGIES 

A. State Saving: 

In conventional distributed systems, log 

management is straightforward since no mobility is 

involved and a single stable storage area is 

available for storing log. In MDS, a MU cannot be 

relied upon and, therefore, it is necessary to store 

the log information at some stable place that can 

survive MU failure. Schemes that provide recovery 

failure uses the BS where the MH currently resides 

for storing the log. The process image is backed up 

periodically at a stable storage BS. Upon a failure, 

the process rolls back to the most recent back-up 

process image and continues execution. 

Checkpointing: In a distributed system each station 

takes a local checkpoint, by storing state 

information   of a station into a stable storage. A 

global checkpoint is a set of local checkpoints 

taken by all the stations. Excessive checkpointing 

would result in performance degradation, while 

deficient checkpointing would still incur an 

expensive recovery overhead. Therefore, selecting 

the frequency of checkpointing is important. If the 

application checkpoints too frequently, then its 

performance will be penalized by absorbing too 

much checkpointing overhead. On the other hand, 

if it checkpoints too infrequently, then it may be 

penalized by too much recomputation overhead 

following a failure. 

i. Synchronous 

The state of the process can get altered either upon 

receipt of a message from another mobile host or 

upon an user input. The messages or inputs that 

modify the state are called write’ events. In the 
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synchronous approach, the complete process image 

is not stored. Only the modification of process 

image of the mobile host is stored at the base 

station upon every write event on the mobile host 

data. 

ii. Asynchronous.  

In this strategy, the process image is backed up 

after regular intervals. The intervals is determined 

either by certain number of (a) write events, or (b) 

time units. If a write message is received from 

another host, the base station first logs it, and then 

forwards it to the mobile host for execution. 

Likewise, upon user input (write event), the mobile 

host first forwards a copy of the user input to the 

base station, for logging. After logging, the base 

station sends an acknowledgment back to the 

mobile host. The mobile host can process the input, 

while waiting for the acknowledgment, but cannot 

send a response. Only upon receipt of the 

acknowledgment does the mobile host send its 

response.  

 

B. Handoff: 

 When user moves from one cell to another cell, 

handoff occurs. Because of handoff recovery 

scheme is affected. The recovery procedure has to 

identify the base station where the checkpoint is 

saved. This needs additional steps to identify the 

base station. Therefore, there is a need to transfer 

some information during the handoff process about 

the state of the mobile host .Various different 

methods are suggested for handoff. Message 

logging: Each BS also maintains the message log 

for the MH residing in the cell .Since each message 

delivered to MH in the cell is send through BS, 

logging of messages into the memory spaced 

causes little overhead. In addition to the application 

messages, BS also logs the messages related to the 

mobility of MH such joining and leaving of the 

cell. When a handoff occurs, the “Trace” 

information is transferred from the old BS to the 

new BS. This trace information is an ordered list of 

elements giving information about the BSs 

involved in storing MU’s log. Each array element 

consists of two values; 1) The identify of this BS 

and 2) The size of the log stored at BS. When a 

handoff occurs, then base identity of the new BS 

and a log size value of zero are added to the  end of 

the trace. The Log size value is updated whenever 

MU presents BS with some log information. Some 

optional parameters can also be present in the trace 

information. Since the trace does not contain the 

actual log contents and is mostly an array of BSs’ 

identities and log sizes, it does not present a 

significant overhead during the handoff. There are 

several factors which affect the recovery [13]:- 

Failure rate of the host: System failures are caused 

by defects introduced in manufacturing or by 

transient or permanent faults occurring during 

operation. Communication / Mobility Ratio: 

Communication refers to the number of messages 

sent/received by the mobile host and mobility 

refers to the number of moves the MU makes in a 

given period of time. Message Size: Transmitting 

and receiving data consumes additional power. In 

general transmitting a given amount of data 

consumes twice as much power as receiving the 

same amount of data. Memory constraints: A BS 

generally has many MUs in its cell. Storing the 

process image and the log of each MU at the BS 

might use up a lot of memory space on the BS. It is 

necessary to evaluate average memory 

requirements based on statistical data and the 

recovery schemes used. Recovery time: This is 

essentially the time required to recover a process 

upon failure. If the process has  hard real-time 

deadlines, or requires high availability, the 

recovery upon a failure should be quick.   

 

VI. QUICK RECOVERY STRATEGIES 

In [8], authors have proposed two strategies are for 

recovery 

A. Pessimistic Strategy 

The process image and log of write events are 

transferred immediately to the new cell’s BS. Upon 

receipt of the process image and the log, the new 

cell’s base station sends an acknowledgement to 

the old base station. The old base station, on 

receiving the acknowledgement, deletes its copy of 

the process image and the log, since the mobile 

host is no longer in its cell. In Pessimistic scheme 

the recovery is fast but each handoff requires 

volume of data to be transferred. 

B. Lazy Strategy 

In lazy strategy, during handoff, there is no transfer 

of process image and the log. The new cell’s base 

station just remembers the mobile host’s last cell. 

Thus, as a mobile host moves from cell to cell, the 

corresponding base stations effectively form a 

linked list. One such linked list is maintained for 

each mobile host. The linked list can be used 

during failure to recover the log distributed over 

several BS. The Lazy strategy saves a lot of time 

during handoff as compared to the Pessimistic 
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strategy. But the recovery is more complicated. 

Upon a failure, if the base station does not have a 

back-up of the process image, it has to get the logs 

and the process image from pointer in the linked 

list. The base station then loads the process image 

and replays the messages from the logs to reach the 

state of the mobile host just before failure. The 

disadvantage of this scheme is that it has large 

recovery time. Also if any one BS containing the 

log fails, the whole state information could be lost. 

To overcome the disadvantages discussed above, 

in[5] two approaches are given for state saving.  

1) No Logging (denoted as N):In this approach, the 

process state of the mobile host is saved at the local 

base station which is BS in the cell where MH is 

currently registered upon every write event on the 

mobile host. It is assumed here that the host does 

not move during state saving  

2) Logging (denoted as L): In this approach a MH 

stores checkpoints periodically. The logging of the 

write events continues until a new checkpoint is 

backed up at the base station. The base station then 

purges the log of the old write events, along with 

the previous checkpoint. For handoff strategy, three 

strategies are proposed. Along with lazy and 

pessimistic approach trickle strategy is added. In 

Trickle strategy logs are stored at predecessor base 

station. So the logs and checkpoints are always at 

an nearby BS. During a handoff BS send a control 

message to the previous cell’s BS to transfer any 

checkpoints or logs for MH They have given six 

schemes. No Logging-Pessimistic (NP) Scheme: A 

checkpoint operation takes place upon every write 

event Along with no logging pessimistic scheme is 

used .Thus upon every write event the process 

update is transferred over the wireless network to 

base station No Logging-Lazy (NL) Scheme No 

Logging-Trickle (NT) Scheme Logging-Pessimistic 

(LP) Scheme Logging-Lazy (LL) Scheme Logging-

Trickle (LT) Scheme In [6], two movement-based 

schemes are suggested for saving checkpoints and 

message log. It uses independent recovery and 

pessimistic logging. i) Frequency based scheme: In 

the frequency-based scheme, MH keeps track of 

the number of handoff. Each MH maintains a 

handoff frequency counter set to threshold value. 

For each hand-off of MH, the value of counter is 

decremented by one. The checkpoint and logs are 

stored when counter becomes zero. ii) Distance 

based scheme: In this distance value is used. 

Distance counter maintains the distance between 

MH and BS carrying the latest checkpoint. After 

each handoff MH , a new BS, measures distance 

value and if it is greater than threshold value, the 

latest checkpoint and message logs are transferred 

to new BS. n both schemes, after log unification the 

distance or handoff counter is reset. In MDS the 

location change of MU has to be updated by DBSs, 

which would be a big disadvantage. To overcome 

the disadvantage of updating the location of MU, 

author [1] suggested to make use of mobile IP 

environment. In this scheme log recovery based on 

the mobile IP architecture is described. When MH 

is away from home ,it uses services of foreign 

agent for communication with the home agent The 

home agent intercepts the packets delivered for the 

MH and forwards them to the foreign agent .The 

MH informs home agent about the current foreign 

agent. BSs store the actual log and checkpoint 

information and H-BS or the home agent maintains 

the recovery information as MU traverses. This 

protocol creates checkpoints whenever the local 

timer expires and it logs only the unacknowledged 

messages at the checkpoint time. This mobile IP 

scheme has the advantage over the previous 

logging schemes where protocol had to store log of 

all the messages which can consumes lot of space. 

In mobile IP scheme log management is easy and 

the DB servers need not be concerned with the MU 

location update, but it suffers when the MU is far 

away from home. Consequently, recovery is likely 

to be slow if the home agent is far from the MU. 

The other problem with using mobile IP is that all 

messages from the DB server to the MU have to be 

routed through the home agent. This slows down 

application execution. To overcome the problem of 

maintaining the location of the MH, recovery 

schemes based on mobile agent was proposed[9]. 

In mobile agent recovery strategy DBSs (Database 

Server) was added as separate nodes on the wired 

network, which could be reached by any BS at 

anytime. The fixed backbone network is same as 

previous. One or more BSs are connected with a 

BS Controller or Cell Site Controller (BSC), which 

coordinates the operation of BSs using its own 

stored software program when commanded by the 

MSC (Mobile Switching Center). Following is 

reference architecture used [9] A transaction that 

originates at MU is divided into the execution 

fragments. MU extracts its execution fragment and 

sends remaining fragments to BS which in turn 

divides the fragments and sends to the relevant 

DBSs for execution. Each DBS executes its 

http://jespublication.com/


Vol11,Issue2,FEB/2020 

ISSN NO: 0377-9254                                  

  

 

 

Page No:452 www.jespublication.com 

  

 

 

fragments and update its database. So log is 

distributed in various DBS. 

 
 

A mobile agent is an autonomous program that can 

move from machine to machine in heterogeneous 

network under its own control. It can suspend its 

execution at any point, transport itself to a new 

machine, and resume execution from the point it 

stopped execution. An agent carries both the code 

and the application state. The architecture of these 

schemes is defined in terms of various agents like 

driver agent, home agent, base agent, bootstrap 

agent. All these agent performs different tasks 

based on different  rite events like arrival and 

fragmentation of transaction. The mobile agent 

carries code of recovery schemes. Based on 

schemes like lazy and frequency-based, the agent 

may or may not take the stored logs along with it to 

the new BS when handoff occurs. When MU 

moves out of a BS, its log information is not 

deleted automatically, but it is stored unless 

notified otherwise by the agent of the MU. This 

facilitates the  unification of logs when logs are 

distributed over a set of BSs. The schemes 

discussed so far do not consider the case where a 

MU recovers in a BS different than the one in 

which it crashed. In such a scenario, the new BS 

does not have the previous BS information in its 

VLR and it has to access the HLR to get this 

information, which is necessary to get the recovery 

log. HLR access may increase the recovery time 

significantly if it is stored far from the MU. 

Authors have proposed two schemes for fast 

recovery and also given protocol when MU 

recovers in different BS and VLR than the one it 

which it crashed. 

i. Forward Log Unification Scheme:  

The mobile agent can estimate the time for log 

unification based on the network link speed and the 

total log size called Estimated Log Unification 

Time (ELUT). The mobile agent also estimates 

expected failure time (EFT) which is time interval 

when MU fails and recovers. EFT is stored in 

Trace information. The protocol performs Log 

unification if estimated log unification time is less 

than expected failure time or MU sends recover 

message.. If the MU reboots in a   different BS 

while the log is being unified in the previous BS, it 

has to wait for the unification to complete. If log 

unification is not performed, and MU recovers in 

the same BS, log unification starts, otherwise new 

BS requests log and performs the log unification 

after getting the trace information from the 

previous BS. 

ii. Forward Notification Scheme: 

In this scheme, when a MU fails, VLR (visitor 

location register) notifies to adjacent VLRs about 

failure and VLRS store the status of MU as 

forwarded. If MU recovers in different BS but 

same VLR, VLR denotifies it to adjacent VLRs, 

log is transferred from old BS to new BS. If failed 

MU recovers in the adjacent VLR, log is 

transferred from previous VLR to new VLR. In 

[13] this recovery scheme, network is composed of 

regions. A region in this approach is a set of all BS 

controlled by a Mobile Switching Center. 

Designated Base Station is the station where a MU 

registers itself for first time within a region. 

Authors have proposed two schemes. Inter-Region 

Strategy: If the mobile host moves out of the 

region, then DBS transfers the recovery 

information to another region’s DBS. Intra-region 

strategy: MH transfer entire log collected to BS 

either the cache is exhausted or hand of occurs. If 

MU recovers in same BS where it crashed, then it 

gets log from BS otherwise it requests DBS for log. 

If MU recovers in different BS then it contacts 

DBS for previous BS and log. The advantage of 

this scheme is that the recovery information is not 

dispersed over a wide range of cells so the recovery 

cost is not too high.  

VII. ANALYSIS 

A comparative analysis has been done by 

evaluating the proposed recovery methods on 

following factors. CH: Handoff cost. It is the sum 

of message transfer cost and the resulting control 

messages (acknowledgements). . CR: It is recovery 

cost and is sum of cost of log requests, log transfers 

and cost of log unification. CF: It is a failure Cost. 

It is the total cost of recovering from a single 

failure. It includes any handoff costs that may 

occur, cost for forward notifications if any, the 
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forward log unification cost and the subsequent 

cost of sending the log to the BS where the MU 

reboots. The Lazy scheme has the lowest handoff 

cost because no log or significant trace information 

is carried during a handoff. But since the log is 

stored on number of BS it has highest recovery 

cost. Every BS has to contact the previous BS for 

log. Failure cost is moderate because log 

unification performed only on failure. But as 

handoff rate increases, CF value increases rapidly 

because the cost for log unification increases with 

the number of BSs involved in storing the log. The 

pessimistic scheme has the highest handoff cost as 

it carries the whole log during each handoff. The 

pessimistic scheme has the lowest recovery cost 

because the log is already transferred during the 

handoff. This is because the probability of MU 

crashing in one BS and comes up in another BS 

increases where the log has to be transferred from 

the previous BS. The failure cost for a single 

failure is largest for the pessimistic scheme. This is 

because of complete log transfer at each handoff. In 

combined approach, no logging state is saved upon 

every write events. So LL LP logging schemes 

performs better than NL, NP. The handoff cost for 

NP, NT is higher.NL LT performs better. LL 

performs the Best in all the schemes discussed in 

the combined approach. When wireless factor is 

high, Lt has lower recovery time than LL and All 

other schemes For low hand off rate LL is better. 

For high handoff rate (mobility) recovery cost of 

LL& NL is very high. NT or Lt can be usedWhen 

wireless is low, NT gives quicker recovery than 

LT. LL has low failure cost for all values of 

handoff. NP,LP has high failure cost. When 

wireless factor is low ,NT has low failure cost 

(slightly more than LT). The movement scheme 

has moderate handoff cost and recovery cost 

because periodic log unification is performed. The 

movement scheme has lowest failure cost among 

all the schemes because of its periodic  log 

unification, which reduces the recovery time 

without increasing the handoff costs significantly. 

The mobile agent scheme has moderate handoff 

cost The mobile agent scheme has lower recovery 

cost than  movement because the forward 

unification helps in reducing the recovery cost. The 

effect of forward notification is not much as it is 

more likely that the MU comes up in the same BS 

as it has failed. But, at higher handoff rates, the 

forward notification also helps in reducing the  

recovery time. The mobile agent scheme has a 

slightly greater failure cost than the movement cost 

because of the forward notifications and the 

subsequent de notifications. The forward 

unification contributes to the increase in the failure 

cost, but it has the advantage of reducing the 

recovery time. In region based approach handoff 

cost, recovery cost and failure cost will be 

moderate but higher than the mobile agent scheme. 

VIII. CONCLUSIONS 

In the above paper we have done an extensive 

survey of recovery in mobile wireless environment. 

A comparative analysis has been done for 

evaluating handoff cost, recovery cost and failure 

cost. The results show that the Lazy scheme has 

lowest handoff cost. The pessimistic scheme has 

lowest recovery cost and the movement based 

scheme has the lowest failure cost .But considering 

all the three factors mobile agent based scheme 

performs better and is overall the most efficient 

recovery scheme. 
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