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Abstract—In transport and Logistics business with
the fierce competition, avoiding fuel theft through
monitoring and management is a major concern in
Africa. With the steadily increase in fuel price, fuel
theft and fraud poses a serious threat to transporters’
operating profits. In this paper the development of a
secure fuel dispensing system with a digital fuelling
record book is presented for the use of fleet based
companies. The proposed system prevents the refuel
of unauthorised vehicles, notifies the owner any time
a vehicle is refuelled, with information containing the
vehicle name, date and amount of fuel dispensed into
thevehicle. The vehicle identification is done by the
use of low-frequency radio frequency identifier
(RFID) tags. A fuel lockout system is implemented to
shut down the fuel pump. The system uploads the
fuel data to a server in custom hourly intervals
chosen by the user. The design flow and experimental
results fora prototype system is presented.
1. INTRODUCTION
Fuel theft is a major problem for companies that use
fleet vehicles since a lot of people see diesel as a
form of currency. These vehicles run on company
fuel and the fuel is bought in bulk and kept in tanks
on site. With the hike in fuel prices, fuel theft has
been on the rise. An article in Fleet Owner reports
truck driver who siphoned off more than $ 30 000 of
diesel, the company lost 7800 gallons of fuel in four
months . A sugar transporter accused of diesel theft,
had to repay almost80 000 Rand [2]. Since it is so
easy to steal fuel from the tanks or vehicles for
personal use, an efficient fuel tracking and allocation
system is needed [3]. A common practice of fuel theft
is where drivers fill up a vehicle and then the fuelpump attendant giving false slips and getting cash in
return ,for example a car is filled up as well as a
container on the side, then the driver only pays for
the fuel pumped into the container, but drives off
with a car fully refuelled [4].The fuel-dispensing
system must be able to distinguish vehicles owned by
the company, dispense a certain amount of fuel into
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the vehicle and record the event on a server with
details such as the vehicle that was fuelled and the
amount of fuel dispensed into the vehicle. This
information must be sent to the user or owner’s
mobile phone the minute that the vehicle was
refuelled.
2. LITERATURE REVIEW
The system designed is to be used as a
secure fuel dispense as well as a log book generator
for fleet based companies or farmers, etc. It was
successfully demonstrated that by theuse of the
selected technologies a tamper proof system can be
established where fuel theft is impractical. The
system inits current state is able to log fuel data
correctly, identify vehicles, apply the lockout
method, notify the user via SMS and upload data to
the server. However this system lacks a few
functions. Currently the vehicle names have to be
save don the server, the system does not send the
vehicle names to the server. Similarly, there are no
RFID tags saved on the server. This is not
necessarily a needed function, but it can be
implemented to simplify the process of adding RFID
tags. Further options such as, GPS tracking, fuel
consumption calculations, odometer readings and
fuel tank capacity could be considered to
dramatically decrease fuel theft. These added
functionalities can ensure that a vehicle cannot be
refuelled with more than its capacity compared with
the vehicles fuel consumption as well as the distance
the vehicle travelled, thus the system will be able to
calculate whether fuel was stolen directly from the
vehicles fuel tank.
3 . DESIGN OF HARDWARE
This chapter briefly explains about the
hardware implementation of Fuel Allocation and
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Lockout System. It discusses the circuit diagram of
each module in detail.

the board that use the AVR, which operate with 5V
and with the Arduino Due that operate with 3.3V.
The second one is a not connected pin, that is
reserved for future purposes.

POWER SUPPLY:
The power supplies are designed to convert
high voltage AC mains electricity to a suitable low
voltage supply for electronic circuits and other devices. A
power supply can by broken down into a series of blocks,
each of which performs a particular function. A d.c
power supply which maintains the output voltage
constant irrespective of a.c mains fluctuations or load
variations is known as “Regulated D.C Power Supply”.

•

Stronger RESET circuit.

•

Atmega 16U2 replace the 8U2.

"Uno" means one in Italian and is named to mark the
upcoming release of Arduino 1.0. The Uno and
version 1.0 will be the reference versions of Arduino,
moving forward. The Uno is the latest in a series of
USB Arduino boards, and the reference model for the
Arduino platform; for a comparison with previous
versions, see the index of Arduino boards.

Fig:1. Block Diagram of Power Supply
ARDUINO
The Arduino Uno is a microcontroller board based on
the ATmega328 (datasheet). It has 14 digital
input/output pins (of which 6 can be used as PWM
outputs), 6 analog inputs, a 16 MHz ceramic
resonator, a USB connection, a power jack, an ICSP
header, and a reset button. It contains everything
needed to support the microcontroller; simply
connect it to a computer with a USB cable or power it
with a AC-to-DC adapter or battery to get started.
The Uno differs from all preceding boards in
that it does not use the FTDI USB-to-serial driver
chip. Instead, it features the Atmega16U2
(Atmega8U2 up to version R2) programmed as a
USB-to-serial converter. Uno board has a resistor
pulling the 8U2 HWB line to ground, making it
easier to put into DFU mode.Arduino board has the
following new features:
•
1.0 pinout: added SDA and SCL pins that
are near to the AREF pin and two other new pins
placed near to the RESET pin, the IOREF that allow
the shields to adapt to the voltage provided from the
board. In future, shields will be compatible both with
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Fig2: ARDUINO UNO
RF MODULE:
The RF module, as the name suggests,
operates at radio frequency. The corresponding
frequency range varies between 30 kHz & 300 GHz.
In this RF system, the digital data is represented as
variations in the amplitude of carrier wave. This kind
of modulation is known as Amplitude Shift Keying
(ASK). Transmission through RF is better than IR
(infrared) because of many reasons. Firstly, signals
through RF can travel through larger distances
making it suitable for long range applications. Also,
while IR mostly operates in line-of-sight mode, RF
signals can travel even when there is an obstruction
between transmitter & receiver. Next, RF
transmission is more strong and reliable than IR
transmission. RF communication uses a specific
frequency unlike IR signals which are affected by
other IR emitting sources.
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This RF module comprises of an RF
transmitter
and
an
RF
receiver.
The
transmitter/receiver (Tx/Rx) pair operates at a
frequency. An RF transmitter receives serial data and
transmits it wirelessly through RF through its antenna
connected at pin4. The transmission occurs at the rate
of 1Kbps - 10Kbps.The transmitted data is received
by an RF receiver operating at the same frequency as
that of the transmitter. The RF module is often used
along with a pair of encoder/decoder. The encoder is
used for encoding parallel data for transmission feed
while reception is decoded by a decoder.

The speed of a DC motor is directly
proportional to the supply voltage, so if we reduce
the supply voltage from 12 Volts to 6 Volts, the
motor will run at half the speed. How can this be
achieved when the battery is fixed at 12 Volts. The
speed controller works by varying the average
voltage sent to the motor. It could do this by simply
adjusting the voltage sent to the motor, but this is
quite inefficient to do. A better way is to switch the
motor's supply on and off very quickly. If the
switching is fast enough, the motor doesn't notice it,
it only notices the average effect.
H-BRIDGE:

Fig3: RF MODULE
WIFI MODULE:
Description
The ZG2100M & ZG2101M modules are
low-power 802.11b implementations. All RF
components, the baseband and the entirety of the
802.11 MAC reside on-module, creating a simple and
cost-effective means to add Wi-Fi connectivity for
embedded devices. The module(s) implement a highlevel API, simplifying design implementation and
allowing the ZG2100M or ZG2101M to be integrated
with 8- and 16-bit host microcontrollers.

An H-bridge is an electronic circuit which
enables DC electric motors to be run forwards or
backwards. These circuits are often used in robotics.
H-bridges are available as integrated circuits, or can
be built from discrete components.
LCD DISPLAY
Liquid Crystal Display also called as LCD is very
helpful in providing user interface as well as for
debugging purpose. The most commonly used
Character based LCDs are based on Hitachi's
HD44780 controller or other which are compatible
with HD44580. The most commonly used LCDs
found in the market today are 1 Line, 2 Line or 4
Line LCDs which have only 1 controller and support
at most of 80 characters, whereas LCDs supporting
more than 80 characters make use of 2 HD44780
controllers.
Pin Description

ZG2100M/ZG2101M Module: Functional Block
Diagram
.MOTOR DRIVER
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o

o

GSM MODEM

o

GSM is a mobile communication modem; it
is stands for global system for mobile communication
(GSM). The idea of GSM was developed at Bell
Laboratories in 1970. It is widely used mobile
communication system in the world. GSM is an open
and digital cellular technology used for transmitting
mobile voice and data services operates at the
850MHz, 900MHz, 1800MHz and 1900MHz
frequency bands.
GSM system was developed as a digital
system using time division multiple access (TDMA)
technique for communication purpose. The digital
system has an ability to carry 64 kbps to 120 Mbps of
data rates.
There are various cell sizes in a GSM
system such as macro, micro, pico and umbrella cells.
Each cell varies as per the implementation domain.
There are five different cell sizes in a GSM network
macro, micro, pico and umbrella cells. The coverage
area of each cell varies according to the
implementation environment.
Time Division Multiple Access
TDMA technique relies on assigning
different time slots to each user on the same
frequency. It can easily adapt to data transmission
and voice communication .
GSM Architecture
A GSM network
components:

consists
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of

the

following

A Mobile Station: It is the mobile phone which
consists of the transceiver, the display and the
processor and is controlled by a SIM card operating
over the network.
Base Station Subsystem: It acts as an interface
between the mobile station and the network
subsystem. It consists of the Base Transceiver Station
which contains the radio transceivers and handles the
protocols for communication with mobiles. It also
consists of the Base Station Controller which controls
the Base Transceiver station and acts as a interface
between the mobile station and mobile switching
centre.
Network Subsystem: It provides the basic network
connection to the mobile stations. The basic part of
the Network Subsystem is the Mobile Service
Switching Centre which provides access to different
networks like ISDN, PSTN etc. It also consists of the
Home Location Register and the Visitor Location
Register which provides the call routing and roaming
capabilities of GSM. It also contains the Equipment
Identity Register which maintains an account of all
the mobile equipments wherein each mobile is
identified by its own IMEI number. IMEI stands for
International Mobile Equipment Identity.
GSM Modem
A GSM modem is a device which can be
either a mobile phone or a modem device which can
be used to make a computer or any other processor
communicate over a network. It can be connected to
a computer through serial, USB or Bluetooth
connection .A GSM modem can also be a standard
GSM mobile phone with the appropriate cable and
software driver to connect to a serial port or USB
port on your computer.
GSM/GPRS module is used to establish
communication between a computer and a GSMGPRS system. Global System for Mobile
communication (GSM) is an architecture used for
mobile
communication
in
most
of
the
countries. Global Packet Radio Service (GPRS) is
an extension of GSM that enables higher data
transmission rate. GSM/GPRS module consists of a
GSM/GPRS modem assembled together with
power supply circuit and communication
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interfaces (like RS-232, USB, etc) for computer. The
MODEM is the soul of such modules.

Wireless MODEMs
Wireless MODEMs are the MODEM
devices that generate, transmit or decode data from a
cellular network, for establishing communication
between the cellular network and the computer.
These are manufactured for specific cellular network
(GSM/UMTS/CDMA) or specific cellular data
standard (GSM/UMTS/GPRS/EDGE/HSDPA) or
technology (GPS/SIM). Wireless MODEMs like
other MODEM devices use serial communication to
interface with and need Hayes compatible AT
commands for communication with the computer
(any microprocessor or microcontroller system).

4.PROJECT DESCRIPTION
This chapter deals with working and circuits
of Fuel Allocation and Lockout System. It can be
simply understood by its block diagram &circuit
diagram.

Fig 6.1 block diagram
5. SOFTWARE REQUIREMENTS:
 Arduino IDE
HARDWARE REQUIREMENTS:








Power supply
Arduino Board
Motor and Driver
Buzzer
GSM
LCD Display
WIFI Module

WORKING:
The proposed system prevents the refuel of
unauthorised vehicles, notices the owner anytime a
vehicle is refuelled, with information containing the
vehicle name, date and amount of fuel dispensed into
the vehicle. The vehicle identiﬁcation is done by the
use of low frequency radio frequency identiﬁer
(RFID) tags. A fuel lockout system is implemented to
shut down the fuel pump. The system uploads the
fuel data to a server in custom hourly intervals
chosen by the user. The design ﬂow and experimental
results for a prototype system is presented.
CIRCUIT DIAGRAM

BLOCK DIAGRAM:

RFID CARDS
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[3] “Fuel fraud and theft prevention results in rand 40
million in fuel savings,” 2013, http://www.esiafrica.com/news/fuel-fraud-and-theft-preventionresults-in-r40-million-in-fuel-savings/,
Accessed:
2016-12-03.
[4] G. Tancott, “Black gold flows illegally how
tostop the flow,” Transport World Africa, 2014,
http://www.transportworldafrica.co.za/2014/08/08/bl
ack-gold-flows-illegally-how-to-stop-the-flow/,
Accessed: 2016-12-03.
5.

CONCLUSION

It was successfully demonstrated that by the use of
the selected technologies a tamper proof system can
be established where fuel theft is impractical. The
system in its current state is able to log fuel data
correctly, identify vehicles, apply the lockout
method, notify the user via SMS and upload data to
the server. However this system lacks a few
functions. Currently the vehicle names have to be
saved on the server, the system does not send the
vehicle names to the server. Similarly, there are no
RFID tags saved on the server. This is not necessarily
a needed function, but it can be implemented to
simplify the process of adding RFID tags. Further
options such as, GPS tracking, fuel consumption
calculations, odometer readings and fuel tank
capacity could be considered to dramatically decrease
fuel theft. These added functionalities can ensure that
a vehicle cannot be refuelled with more than its
capacity compared with the vehicles fuel
consumption as well as the distance the vehicle
travelled, thus the system will be able to calculate
whether fuel was stolen directly from the vehicles
fuel tank.
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