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ABSTRACT: 

The industrial mobile network is crucial for the industrial production on the Internet of things. Ensures the normal 

operation of the machines and the normalization of industrial production. However, spammers can use this feature to 

attack others and influence industrial production. Only users who share spam, such as links to viruses and ads, are 

called spammers. As the mobile network grew, spammers organized into groups to maximize interest, causing 

confusion and large losses in industrial production. It is difficult to distinguish between spammers and common 

users due to multidimensional data properties. To address this problem, this document suggests a spam identification 

scheme based on the Gaussian Blend Model (SIGMM) that uses machine learning for industrial mobile networks. 

Provides intelligent identification of spammers without relying on flexible and unreliable relationships. SIGMM 

combines the width of the data, where each user node is classified into a single category in the model building 

process. We validate SIGMM by comparing it with a reality mining algorithm and an FCM hybrid aggregation 

algorithm using a mobile network data set from a cloud server. The simulation results show that SIGMM exceeds 

these previous graphs in terms of recovery, accuracy and time complexity 

Keywords: —Industrial mobile network, Internet of Things, spammers, intelligent identification, machine 

learning 

 

1. INTRODUCTION: 

Internet of things (IoT) [1] is an important 

component of the new generation of IT. It is widely 

used in many fields, such as industrial control, 

physical-physical systems and military research 

through intelligent perception techniques and diffuse 

computer technology [2]. Understanding and 

measuring the environment through communication 

between the objects that surround people is the basic 

idea of IoT [3], whose base is the Internet and the 

stations to provide communication between objects 

[4]. It connects humans, organisms and organisms to 

organisms, provides remote control and controls 

intelligent networks in new ways through enabling 

technologies [5]. The important elements of the 

Internet of things are control, including melee control 

and control of the human machine, which is an 

important basis for intelligence. [6] This is 

particularly important in modern industrial 

production. The mobile network becomes a target for 

spammers due to its importance in monitoring 

industrial production. Spam is one of the most 

common forms of attack on mobile networks. 

Spammers pretend to be common users and only send 

spam [7, 8], these are the users we intend to detect. 

The serious problem caused by spam is the wrong 

selection of links to viruses, the theft of personal 

information from users or the control of production. 

These malicious nodes communicate with each other 

and spammers hide in them as shown in Figure 1. 

The network structure with the personal graphics on 

the left represents mobile cloud computing, and the 

right side describes the behavioral data of each user. 

Graphics with a red stamp represent spammers, while 

green graphics represent common users. Industry and 

academy proposals discuss spam protection solutions 

Classification based on machine learning is a learning 

process for mapping data samples into two 

categories. However it has limitations. One is the 

imbalance of data, and there are unnamed data in a 
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much larger amount of labeled data, which makes it 

difficult to construct a direct model. Another 

limitation is multidimensional data, where many 

features can lead to excessive overclocking. 

Therefore, choosing an intelligent function is 

essential. In this document, we first analyze the 

characteristics of spammers and common users in an 

industrial mobile network. Next, a SIGMM model is 

proposed and developed based on the Gaussian mix 

model, which focuses on the identification of 

spammers. The document contains the following 

three main contributions. 

• Based on the Gaussian Mixture model, we suggest 

the process of recognizing the SIGMM classification 

model without relying on unreliable user 

relationships. 

• SIGMM can automatically tag the data, which 

increases the accuracy of the model by expanding the 

training package. Name large amounts of unnamed 

data based on a small number of tagged data and 

solve the problem of imbalance between data with 

unnamed data. 

• We use an industrial mobile network data set from 

the cloud server to perform simulations. The results 

showed that SIGMM worked better than two other 

models in terms of identifying spammers and 

reducing the complexity of time. 

2. TERMINOLOGY AND PROBLEM 

STATEMENT 

Existing algorithms, there are three types of machine 

learning: supervised learning, unsupervised learning 

and reinforcement learning. 

1) Supervised learning: The main objective of 

supervised learning is to learn a model of 

disaggregated training data that allows us to make 

predictions about invisible or future data. Supervision 

refers to a set of samples in which the required output 

markers are already known in the spammer group. 

Spam This model has been trained in a large training 

group, however, the collection of disaggregated data 

is quite difficult due to the recent focus on the 

confidentiality of user data. 

2) Unsupervised learning: by using unsupervised 

learning methods, we can explore the structure of our 

data to extract meaningful information without 

guidance from a known outcome variable or reward 

function. The aggregation algorithm is the main 

algorithm for unsupervised learning. Grouping is a 

technique that allows us to find groups of similar 

members. In RMA based on K-mean in the algorithm 

suggests a silhouette function that accepts the number 

of blocks as a parameter to judge the accuracy of the 

groups. Then use a media matrix to record the 

average silhouette values for each value of k and 

finally determine the best value of k. But the result of 

aggregation depends on the centroids. Therefore, 

extra time must be taken to determine the value of k. 

In addition, the experimental results are unstable, 

with the same k used in many experiments, which 

leads to different results. In the prediction model 

based on the analysis of large data using a mixed 

FCM aggregation algorithm (HFCM). It works by 

repeating the calculations to reduce the objective 

function and update the membership function, which 

takes a long time. The experimental performance 

depends on the size of the data set that is small or its 

accuracy will be drastically reduced. 

3) Improved learning: Improved learning algorithms 

are very suitable for learning to control a factor by 

allowing you to interact with the environment. The 

goal is to choose a procedure to maximize the long-

term expected reward. In the least squares algorithm 

(RLS) based on the improvement algorithm, it is 

proposed. It applies to Q-Learning by choosing a 

policy that is the best option for a particular user. 

Start from a random user and explore within the 

network through friendly relationships, restricting the 

scope of the scan and reducing detection efficiency. 

Current methods depend mainly on the relationships 

between users. However, due to the development of 

intelligent recommendation mechanisms, user 

associations do not depend on their preferences or 

real intentions. If the users are not clearly defined, the 

user may or may not follow an automatic link. Many 

users represent ambiguous relationships. To solve the 

above problems, we suggest SIGMM for industrial 

mobile networks. 
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3. IMPLEMENTING DYNAMIC FACETED 

SEARCH 

In order to know the structure of data and rules, and 

due to limited access to the original data, we process 

the data in advance after extracting any original data 

available in an industrial mobile network. 

A. FEATURE SCALING 

The data we obtain contains the following two 

limitations. First, tagged data is much lower than 

unmarked data, which greatly reduces training 

accuracy. Secondly, there is a large data noise that 

can cause incorrect factors in the model parameters. 

Data points that do not belong to any category are 

defined as data noise. The values of some data may 

differ significantly from the average sample. SIGMM 

reduces data noise by calculating the similarity 

between users to increase training accuracy. To 

eliminate data noise from large data sets, the 

similarity is first calculated according to the vectors 

that describe user behaviors. The measure of 

similarity is usually related to distance. The 

commonly used methods depend on the Euclidean 

and cosine distances. The cosine method uses vector 

angles to represent the distance between two data 

objects. The Euclidean distance method calculates the 

absolute distance between data objects in space. If we 

arbitrarily extend the coefficient of the vector, the 

Euclidean distance is sensitive to differences, while 

the distance of the cosine does not detect any change. 

Therefore, the method based on Euclidean distance is 

more suitable for our purpose. 

• Key features include the number of fans, user 

followers, posts and the next replay. Previous studies 

suggest that spammers tend to follow a large number 

of users, and that their fans are rare. The proportion 

of fans to the following is particularly low. These 

properties reflect whether the user is normal or not. 

Spammers are more likely to follow others than 

ordinary users. 

• The characteristics of the content mainly reflect the 

characteristics of the information that the user has 

sent in the last three months. User activity can be 

analyzed through content features. 

• The network function describes the characteristics 

of the user mainly in an industrial mobile network. 

The number and percentage of mutual tracking 

represents the degree of intimacy between users. 

Spammers often follow a large number of common 

users to attack. Therefore, the percentage of mutual 

tracking is less than the proportion of common users. 

 
        Figure 1: System Architecture 

We provide a detailed description of the proposed 

SIGMM model. The simulation is performed to 

deliver SIGMM performance in identifying 

spammers, and comparing SIGMM with the Real 

Mining Algorithm (RMA) and FCM Hybrid 

Assembling Algorithm (HFCM). 

Algorithm 1: Maximum likelihood function. 

The data set L parameter L θ1, procedure θ2. 

LIKELIHOOD_ESTIMATION (L) for xi in L1 

[normal] do lhn → lhn f (xi; θ1) 4: end for xi in L1 

[spammer] do lhs ← lhs f (xi; θ2) 7: end for θ1 → 

argmaxln (lhn) θ2 → argmaxln (lhs) return θ1, θ2 

Algorithm 2 Predicting process for unlabeled data 

Form n, Forms, User Point λ Output: Perform 

prediction result GET_PROBABILITY (model, λ) 

elln → ellipsoid (Model n.µ, Modeln.σ) ells → 

ellipsoid (Models .µ, Models .σ) Select two vertical 

lines on two of Ellipse of points. A, B are the 

intersection points: do the tangent plane at two points 

A, BF 0 A (xA) ∗  (x - xA) + F 0 A (yA) ∗  (y - yA) + 

F 0 A (zA) ∗  (z → zA) → 0 F 0 B (xB) ∗  (x - xB) + 

F 0 B (yB) ∗  (y - yB) + F 0 B (zB) ∗  (z - zB) → 0 F 

0 A (A) → 0 −A, F 0 B (B) → λ −B dn → 

linalg.norm (λ )A) ds → linalg.norm (−B) d → 
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argmin (dn, ds) return (1 - d / ( dn + ds))

 

Fig. 2: Semi-supervised process. 

Feature at the beginning of the iteration. Although the 

probability method is slightly higher than the distance 

method, it shows few changes in subsequent 

iterations, which is less than the distance method at 

the end of the iteration. When calculating the 

probability r (i, k), the estimated estimate k does not 

represent the relationship of each distribution in the 

entire data set due to the large amount of unnamed 

data, which reduces accuracy. We chose a remote 

solution that calculates the distance between data 

points and ellipsoids as an improved standard of 

governance. This prediction process is detailed in 

algorithm 2. 

4. CONCLUSION: 

Depending on the data display properties, each user 

data belongs to a single distribution. The 

multidimensional characteristics are divided into 

three groups, and SIGMM separates the two 

distributions based on these characteristics. Finally, 

we perform simulations to evaluate the performance 

of SIGMM. The results show that, even if user 

relationships are not taken into account, they can 

implement the tag. Our work is based on binary 

classification, while the types of users in large 

networks are diverse and complex. Our future work 

will expand the categories of users in multiple tags, 

such as celebrities, advertisers, hackers and more 
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