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Abstract— In the recent world, cyber security 

plays an important role in each factor. Such as, 

IT industries need it the most to protect their 

data and increase their business all over the 

world. Not only the IT industries, but small 

organizations also need it. If we talk about the 

Bank then these days banking system also 

demands for it, because world is becoming more 

and more digital day by day. And bank 

branches are also located all over the world and 

their employees have to transfer the data to 

various branches if it needed. So, it is the 

organization’s responsibility to protect their 

customer’s data and fulfill their customer’s 

requirements. IS audit being the most important 

cyber security audit for banks. IS audit reviews 

logical and physical infrastructure and find out 

the loop holes. While by using VAPT audit, we 

can find vulnerability through scanning process 

and can get the system as well as network’s loop 

holes. Moreover, it is hard to update the patch 

in every system and we cannot achieve the 

centralization PM. And for the purpose of 

updating all patches in all system at the same 

time, we have to install WSUS. Many security 

policies are used by banking systems to protect 

the data and they use compatible software to 

increase their work flow 
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1. INTRODUCTION 

       Financial sectors are the most decisive part of 

country's economic growth. They must be secure 

having security parameters such as physical 

security, logical security, system security as well as 

environment controls. It can be obtained by 

applying physical security to the critical assets such 

as servers. Due to lack of implementing cyber 

security control cyber-attacks can cause immense 

damage to the financial sector. Thus, periodically 

conducting information security audit as well as 

VAPT can be useful to implement WSUS as a 

cyber security controls and improve current 

scenario in terms of security. 

         An information security review is a review 

fair and square of data security in an association. 

Inside the expansive extent of examining data 

security there are various sorts of reviews, 

numerous goals for various reviews, and so on. 

Most usually the controls being examined can be 

sorted to specialized, physical and managerial. 

Examining data security covers points from 

evaluating the physical security of server farms to 

reviewing the intelligent security of databases and 

features key parts to search for and various 

strategies for inspecting these territories. 

          Vulnerability Assessment and Penetration 

Testing are both security services that attention on 

distinguishing vulnerabilities in the system, server 

and framework foundation. To patch that 

vulnerability centrally implement WSUS to 

improve the security control 

 

2. LITERATURE REVIEW. 

• The information security management 

system preserves the confidentiality, [1]integrity 

and availability of information by applying a risk 

management process and gives confidence to 

interested parties that risks are adequately 

managed. 

• One can manage [2]WSUS centrally with 

a single administrator or distribute management 

tasks to multiple administrators responsible for 

their own segment of the infrastructure. 

• A WSUS server can also be the update 

source for other WSUS servers within the 

organization. [3]The WSUS server that acts as an 

update source is called an upstream server. In a 

WSUS implementation, at least one WSUS server 

on your network must be able to connect to 

Microsoft Update to get available update 

information. 
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• WSUS distributes Microsoft critical 

updates, [4]definition updates (i.e. for Microsoft 

Outlook junk email filters and Windows Defender), 

security updates, update rollups, service packs, and 

specific tools like the Malicious Software Removal 

Tool. 

• WSUS gives one better control over 

update approvals and the distribution of those 

updates through a new [5]Web-based 

administration console, active directory group 

policy objects (GPOs) or registry settings, and 

powerful command-line utilities and application 

programming interface (API).and rest two from 

overseas. There should be proper comments of the 

reviewers for the purpose of acceptance/ rejection. 

There should be minimum 01 to 02 week time 

window for it. 

3. INFORMATION SECURITY AUDIT 

Audit – 

These days cybersecurity plays a crucial role in 

the IT field. Which can help us to overcome digital 

threats. Therefore, a Cybersecurity audit is a key 

task to achieve qualified security measures. So, a 

Cybersecurity audit is a task to review the appraisal 

and execution of cybersecurity rules and 

guidelines. Companies can manage the digital 

threat by this. The auditor keeps an eye on security 

activities and takes activities if necessary. 

Companies should be aware of various hazards and 

they should know how to control them by using 

some security policies. 

 

Information Security Audit. 

A data innovation review, or data 

frameworks review, is an assessment of the 

administration controls inside an Information 

Technology (IT) foundation. The assessment of 

acquired proof decides whether the data 

frameworks are shielding resources, keeping up 

information trustworthiness, and working viably to 

accomplish the association's objectives or goals. 

These surveys might be acted related to a fiscal 

summary review, inside review, or other type of 

validation commitment. 

 

Current State Assessment 

A. Study of existing policies and procedures 

       Before operating any system, everyone 

should learn or monitor their working system. 

Therefore, if someone wants to work with 

particular policies that are used in the cybersecurity 

world then each employee should know the details 

regarding all ongoing procedures, their roles and 

their requirements too. So, if any company has to 

face some critical situations then the employees 

know how to deal with the problem. 

B. Understanding the business processes and 

their dependence on IT processes 

         To understand the business process is the 

basic and essential requirement to work as a 

cybersecurity audit. First of all, we have to analyze 

and understand the proper workflow of any 

business, How the IT assets sync with that process. 

After getting all the details regarding the business 

proess then should focus on the It process and its 

challenging factors. 

C. Review the existing network and 

hardware architecture 

 Before working on any mechanism, 

everyone learns about the architecture of that 

topology or machine. Network architecture helps 

you to understand data flow from the endpoint to 

the data center, so they can be able to review the 

existing network architecture, their connectivity, 

and other networking devices which are connected 

in data flow like of that system. For instance, 

Switch, Router, Firewall are the main devices that 

are used in the network topology. Therefore, before 

starting work with this equipment everyone should 

be aware of these device's functionalities and 

workflow. 

 

D. Study of existing physical layout and 

infrastructure 

 It is meaningless if you don’t study about 

your current network system and try to learn 

advance things. Therefore, everyone must have to 

analyze the workflow of current system and try to 

figure out the possible hazards which may occur in 

future. 

 

Study of Infrastructure management 

 Installation and management (monitoring, 

patching, upgrading) of Operating system 

and application software  

 

The following IT infrastructure components 

have been assessed across all these 

• Network Devices 

 Router, Switches and firewall are the 

essential part of any network topology.  

 Basically routers, switches and firewalls 

are considered as basic network devices. 
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 Routers, switches and firewall, check the 

configuration and rules that are used to

 operate the network topology and 

check that they are working as per their 

working condition or not.  

 Don’t forget to change the default 

configuration and set it according to the

 policies. 

 After analyzing router and switch, firewall 

also plays a vital role in any network 

system. 

 In which, have to check the firewall rule 

set and that should not be set as Any,

 Any, Any. 

 And the important thing is all unnecessary 

ports should be blocked.   

 

• Systems 

 System level audit contains the security of 

all the devices that are connected to the 

 Network. 

 System audit puts more emphasis on the 

devices security as well as the

 performance of particular device. 

 System level audit checks whether the 

antivirus system is installed with proper

 features or not. 

 It also works for administrator’s rights and 

its tasks to make the network system

 stronger. 

 It also covers the checking of the standard 

user’s rights as per role base And USB

 needs to be disable at end node. 

 Various commands are used to check 

certain tasks. Such as, 

 gpedit.msc – is used to check the group 

policy 

 secpol.msc – is used to check the security 

policy 

 inetcpl.cpl – is used to check the internet 

properties 

  

• Physical and Environmental Security 

 All the important device like router, 

Server should be out of risky areas. 

 Important thing is to check whether the 

LAN port is open or not. 

 And have to look over another equipment 

such as, CCTV Camera, Smoke

 detector, Panic switch biometric 

devices or Proximity card is there or not 

and also having to check their working 

condition and logs should be maintained 

too. 

 If you want to use USB in bank then you 

should follow its allowance procedure. 

 Have to take a look over the records that 

maintains for drill the environmental 

controls. 

 

• Application Security 

 First step towards this is to verify that the 

displayed password is encrypted. 

 Also have to verify that user can’t login 

with older password after changing it. 

 Have to check that password are getting 

stored in cookies. 

 Have to verify the session time out. 

 Users should be redirected to custom error 

page while functionality fails. 

 Have to take a note that the application 

must uses HTTPS (SSL certificate) 

 Check that the application should be 

responsive. 

 Verify that the error message should not 

display any crucial information. 

 Special characters should not be accepted 

as an input. 

 Check the consequences when user delete 

cookies from site. 

 

• Backup and Restoration 

 Backup and Restoration should be done in 

proper way because if any attacker can 

hack the system and it goes down then it 

can be possible that the bank may not be 

able to recover system’s critical data. 

Moreover, it can compromise the CIA 

triads. 

 

• UAT environment 

 Bank must have a user acceptance testing, 

so if any changes are done to the 

applications or modules then it should be 

test on UAT and security testing such as

 VAPT UAT can test on the 

environment, so UAT is compulsory for 

that purpose. 

 

• DVR/NVR review 

 First of all, have to check that DVR/NVR 

should be in the particular bank network

 and it should be centrally backed 

up. Moreover, DVR and CBS should not 
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be in the same network because if the 

DVR get compromised then the whole 

banking system will get affected. 

 

• Remote access 

 First of all, remote access should not be 

allowed and if it is used by authorized user

 then there should be a limited 

user. 

 

• Mail and Messaging 

 Mail should be from its own domain (not 

the Gmail but should be from the domain 

of @bank for the internal use) 

 Keep in mind that Email spoofing should 

not happen. Because when “Users can get 

the illegitimate mails which contains 

various malicious links and attachments. 

Users are more likely to open an email 

when they think it has been sent by a 

legitimate or familiar source.” 

 DKIM, DMARC should be implemented 

in Mail domain. (If it is not there then

 Email spoofing can happen.)  

 Device approval should be configured. 

 Single mail with multiple user should not 

be there because user’s accountability

 cannot be defined. Thus, it will 

be very difficult to track that who is 

responsible for the incidence.  

 

• Network monitoring tool 

 Network monitoring system covers the 

system that constantly notices the 

computer network for less speed 

or device failure and that notifies the 

network or system administrator (via 

email, SMS or other alarms) in case of 

any hazardous situation. 

 

• User Awareness 

 It is necessary that user should get the 

training regarding to the Information 

Security and the way to use the 

application. 

 Have to take a note of extra 

software/applications that are installed 

in the user’s system. 

 Employees are aware about using of fire 

extinguisher & Panic Switch and how to 

check CCTV recording.  

  

4. Vulnerability Assessment and Penetration 

Testing 

Vulnerability assessment and Penetration 

Testing is beyond the audit in which we are found 

the loopholes of the system or infrastructure 

externally, In Vulnerability assessment Find the 

loop hole or weakness of the system, in Penetration 

Testing exploit that vulnerability by using threat 

and get unauthorized access of the system, in 

VAPT audit we found that either we can get 

unauthorized access through which we can create 

backdoor and get confidential data of the 

organization.  

Test methodology show in “Figure 1”, based on 

global industry standards for information security 

auditing, project engagement consists of five (5) 

stages, as shown below:  

 a)  Develop though Plan for project:  

This phase consists of determining the scope and 

goals of engagement, verifying the approach, 

establishing the rules of interaction and obtaining 

management approval. The main tasks carried out 

at this level are planning, logistics, etc. 

b)    Intelligence Gathering:  

This phase consists of collecting information about 

the client in order to identify and map the limits of 

the information system. This phase consists of 

gathering information about the client in order to 

characterize and map the boundaries of the 

network. It broadly consists network architecture 

and topography review, port and protocol 

identification, host identification, and service 

identification, application walkthrough, user’s role 

review, etc. 

c)    Vulnerability Assessment:  

This phase consists of developing test cases and 

performing a controlled vulnerability assessment 

and vulnerability verification on our client’s 

Information systems using commercial grade, 

proprietary or common security tools, the testing is 

done with the primary goal of identifying 

vulnerabilities present in the target systems.  

d)    Penetration Testing:  

This phase includes communication of 

vulnerabilities identified during the intelligence 

gathering and vulnerability assessment phase with 

client’s point of contact and obtaining approval for 

exploitation of security vulnerabilities identified 
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during th e phase. Once approved the 

vulnerabilities are exploited to identify the 

probabilities of exploitation. Penetration testing 

helps to prioritize a vulnerability based on factors 

like ease of exploitation, public disclosure and 

availability of exploits. 

e)    Reporting:  

This level consists of preparing the detailed report 

describing the activities performed and the details 

of the vulnerabilities identified. The reports are 

prepared based on the target audience, like 

technical staff who can use the report for 

remediation of security gaps, IT executives who 

uses the results to gain an overview of security 

posture and understand risk, Business executives 

may use the reports to map the security gaps to 

business risks. 

5. IMPLEMENTING WINDOWS SERVER 

UPDATE SERVICES  

 

WSU: 

Windows Server Update Services (WSUS) is 

used to install the latest Microsoft patches. We can 

deploy the patches for all the Microsoft product 

Like: Windows 7, Windows 10, Windows Server, 

Microsoft Office, Microsoft Applications (MS-

SQL Server) etc. 

When looking at the overall market, Microsoft has 

positioned three products[6] at three different sizes 

of organizations   

•  Microsoft Update (MU) is targeted toward 

individual users and small organizations.  

• Windows Server Update Services (WSUS) is 

targeted to mid-sized organizations.  

• Systems Management Server is targeted toward 

enterprise customers. 

Prerequisite for WSUS Server: 

Hardware Requirement: 

a) Required 2Ghz Processor 

b) Required the 12GB Ram 

c) Required the 40Gb or More than 40GB 

disk space 

 

 

Software Requirement: 

a) Microsoft .NET Framework 4.0  

b) Install the Active Directory on these 

Server. 

WSUS Requirement: 

During the IS Audit and VA & PT Assessment, 

we have found some critical issues regarding to the 

Microsoft Product such as, windows is not updated 

from latest patches because internet connection is 

restricted in the latest network topology. Moreover, 

centralized control is not constructed for the 

Windows Updates. WSUS advantages are as 

following: 

a) It manages all the devices (computers and 

Laptops) simultaneously. 

b) It is useful to save the Internet bandwidth and 

Internet is using only once when downloading 

the patch on the WSUS Server. 

c) In this Centralized control is possible, and 

System Administrator has authority to

 approve the first critical patches or Zero-

day attack patches in the latest system. 

d) Microsoft Product can monitor and logging to 

this.  

WSUS Working Process: 

WSUS is a single server environment of financial 

field. WSUS server is connected to the Microsoft 

Update Server by using Internet Connection. When 

new latest patches are available on the Microsoft 

update Server then established WSUS server to get 

these patches and stored in their local storage area, 

and then all the clients get connected to the WSUS 

server. When system administrator gives an 

approval of the patches then all the client becomes 

able to get and install these patches on their 

systems. 

“Figure 3” Show that all the patches are stored in 

the WSUS Server by Microsoft Update Server and 

all the patches are filtered through from Firewall 

and Antivirus. 

WSUS Working Architecture: 

For Client update, first of all implement the Active 

Directory and DNS Server in the current 

infrastructure. After implementing the Active 

Directory and DNS Server, then have to take the 
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client system (Windows System) in the installed 

domain. 

i. In “Fig 4” show the Install the Active Directory 

and domain (test.com) 

ii. Now create the user for the test.com domain, 

shown in “Fig 5” 

iii. “Fig 6” is showing the domain details (test.com) 

and client System (Win 7). 

iv. Now add the workstation in the current domain 

list, shown in “Fig 7” 

v. Now install the WSUS Server on the Server and 

check the Server manager Dashboard, shown 

in “Fig 8”  

vi. Open the WSUS server and check the Update 

Service, shown in “Fig 9” 

vii. “Fig 10” is showing that after getting patches 

System Administrator is approved the

 critical and Security patches for the 

available Clients on the WSUS. 

viii. After approving the patches, apply the 

Wuauclt/detectnow and Wuauclt/reportnow

 command in the client system to forcefully 

install the patches. 

 

6. TABLES & FIGURE 

 

 

 

Fig 1: Method of vulnerability 

assessment 

 

Fig 2. WSUS Environment  

 

Figure 3 

 

Fig 4 

 

Fig 5  
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Fig 6 

 

Fig 7 

 

Fig 8 

 

Fig 9 

 

Fig 10 

7. CONCLUSION 

From the understanding of implementation of 

cyber security controls at financial sector it is quite 

clear that IS and VAPT audit can have all the 

administration privileges due to lack of proper 

policy set ups which leads the security to very poor 

line & can affect whole system by negotiating 

something like this at main servers. For 

establishing the ability of being proper well-

secured organization the Active Directory & 

WSUS’s Implementation could help the banks or 

any financial sector not only by providing central 

patch to push all the policies globally but also for 

getting the brief idea about the vitiations of the 

system so that it would be easy to be prepared 

against any future cyber threats possibly exploited 

from the policy’s work flow. 
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