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ABSTRACT 

Biometric systems are quite common in our everyday 

life. Face anti-spoofing is crucial to prevent face 

recognition systems from a security breach. Previous 

deep learning approaches formulate face anti-

spoofing as a binary classification problem. Many of 

them struggle to grasp adequate spoofing cues and 

generalize poorly. Nowadays criminals are 

developing techniques to accurately simulate 

physical, physiological, and behavioral traits of valid 

users, process known as spoofing attack. Most of 

state-of-the-art anti spoofing techniques for face 

recognition applications extracts handcrafted texture 

features from images, mainly based on the efficient 

local binary patterns (LBP) descriptor, to characterize 

them. 

Keywords: Deep Learning, Deep Texture Features, 

Spoofing Method, PCA, LBP, LDA, Gabor Filter. 

1. INTRODUCTION 

Biometric systems are increasingly common in our 

everyday activities. People recognition through their 

own physical, physiological or behavioral traits 

inhibits most of the frauds often committed in 

security systems based on knowledge (passwords) or 

tokens (cards, keys, etc.). However, nowadays 

criminals are already developing techniques to 

accurately simulate the biometric characteristics of 

valid users, such as face, fingerprint and iris, to gain 

access to places or systems, process known as 

spoofing attack[1][2]. In this context, robust 

countermeasure techniques must be developed and 

integrated into the traditional biometric applications 

in order to prevent such frauds. Despite face being a 

promising trait due to its convenience for users, 

universality and acceptability, traditional face 

recognition systems can be easily fooled with 

common printed facial photographs, which nowadays 

can be obtained by criminals on the worldwide 

network, especially due to the dissemination of social 

medias and networks[3][4]. Spatial image 

information is extremely important in tasks involving 

faces, such as face detection and face 

recognition[5][6].   

 

Face ID is the most generally utilized technique in 

applications, for example, PC/smart phone login, 

recognizable proof cards, and outskirt and 

identification control. Appearance of the face is used 

in this biometric feature as a key to distinguish a 

person among group of individuals. Though it has 

various disadvantages, including variations in 

illumination and head pose, still it can be utilized 

with other biometric characteristics like fingerprints, 

finger-veins, palm-veins, etcetera to guarantee the 

high accuracy rate of recognition systems. Various 

components of a face recognition process are shown 

in Fig. 1 [7][8].   

Firstly, to capture the image of users, they must 

exhibit their faces in front of capturing devices. In 

this manner, the face restriction and highlight 

extraction steps are performed to separate picture 

highlights from the info face picture. At long last, a 

matching algorithm is performed to perceive the 

approved client in the information picture[9][10].  
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Fig. 1 Components of Face Recognition System 

However, a face recognition system can be attacked 

by various means such as (a) printed photos, (b) 

displayed image or motion video; (c) plastic surgery; 

(d) sketch; (e) make-up and accessory wearing; (f)3D 

mask; or (h) synthetic photograph or video, generated 

using computer graphics. To take care of this issue, 

the presentation attack detection (PAD) strategies 

have been looked into for such systems. Past 

investigations are ordered into two classes of feature 

extraction methods, training-based and non-training-

based[11][12] . 

2. LITERATURE SURVEY  

The different visual patterns of each facial region 

encode rich and discriminative information necessary 

to distinguish a face from other objects, and also 

from other faces. Regarding face spoofing detection, 

some works based on handcrafted features have 

mentioned that different spoofing cues can be 

extracted from different facial regions[13][14]. 

Recently, deep learning architectures have emerged 

as good alternatives for solving complex problems 

and have reached state-of-the-art results in many 

tasks due to their great power of abstraction and 

robustness, working with high-level features, self-

learned from the training data[39]. Among the 

proposed deep learning architectures, Convolutional 

Neural Networks (CNN) have appeared as one of the 

most important classes of deep neural networks able 

to deal with digital images with great 

performances[15][16]. 

 

Some CNN based state-of-the-art methods were 

recently proposed for face spoofing detection. 

However, none of them take into account the 

different visual aspects of each facial region and, 

consequently, the different local spoofing cues that 

could be learned by the neural networks to improve 

their performances[17][18]. All proposed methods 

work on whole faces, in a holistic way, or with 

random and small patches, i.e., they train the neural 

networks with samples extracted from random 

regions of the faces, all together. This can degrade 

the performance of the training algorithm since the 

back propagation method [36]can be distracted by the 

different visual information extracted from random 

regions of the face, instead of learning the real 

differences between real and fake faces in each facial 

region, with similar visual aspects, differing only by 

spoofing cues[37][38]. In this context, we propose a 

novel CNN architecture trained in two steps for a 

better performance in face spoofing 

detection[19][20]: (i) the local pre-training phase, in 

which each part of the model is trained on each main 

facial region, learning deep local features for attack 

detection and initializing the whole model in a great 

position in the search space (the network learns to 

detect multiple and different spoofing cues from all 

the facial regions)[35]; (ii) the global fine tuning 

phase, in which the whole model is fine-tuned based 

on the weights learned independently by its parts and 

on whole real and fake facial images, in order to 

improve the model generalization [21][22][41]. 
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Results obtained on two major datasets used for the 

evaluation of face spoofing detection techniques, 

3. RELATED METHODS 

 

A. Different types of feature descriptors  

 

Face spoofing detection can be done by various ways, 

using different descriptors. Some of the descriptors 

based on global approaches are described as:-  

1. Local Binary Pattern (LBP) [42]  

2. Gabor Filter  [43] 

3. LDA (Local Descriptor Analysis)  

4. PCA (Principle Component Analysis)  

Table I depicts the comparative analysis of the above 

mentioned image feature descriptors along with their 

benefits and limitations[23][24].  

Considering the various descriptors, LBP is used here 

to extract the texture information. Local binary 

pattern (LBP) is significantly intended for analysis 

and description of texture of images. It is for the most 

part utilized on account of its fantastic light 

invariance property and low computational 

unpredictability. The major aspect of working of LBP 

operator is a 3 x 3 pixel matrix[25][26]. In this 

matrix, center pixel is considered as threshold 

[34]and is surrounded by eight neighbours. Being 

threshold value, center pixel allows its surrounding 

pixels to be marked as 1 or 0, former value if their 

gray value is higher or equal than center pixel, and 

otherwise they are given latter value. At last, a code 

is obtained whose decimal equivalent is computed 

and placed at center pixel. Fig. 2 delineates the LBP 

operator[27][28].  

 

Fig. 2 Basic LBP operator 

Table I: Comparison of various image feature descriptor 

 

Feature Descriptor  Pros  Cons  

PCA  The dimension of data is reduced, easy to 

use and learn the whole image of face taken 

into consideration.  

Time required to find Eigen values is more 

so it is more time consuming. It is affected 

by lighting conditions.  

LBP  Used in texture description, fast and efficient 

computation, moving objects by subtracting 

background of image.  

Face localisation are not detected, large 

regions increase the error rate, can be used in 

binary and gray image only.  

LDA  Identify individuals of same faces, grouped 

individual faces with same features ,lighting 

variations solved because it is used within 

class  

More complex method, difference between 

classes affect within class.  

GABOR FILTER  Captures spatial frequency, localisation, and 

orientation.  

Sensitive to illumination changes.  
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B. Convolutional Neural Networks (CNN)  

Convolutional Neural networks are considered as 

deep learning architectures which contain various 

layers where filters like convolution and sampling are 

employed as the input to two dimensional images 

data [29][30]. The final outcome of the initial layer is 

used as the input to the consecutive one till it reaches 

the top of the network. These type of networks give 

the simple topology in comparison to other fully 

connected networks [44] [45]. After the operation of 

convolution and sampling layers that are totally in 

contact can be indulged at the top for the 

classification[31][32].The layered network of CNN is 

revealed in Fig. 3.  

Practically, for a two-dimensional image in each 

network layer, Convolutional filters are applied 

through which different channels of the original 

inputs are obtained [46] [47]. Pooling which is also 

known as the sampling operations are done to get 

different kind of translational and scale invariance 

and decrease the quantity of data that is considered 

high level representation of original image is 

obtained at the top of the network which is more 

robust then the raw pixels information for various 

applications[33][34]. 

 

Fig. 3 Layers in Convolutional Neural Networks 

 

4. PROPOSED METHOD 

Face Track is an efficient system to perform liveness 

detection by tracking face changes of users. 

Face Track collects face positions and uses the 

derived trajectories to draw a conclusion. It requires 

no special hardware, and can therefore be used on 

any device equipped with a camera and a display. 

Face Track is also robust in environmental condition 

changes, such as light intensity and face-camera 

distance [48] [49]. Fig 4 describes the flow of process 

followed in the experimental program for the 

evaluation of efficient face recognition. First of all, 

data acquisition of the training videos is done. The 

video can be converted into frames. In this step, 

images from the given database are selected to be 

processed further. The training images here are 

referred as the knowledge base of the given dataset. 

This knowledge base consists of original as well as 

fake images. 

 

Fig 4: Flow of process of proposed method 
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Figure 5: Proposed Architecture with CNN Layers 

The major texture descriptors, the real LBP with new 

advancement of Gene-LBP method is created to 

extract the feature and optimize the extracted feature 

with the help of three operators namely selection, 

crossover and mutation. These operators must work 

in conjunction with one another in order for the 

algorithm to be successful.  

After training, test images are selected and pre 

processed in the same manner as that of training 

images. Then, the feature vectors of test images are 

also extracted. For classification, the feature vectors 

of training images, testing images and class label are 

transferred to CNN Classifier which is trained to 

calculate the class of novel face. It divides face image 

in patches and create an image histogram to each 

patch, which at the end are combined. The final stage 

is face detection in which the classifier will 

distinguish between the ―Real‖ or ―Fake‖ face 

spoofing detection. Apart from this, various 

performance parameters are calculated to compare 

the results of the proposed method with various state 

of art spoofing detection techniques. 

 

LBP-Based Convolutional neural network: 

The LBP net presents the following configuration, 

from bottom to top, mainly inherited from Lenet 5: 

a) The first layer is modified, as said, by 

incorporating the LBP descriptor in the 

convolution step. 

b) Rectified Linear Unit layer, that performs an 

inner product followed by a rectification (–

ve) negative values on the originated 

signals. 

c) Fully Connected (FC) layer, with two nodes, 

which also performs an inner product and 

classification (attack or not attack attempt) 

of the input image using the softmax 

function. 

 The convolution operation can be written as: 

    Ci(p) =  

∀q∈N(p)LBP(I(q))·Ki(j)------(1) 

q belonging to the neighborhood of pixel; 

 p = (xp,yp), i.e., q ∈ N(p) in original image I (also 

considering p∈N(p));  

Ci(p) means the value in the corresponding position 

to p in the output feature map Ci, 

 with i = 1,2,...,20; and Ki(j). 

 . The max-pooling operation can be written 

as:   

     

 Pi(r) =max{Ci(s)}∀s∈N(r) -------(2) 

 s=(xs,ys), represents the value in position s 

belonging to the neighborhoods; 

 r = (xr,yr), i.e., s∈N(r), in feature map; 

 Ci (generated in the previous convolution step), with 

i=1,2,...,20 (also considering r ∈N(r));  

Pi(r) means the value in the corresponding position to 

r in the new output feature map Pi.  

 At the top of the network there are a 

Rectified Linear Unit (ReLU) and a Fully 

Connected (FC) layers. The ReLU layer 

actuates by performing an inner product 

http://jespublication.com/


 

Vol 11, Issue 4 , April/ 2020 

ISSN NO: 0377-9254                                  

  

 

www.jespublication.com Page No:509 

  
 

 

with the 13 × 13 structures and by rectifying 

the signal obtained, not propagating negative 

values, following Eq. 3: 

 ReLU(t) = max{0;t}    (3) 

where t corresponds to the weighted sum of the 

signals from the neurons of the previous layer of the 

LBPnet (values in the 13 × 13 feature maps). 

 Inner product operation and applying the 

softmax function for defining their 

activations, which is 

 sk = e^uk/(e^u0+e^u1) -------(4) 

Sample  Code: 

 

# construct the argument parser and parse the 

arguments 

ap = argparse.ArgumentParser() 

ap.add_argument("-d", "--dataset", required=True, 

 help="path to input dataset") 

ap.add_argument("-m", "--model", type=str,  

required=True, 

 help="path to trained model") 

ap.add_argument("-l", "--le", type=str,  

required=True, 

 help="path to label encoder") 

ap.add_argument("-p", "--plot", type=str,  

default="plot.png", 

 help="path to output loss/accuracy plot") 

args = vars(ap.parse_args()) 

# initialize the initial learning rate, batch size, and 

number of 

# epochs to train for 

INIT_LR = 1e-4 

BS = 8 

EPOCHS = 50 

# grab the list of images in our dataset directory, then 

initialize 

# the list of data (i.e., images) and class images 

print("[INFO] loading images...") 

imagePaths = 

 list(paths.list_images(args["dataset"])) 

data = [] 

labels = [] 

for imagePath in imagePaths: 

# extract the class label from the filename, load the 

image and 

# resize it to be a fixed 32x32 pixels, ignoring aspect 

ratio 

 label = imagePath.split(os.path.sep)[-2] 

 image = cv2.imread(imagePath) 

 image = cv2.resize(image, (32, 32)) 

# update the data and labels lists, respectively 

 data.append(image) 

 labels.append(label) 

 

5. RESULTS 

 

The NUAA photo data base is collected using several 

webcams from an electronic market. The database is 

collected in three forms in an interval of two weeks 

between two sessions and the condition of every 

single session is different. The 15 subjects that are 

given were numbered from 1 to 15 and every single 

session takes the images of together the subjects that 

are live with their photographs. The sample images 

from the three sessions are obtained from the 

database. The left side reveals the actual image of 

human whereas the right one is the photograph of the 

person. There will be alterations in appearance for the 

recognition system. Database contains all the colour 

images with the same value of pixels. Each subject 

from every session use webcams to capture series of 

data images. During image capturing, each subject 

sees webcam with neutral expression. In this way live 

human looks like a photo.  

 

 

Fig. 6 Example of face image dataset 
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In order to collect the sample of the photo, highly 

defined photo for each subject use camera to take two 

by third of the overall region of the picture. There are 

different ways in which the photos are generated, 

firstly photos are printed on piece of paper with 

common size.  

 

                                 Fig. 7 Example of Dissimilar Attacks in Image Datasets  

It implies that if an intruder wants access to the 

authorised system, then using these dissimilar attacks 

it could have been possible. However, anti-spoofing 

techniques ensure that these attacks can be detected 

and corrected efficiently. 

 

Fig : 8 ROC curve 

Regarding the ROC curves, Fig. 7 shows the True 

Acceptance Rate (TAR) versus the False Acceptance 

Rate (FAR) of: (i) SVM; (ii) J48; (iii) MD; (iv) the 

best method of the original paper of the NUAA 

dataset - this best approach works on Different 

images  

6. CONCLUSION 

In this brief, two LBP-based Convolutional Neural 

Networks, LBPnet and n-LBPnet, are  proposed for 

spoofing detection in face recognition systems, which 

presented great results on the NUAA spoofing 

dataset, outperforming other assessed state-of-the-art 
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techniques. With the highest ROC curves, low EER 

as well as high accuracy, the proposed LBPnet and n-

LBPnet networks configure effective alternatives for 

spoofing detection in real face recognition 

applications of nowadays. Besides of presenting great 

results, the proposed methods are more efficient than 

other state-of the-art techniques that combine lots of 

handcrafted informationto detect attacks. Our 

approaches use the LBP descriptor with a single 

neighborhood, a forward bottom-up pass and simple 

softmax neurons at the top for detecting spoofing 

attempts quickly, being more suitable for real time 

applications. Based on all this it is possible to 

conclude that deep texture features are rich sources of 

information for face spoofing detection, propiciating 

better results than handcrafted ones (or even 

combination of them, which may become 

impractical). The integration of the LBP descriptor in 

a deep learning architecture is a suitable and robust 

alternative to prevent such criminal activities. 
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