
 

Vol 11, Issue 4 , April/ 2020 

ISSN NO: 0377-9254                                  

  

 

www.jespublication.com Page No:550 

  

 

 

NETWORK INTRUSION DETECTION WITH FEATURE 

SELECTION TECHNIQUES USING GRADIENT BOOSTING 

(GB) WITH DECISION TREE (DT) 

G. Sri Divya1, M. Pooja Sree2, K. Triveni3, R. Sowjanya4, G.V.Vidya Lakshmi5 

1,2,3,4 IV B.Tech, Department of Information Technology, Vignan’s Nirula Institute of Technology 

& Science for Women, Peda Palakaluru, Guntur-522009, Andhra Pradesh, India. 

5Asst.Professor, Department of Information Technology, Vignan’s Nirula Institute of Technology 

& Science for Women, Peda Palakaluru, Guntur-522009, Andhra Pradesh, India. 

vidya.guggilam@gmail.com 

ABSTRACT 

In the present web promoting exercises, the extortion 

expands the quantity of dangers for internet 

showcasing, publicizing industry and e-business. The 

snap extortion is viewed as one of the most basic 

issues in web based promoting. Regardless of 

whether the online publicists put forth changeless 

attempts to improve the traffic sifting strategies, they 

are as yet searching for the best insurance techniques 

to distinguish click cheats. Consequently, a viable 

extortion identification calculation is fundamental for 

internet publicizing organizations. Machine Learning 

has been broadly utilized in numerous mechanical 

finding fields. Increasingly more consideration has 

been paid to the deficiency finding techniques 

dependent on Machine Learning .To address this 

worry, the solid classifier to improve the 

characterization precision and diminish the 

speculation blunder, in any case, a large portion of 

the lift calculations are touchy to anomalies and 

negatively affects the frail classifier. Here we are 

proposing joined Gradient Boosting (GB) with 

Decision Tree (DT), proposing a GBDT calculation, 

which has adequately tackled the issue of highlight 

change intricacy for Intrusion Detection System 

using NSL-KDD data set. 

Keywords: Gradient Boosting (GB) with Decision 

Tree (DT), Intrusion Detection System(IDS), NSL-

KDD data set. 

 

1. INTRODUCTION 

Networks have increasing influences on modern life, 

making cyber security an important field of 

research[1]. Cyber security techniques mainly 

include anti-virus software, firewalls and intrusion 

detection systems (IDSs). These techniques protect 

networks from internal and external attacks. Among 

them, an IDS is a type of detection system that plays 

a key role in protecting cyber security by monitoring 

the states of software and hardware running in a 

network. The first intrusion detection system was 

proposed in 1980[2]. Since then, many mature IDS 

products have arisen[41]. However, many IDSs still 

suffer from a high false alarm rate, generating many 

alerts for low nonthreatening situations, which raises 

the burden for security analysts and can cause 

seriously harmful attack to be ignored[3]. Thus, many 

researchers have focused on developing IDSs with 

higher detection rates and reduced false alarm rates. 

Another problem with existing IDSs is that they lack 

the ability to detect unknown attacks. Because 

network environments change quickly, attack 

variants and novel attacks emerge constantly[4][42]. 

Thus, it is necessary to develop IDSs that can detect 

unknown attacks[43][44].  

To address the above problems, researchers have 

begun to focus on constructing IDSs using machine 

learning methods[45]. Machine learning is a type of 

artificial intelligence technique that can 

automatically discover useful information from 

massive datasets [5]. Machine learning-based IDSs 
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can achieve satisfactory detection levels when 

sufficient training data is available, and machine 

learning models have sufficient generalizability to 

detect attack variants and novel attacks[6]. In 

addition, machine learning-based IDSs do not rely 

heavily on domain knowledge; therefore, they are 

easy to design and construct[46].  

         Deep learning is a branch of machine learning 

that can achieve outstanding performances. 

Compared with traditional machine learning 

techniques, deep learning methods are better at 

dealing with big data[7]. Moreover, deep learning 

methods can automatically learn feature 

representations from raw data and then output results; 

they operate in an end-to-end fashion and are 

practical[47][48]. One notable characteristic of deep 

learning is the deep structure, which contains 

multiple hidden layers[8]. In contrast, traditional 

machine learning models, such as the support vector 

machine (SVM) and k-nearest neighbor (KNN), 

contain none or only one hidden layer[9][10]. 

Therefore, these traditional machine learning models 

are also called shallow models. The purpose of this 

survey is to classify and summarize the machine 

learning-based IDSs proposed to date, abstract the 

main ideas of applying machine learning to security 

domain problems, and analyze the current challenges 

and future developments.  

Feature selection is a preprocessing phase to 

machine learning, which leads to increase the 

classification accuracy and reduce its 

complexity[11]. However, the increase of data 

dimensionality poses a challenge to many existing 

feature selection methods. 

 

Figure1: Subset selection process. 

2. LITERATURE SURVEY 

With the rapid development of information 

technology in the past two decades. Computer 

networks are widely used by industry, business and 

various fields of the human life[12]. Therefore, 

building reliable networks is a very important task 

for IT administrators. On the other hand, the rapid 

development of information technology produced 

several challenges to build reliable networks which 

is a very difficult task[13]. There are many types of 

attacks threatening the availability, integrity and 

confidentiality of computer networks[14]. The 

Denial of service attack (DOS) considered as one of 

the most common harmful attacks. There several are 

types of R2L attacks e.g. SPY and PHF, these types 

of attacks aim to prepare illegal access to the 

network resources [15][16]. 

The statistical analysis showed that there are 

important issues in the data set which highly affects 

the performance of the systems, and results in a very 

poor estimation of anomaly detection approaches. To 

solve these issues, a new data set as, NSL-KDD [6] is 

proposed, which consists of selected records of the 

complete KDD data set[17]. The advantage of NSL 

KDD dataset is 1. No redundant records in the train 

set, so the classifier will not produce any biased 

result 2. No duplicate record in the test set which 

have better reduction rates. 3. The number of selected 

records from each difficult level group is inversely 

proportional to the percentage of records in the 

original KDD data set[18][19]. The training dataset is 

made up of 21 different attacks out of the 37 present 

in the test dataset. The known attack types are those 

present in the training dataset while the novel attacks 

are the additional attacks in the test dataset i.e. not 

available in the training datasets[20]. The attack 

http://jespublication.com/


 

Vol 11, Issue 4 , April/ 2020 

ISSN NO: 0377-9254                                  

  

 

www.jespublication.com Page No:552 

  

 

 

types are grouped into four categories: DoS, Probe, 

U2R and R2L. Table 1 shows the major attacks in 

both training and testing dataset [21]. 

Machine learning can appear in many guises. We 

now discuss a number of applications, the types of 

data they deal with, and finally, we formalize the 

problems in a somewhat more stylized fashion[22]. 

The latter is key if we want to avoid reinventing the 

wheel for every new application. Instead, much of the 

art of machine learning is to reduce a range of fairly 

disparate problems to a set of fairly narrow 

prototypes. Much of the science of machine learning 

is then to solve those problems and provide good 

guarantees for the solutions[23]. 

In the literature, we find out that the use of the 

modern machine learning algorithm LightGBM was 

used in a study made by R S M Lakshmi Patibandla 

et al. (2018) to predict the default risk of loan 

projects in P2P (Peer-to-peer) platforms based on the 

real transaction data of Lending club, which is the 

largest globally operated P2P platform; and in 

another study made by R S M Lakshmi Patibandla 

(2018) that designed an accurate, efficient and 

scalable online fraud detecting mechanism by 

delivering a behavior language processing (BLP) 

framework[24][25]. Both studies used huge datasets 

in their experiments and the results demonstrated that 

LightBGM exhibits powerful advantages like high 

performance, reliability and availability over 

traditional logistic regression models. Also, the 

literature states that gradient boosting decision tree 

(GBDT) is a widely-used machine learning 

algorithm, due to its efficiency, accuracy, and 

interpretability[26].  

 

3.  PROPOSED METHOD 

The proposed method uses Gradient Boosting (GB) 

with Decision Tree (DT), proposing a GBDT 

algorithm[27], which has effectively solved the 

problem of feature transformation complexity for 

Intrusion Detection System 

   LightGBM can be divided into three main 

categories (Ke et al., 2017):  

feature parallelism – which is used concurrently in 

scenes with many features  

data parallelism – which is applied in scenes with 

large amounts of data  

Voting parallel – which is applied in situations where 

there are many features and votes. 

 

Over the dataset, we perform feature analysis to 

understand more about the data, to spot possible 

patterns and to decide on possible feature 

engineering[28][29]. Whenever we add a new feature 

in the train dataset, we have to create the same 

feature in the test dataset. To avoid duplicate coding, 

we will keep the dataset as initial before we do 

anything with the features. Thus, from the original 

features (ip, OS, app, device, channel, click_time), 

we calculated time (extracted from click_time), count 

(grouped by multiple features), group by | count 

unique values for (ip – calculate unique channel; ip, 

day calculate unique hour etc.), group by (ip, day, 

channel) and calculate variance for hour etc[30] Also, 

we accumulated the values per category – combined 

(ip, app, device, os) – and calculated, based on 

click_time, the next_click sequence. The result of this 

conducted 26 features calculated from which we 

selected a total of 19 features[31][32]. 
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Table 1: Parameters considered 

LightGBM achieves algorithm control and 

optimization through the following main parameters; 

parameters that we also used in our experiment: 

num_leaves – the number of leaves per tree 

learning_rate[33] – the learning rate of the algorithm 

max_depth – maximum learning depth of the 

algorithm, when max_depth < 0 there is no limit on 

the learning depth min_data – the minimum number 

of data in a leaf that can be used to control the fitting 

phenomenon feature_fraction – the proportion of the 

selected feature to the total of number of features, 

ranging from 0 to 1[34][35]. 

   

When feature_fraction < 0, the algorithm randomly 

selects partial features at each iteration, and 

feature_fraction is used to control the ratio of the 

total number of characteristics. This parameter can be 

used in order to accelerate the training speed and the 

control of overfitting bagging_fraction – the ratio of 

the selected data to the total data, ranging from 0 to 

1[36].  

 

It is similar to the feature_fraction but is 

randomly and not repeatedly selected and must be 

greater than 0[37]. This parameter can be used to 

accelerate the training speed as feature_fraction 

parameter and the control over the fitting 

phenomenon. In the study of Yu Wang (2007) and 

Xiaojun et al. (2018), we can find some advantages 

for this algorithm like: Fast training speed – 

LightGBM buckets continuous feature values into 

discrete bins to accelerate the training procedure Low 

memory consumption – it replaces continuous values 

using discrete bins to reduce memory usage Higher 

accuracy – it can produce much more complex trees 

by following a leaf-wise split approach[38], which is 

the main reason for achieving higher accuracy Good 

model precision Parallel learning support – it 

supports both feature parallel and data parallel GPU 

support – makes training even faster Fast when 

dealing with big data[39][40]. 
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Sample code 

 

4. RESULTS 

 The updated algorithm measures the relation between different attributes by applying the correlation 

formula Corr(Xi, C).  

 

Figure2: Correlation between attributes 
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4.1 Test and Train attributes after cleaning 

 

5. Prediction on Test 

 

Figure3: Receiver Operating Characteristic 
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Figure 4: Comparision of test accuracy for different classes of attacks 

6. CONCLUSION 

This study worked on issue related to 

Gradient boosting classifier it assume strong 

feature independence between attributes .The 

performance comparison amongst different 

classifiers with proposed classifier is made in 

order to understand their effectiveness in terms 

of various performance measures. From results, 

it is clear that every attributes in data set is not 

of equal importance, as we can ignore some 

attributes over others which does not involve 

much in intrusion detection. So this study has 

applied the feature selection techniques and 

found better results than before. In future we 

will try to implement feature selection using 

soft computing techniques to identify intrusion 

in adaptive heterogeneous environment.  
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