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Abstract: This review paper provide a broad 

overview of Risk and Threat involved for 

unaudited unauthorized users within an 

organization. Initially computer systems had low 

security and there was less probability of cyber 

threat as well. But with the increase of data over 

internet and cloud system, the importance of data 

and its security was truly realized [4]. In the 

beginning data was consider to be useful but not 

something that to be protected from unauthorized 

access.  

The internet is evolved as amazingly useful 

and versatile tool that has become indispensably, 

while taking care to protect yourself and your data 

and you will continue to find it a valuable resource. 

A proper monitoring and Auditing of unauthorized 

windows account can protect our data from 

unauthorized access. Identity Lifecycle 

management is the most important part to protect 

data[16]. A terminated or inactive accounts must not 

have active windows account to login. Which an 

unauthorized user can use to login and steal 

important data of organization [15].  

Keywords: - Auditing Users Lifecycle, Active 

Accounts for Inactive Users. Unauthorized Access 

Threat, Terminated User Accounts.  Account 
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I. INTRODUCTION 

Identity Life Cycle Management: Identity Life 

Cycle Management is very important tool now a days 

which can help to monitor and audit users within an 

organization[15]. These tools focuses to manage users 

of an organization from there onboarding to 

terminations within the system. During the life cycle 

of an Identity it keeps track of assets available to the 

identities and accesses available to the users. These are 

being used to protect data from unauthorized access, 

change or destruction. Government, military, hospitals 

and other businesses. With the growing volume and 

sophistication of cyber-attacks. Ongoing attention is 

required to protect sensitive business and personal 

information as well as safeguard national security [8].  

In this review we are trying to mitigate the threat raised 

because of unauthorized account at Source, which is 

major threat for the organization and very high risk to 

the data.  

The internet is evolved as amazingly useful and 

versatile tool that has become indispensably, while 

taking care to protect yourself and your valuable data 

[9]. A proper monitoring and Auditing of unauthorized 

windows account can protect our data from hacker. 

There are top 6 cyber-security actions. To protect the 

data we use personal Firewalls, Prevent Identity Theft, 

Run Anti-virus Software, Avoid Spyware, Protect 

Passwords, Back up Important Files and Most 

Important is to protect data from the users which were 

part of the security system but now no longer exist and 

must be prevented to login into the system. 

 

Figure 1: Lifecycle of an Identity 
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II. LITERATURE REVIEW 

 

Until today, there has been a lot of work and review 

done to protect the data from the outsider and hackers 
[5]. With the growing threat of data security internal 

users are also a major threat to privacy and data is not 

any proper way to monitor the inactive accounts and 

their licenses [6]. It is still a manual process by Active 

Directory and Windows team to monitor such 

terminated or deprovisioned users within 

organization[8]. A broad review was done by Mark 

Russinovich, Byron Hynes[3] and other researcher to 

manage users account on windows server. 

II. A.  Prior Work 

Microsoft has itself developed many tools to manage 

the users and their lifecycle within their domain. Later 

SolarWinds, ManageEngine and WiseSoft [4] created 

their own customized tools to manage and perform 

individual task within the platform like account 

auditing, password management and bulk user 

management [6]. 

Disadvantage of all these solutions are like they can 

only look for the data within their platform only and 

they need to be depended on the data provided to them 

by HR system and later they can manually verify or 

validate users access or license on Active Directory 

side. 

As per existing architecture HR system like workday 

sends users onboarding and off boarding details to 

IDM and Active Directory and they perform the 

process to make the users active or inactive. 

 

Figure 2: Existing User Management Process 

 

Major drawback of the process is unaudited users at 

active directory i.e. at source. In case of any technical 

failure in the process can leave the account active at 

the Active Directory[7]. Such users are big threat to the 

organizational data. They can login to the system even 

after their terminations and they can steal sensitive 

information.  

Sailpoint [15]: - Now a days Sailpoint is one of the most 

trending IDM tool which is being used to manage 

user’s lifecycle within the organization. It’s 

Governance and Reporting tools can be used to 

provision - deprovision and audit the users’ access 

over the system. Sailpoint group provisioning features 

can be used to track the license for active directory 

accounts. 

Figure 3: Account Management by IDM 
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These access management tools can be effectively 

used to track provisioning and terminations of 

account. We can leverage the facilities and it can be 

enhanced to implement the functionality to 

monitor/audit terminated user using an active AD 

users groups. 

III. PRESENT WORK 

Identity Management Tools like Sailpoint facilities 

can be enhanced to leverage the governance module to 

properly audit the user’s accounts after their 

termination from the organization. Following are the 

enhancement and functionalities added in the work:- 

i) Proper account certification and review 

process 

ii) Group based Active Directory license 

process to audit users 

iii) Time based email notification process to  

verify accounts 

iv) Remove accounts from license groups 

Above mentioned approach provide double layered 

security, which can help to identify unauthorized users 

within the organization and the security risk can be 

removed or mitigated easily. 

 

A new AD license group which is managed by Identity 

Management Application [3]. Our new implementation 

will look for all users under the license group against 

their employment status in Identity Management 

Application. It will help us to identify possible threat 

like users terminated in HR System but still active 

accounts to login. 

Once identifying the possible security threats a 

notification to the manager of account owner is sent to 

verify and user is removed from license group and 

account is deactivated. 

 

Figure 4: Current Flow and User Management 

In the current work we have enhanced IDM 

application to use additional license group to keep 

track of internal users within the organization. This 

group will be validated against user’s employment 

status in IDM application and any discrepancies will 

be fixed after notification. 

Current work will validate users’ status in License 

group and IDM application and based on users status 

in HR system there access will be revoked or granted 

and a notification to the owners manager will be 

triggered for information. 

IV. CONCLUSION AND FUTURE 

WORK 

In this paper we have tried to implement more 

effective process to audit internal unauthorized users. 

We have used better technique and process to mitigate 

the threat for internal process. We have tried to 

overcome the existing issues and used better technique 

and implementation plan which includes effective 

account certification, new implementation to monitor 

internal users’ access using new license group. 

This review paper provides a novel solution to 

mitigate the threat raised within an organization due to 

unauthorized access. 
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