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Abstract— Internet of things have the ability to 

connect billions of things at the same time, which 

seeks to develop information sharing requirements 

that improve our daily lives. Owing to the 

accompanying growth of the importance of privacy, 

a great deal of attention has focused on the issues of 

secure management and robust access control of 

IoT devices. The design of a blockchain connected 

gateway which adaptively and securely maintains 

user privacy preferences for IoT devices in the 

blockchain network also individual privacy leakage 

can be prevented. A robust digital signature 

mechanism is proposed for the purposes of 

authentication and secure management of privacy 

preferences. A secured payment is done using the 

gateways. Blockchain network is adopted as the 

underlying architecture of data processing and 

maintenance to resolve privacy disputes.  

Keywords: Block chain technology, IOT, Digital 

Signature Algorithm (DSA) 

1. INTRODUCTION 

The blockchain for financial application is very 

important solution to improve privacy of the data. 

Earlier the sensor data stored in the accessed data via 

cloud. There are much chances that the service 

provider may change the data to make profit to some 

organization and because of that user may not receive 

correct data. Here the motivation is to protect data 

privacy and maintain transparency. Thus blockchain 

network is used as the underlying architecture for 

management of privacy preferences. That is, the 

proposed Blockchain Connected gateway uses 

blockchain technology to protect and manage the 

maintained user preferences from being tampered 

with. Therefore, the BC gateway enhances user 

privacy protection while legacy IoT devices are in 

use. In addition, the blockchain base user preferences 

management scheme is useful for solving disputes 

between user and IoT applications Providers when it 

comes to privacy practices. 

2. RELATED WORK 

Negotiation-based Privacy Preservation Scheme in 

Internet of Things Platform [4] 

Internet of things (IoT) brings forth a coupling 

among diverse sensors and diverse domains of 

applications and services. Sensors primarily provide 

the sensed observations, which are utilized by various 

applications and services. Applications are meant to 

serve personalized needs of the user, based on their 

various requirements. Therefore, in IoT, the 

challenge is to provide a platform to facilitate the 

interoperation among the diverse domains of 

applications, various heterogeneous devices such as 

sensors, actuators, gateways, and to preserve privacy 

while receiving and sharing the sensed observation 

from and with the multiple data sources and sinks. 

This paper discusses the characteristics and vision of 

the IoT system and presents a privacy preservation 

framework as a part of the IoT platform including a 

data masking tool for both privacy and utility 

preservation. The proposed framework provides 

negotiation– based architecture to find a solution for 

utility-privacy tradeoff in IoT data management. A 

case study on data privacy problem in e-health is 

presented along with a discussion for future research 

scope and conclusion. 

Privacy preservation in IoT system is one of the 

foremost challenges. In this paper, a negotiation-

based cooperative privacy preservation architecture 

operating on IoT system to find privacy-utility 
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tradeoff among users across various application 

domains, along with overview of functional 

components of IoT system, is presented. Two 

important use cases from two diverse domains, one 

from medical and another from energy are discussed 

here. These use cases show the magnitude of privacy 

preservation while implementing IoT based 

applications. The proposed privacy preservation 

architecture uses SafeMask from user-centric 

perspective, where the data producer and data 

consumer can negotiate on the final publication of 

data disclosure and perturbation format. The 

negotiator platform provides an interactive 

optimization-based solution. The main advantage of 

such a scheme is its practical viability and usability. 

This proposed method is generic and scalable in 

nature and can be adapted by different types of IoT 

applications. The proposed centralized architecture of 

privacy preservation makes the overall system 

immune to different security threats as well as helps 

in maintainability. The preservation of privacy is 

equally important from both data producer and data 

consumer side. Important aspects are also discussed 

in this regard. 

A User-Friendly Privacy Framework for Users to 

Achieve Consents With Nearby BLE Devices [5] 

The deployment of IoT devices with significant data 

collection capabilities around the world raises 

concerns about user privacy. People are worried 

about ubiquitous IoT devices collecting and sharing 

their data with unknown parties without their 

awareness or consent. Currently, several 

governmental agencies have stated that IoT service 

providers should obtain user consent before 

collecting and using their personal data. However, to 

the best of our knowledge, there is no standard means 

for users to reach agreements on privacy practices for 

IoT applications. Among different types of IoT 

applications, this paper focuses on the scenario in 

which people use their personal smartphones to 

access nearby IoT devices via Bluetooth Low Energy 

(BLE). To address the privacy issue in the scenario, 

this paper proposes a privacy preferences expression 

framework for BLE-based applications named 

PrivacyBat. The framework defines specifications for 

users to achieve agreements on privacy practices with 

nearby BLE devices. In addition, this framework 

provides guidelines for a device to process user 

requests according to the agreement. To demonstrate 

how the framework operates, this paper further 

provides a proof of concept implementation. As the 

proposed framework can improve the privacy policy 

agreement process in IoT applications, this paper can 

hopefully contribute to increasing user trust in IoT 

applications. 

To provide a user-friendly means for users to achieve 

agreement on privacy practices with nearby BLE-

based IoT devices, this study has proposed a 

Framework of Privacy Preferences Expression for 

BLE-based applications called PrivacyBat. The 

PrivacyBat framework provides a standard means for 

users to discover nearby devices and obtain device 

information along with associated privacy policies. In 

addition, the framework defines machine-processable 

ontologies of device information and privacy 

policies. Therefore, application developers can 

develop applications to display device information 

and privacy policies of nearby devices as user 

notifications. Moreover, the proposed framework 

offers the Privacy Preference Expression GATT 

service.  

 

Fig.1: PrivacyBat framework 

A PrivacyBat compatible device should implement 

this service. Consequently, a user can connect to a 

PrivacyBat compatible device and express their 

preferences for received privacy policies through 

such a service. To demonstrate how the framework 

works, this study offers a proof of concept 

implementation and performs experiments to evaluate 
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the performance of major operations. Experimental 

results indicate that the proposed framework can be 

implemented with commercially available products. 

As the proposed framework improves the process for 

IoT application providers to obtain user consent, this 

study can hopefully contribute to increasing user trust 

in IoT applications. This study has certain limitations 

that point the way toward future research. First, 

legacy BLE devices may not be able to support the 

proposed framework. To address the issue, a gateway 

can be developed to connect to the legacy devices 

and provide the privacy preference expression 

services their behalf. Users can store their privacy 

preferences in the gateway. Therefore, when users 

wish to access the devices through the gateway, the 

gateway can play the role of a gatekeeper to control 

whether users can access the devices based on their 

preferences. In this case, designing and implementing 

such a gateway would be a challenging task. Second, 

this study only developed an experimental 

smartphone application to validate the proposed 

framework.  

3. FRAMEWORK 

In this project author is describing concept to provide 

security for payment processing involved in IOT 

devices and their service usage by applying 

Blockchain technology. Blockchain is a secured 

distributed cryptographic hashing technique which 

maintain transaction in a transparent and unalterable 

format. It maintains block of chained transaction and 

keeps on validating old and new transaction and if 

old hash matched then only transaction will be 

consider as successfully verified. All users 

transaction will be privacy protected and this same 

technique applied in this project to secure payment 

process happen between users and company services. 

All data in this project saved inside Blockchain and 

authentication and privacy will be performed by 

using DSA (digital signature Algorithm) & SHA 

hashing technique. 

The IoT device administrator will create a smart 

contract for the device and use this contract to 

manage device’s information (device name, device 

type, features and so on) and privacy policies of the 

devices. The blockchain gateway (BC gateway) 

administrator can also create a smart contract for the 

gateway. After the gateway connected with the IoT 

device physically, the BC gateway administrator will 

link the smart contract of the device to the smart 

contract of the gateway. 

 

Fig.2: System model 

In this architecture, service providers will register 

with the application and then login to application to 

perform activities such as Adding Services with IOT 

devices and view account balance and subscribe 

users. User will subscribe to service providers to 

access their IOT devices data. Sensors will sense data 

and send to IOT devices and IOT devices will send to 

Blockchain for storage. Service user will register 

with application and then login to application to 

perform activities such as Viewing List of Service 

Providers, Subscribing to IOT services, View data of 

sensors and IOT by sending request to Blockchain. 

Here we are using Digital Signature Algorithm 

(DSA) to establish this architecture. The DSA 

algorithm works in the framework of public-key 

cryptosystems and is based on the algebraic 

properties of the modular exponentiations, together 

with the discrete logarithm problem. Messages are 

signed by the signer’s private key and the signatures 

are verified by the signer’s corresponding public key. 

The digital signature provides message 

authentication, integrity and non-repudiation. 
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4. EXPERIMENTAL RESULTS 

 

Fig.3: Index page 

 

Fig.4: Service provider screen 

 

Fig.5: Service user screen 

5. EXTENSION 

In this project as extension we are adding service 

recommendation system when high performing 

services will be recommended to the user from high 

to low ratings. In this application we will allow all 

users who already access the services to give rating to 

the used services. If user is satisfied with the services 

then he will give high rating to the user and the new 

users will easily understand which service they have 

to subscribe by viewing their ratings and cost. 

 

Fig.6: Extension screen 

6. CONCLUSION 

To enable IoT service providers to obtain user 

consent on privacy policies without modifying (or 

replacing) legacy IoT devices immediately, this study 

has proposed the Blockchain Connected Gateway. 

The BC gateway plays the role of a mediator between 

users and IoT devices: users can obtain the device 

information and privacy policies of an IoT device 

connected to a BC gateway and access the device via 

the BC gateway rather than accessing the device 

directly. Therefore, the BC gateway can prevent the 

device from obtaining sensitive personal data unless 

users accept the privacy policies of the device. 

Moreover, the BC gateway will store a user’s 

preference regarding privacy policies in the 

blockchain network. Because data stored in the 

blockchain network are tamper resistant, user 

preference data stored in the blockchain network can 

be utilized to resolve disputes between users and IoT 

service providers. Therefore, this paper can 

contribute to improving user privacy and trust in IoT 

applications while legacy IoT devices are still in use. 
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