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Abstract – Enabling cryptographically enforced access 

controls for data hosted in untrusted cloud is attractive 

for many users and organizations. However, designing 

efficient cryptographically enforced dynamic access 

control system in the cloud is still challenging. In this 

paper, we propose Cryptographically enforced access 

controls, a system that provides practical cryptographic 

enforcement of dynamic access control. 

Cryptographically enforced access controls revokes 

access permissions by delegating the cloud to update 

encrypted data. In Cryptographically enforced access 

controls, a file is encrypted by a symmetric key list 

which records a file key and a sequence of revocation 

keys. In each revocation, a dedicated administrator 

uploads a new revocation key to the cloud and requests 

it to encrypt the file with a new layer of encryption and 

update the encrypted key list accordingly. 

Cryptographically enforced access controls propose 

three key techniques to constrain the size of key list and 

encryption layers. As a result, Cryptographically 

enforced access controls  enforces dynamic access 

control that provides efficiency, as it does not require 

expensive decryption/reencryption and uploading/re-

uploading of large data at the administrator side, and 

security, as it immediately revokes access permissions. 

Index terms – User Revocation, cloud computing, 

Access Control. 

I. INTRODUCTION 

With the considerable advancements in cloud 

computing, users and organizations are finding it 

increasingly appealing to store and share data through 

cloud services. Cloud service providers (such as 

Amazon, Microsoft, Apple, etc.) provide abundant 

cloud based services, ranging from small-scale personal 

services to large-scale industrial services. However, 

recent data breaches, such as releases of private photos, 

have raised concerns regarding the privacy of cloud-

managed data. Actually, a cloud service provider is 

usually not secure due to design drawbacks of software 

and system vulnerability. As such, a critical issue is 

how to enforce data access control on the potentially 

untrusted cloud. 

In response to these security issues, numerous works 

have been proposed to support access control on 

untrusted cloud services by leveraging cryptographic 

primitives. Advanced cryptographic primitives are 

applied for enforcing many access control paradigms. 

For example, attribute-based encryption (ABE) is a 

cryptographic counterpart of attribute-based access 

control (ABAC) model.  

However, previous works mainly consider static 

scenarios in which access control policies rarely 

change. The previous works incur high overhead when 

access control policies need to be changed in practice. 

At a first glance, the revocation of a user’s permission 

can be done by revoking his access to the keys with 

which the files are encrypted. This solution, however, is 

not secure as the user can keep a local copy of the keys 

before the revocation. To prevent such a problem, files 

have to be re-encrypted with new keys. This requires 

the file owner to download the file, re-encrypt the file, 

and upload it back for the cloud to update the previous 

encrypted file, incurring prohibitive communication 

overhead at the file owner side. 

Currently, only a few works investigated the problem of 

dynamic data access control. Garrison et al. proposed 

two revocation schemes. The first scheme requires an 

administrator to re-encrypt file with new keys as 

discussed above. This scheme incurs a considerable 

communication overhead. Instead, the second scheme 

delegates users to re-encrypt the file when they need to 

modify the file, relieving the administrator from re-

encrypting file data by itself. This scheme, however, 

comes with a security penalty as the revocation 
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operation is delayed to the next user’s modification to 

the file. As a result, a newly revoked user can still 

access the file before the next writing operation. Wang 

et al. proposed another revocation scheme, in which the 

symmetric homomorphic encryption scheme is used to 

encrypt the file. Such a design enables the cloud to 

directly re-encrypt file without decryption. However, 

this scheme incurs expensive file read/write overhead 

as the encryption/decryption operation involves 

comparable overhead with the public key encryption 

schemes. 

To overcome these problems, we present 

Cryptographically enforced access controls , a 

cryptographically enforced dynamic access control 

system on untrusted cloud. Cryptographically enforced 

access controls delegates the cloud to update encrypted 

files in permission revocations. In Cryptographically 

enforced access controls, a file is encrypted by a 

symmetric key list which records a file key and a 

sequence of revocation keys. In a revocation, the 

administrator uploads a new revocation key to the 

cloud, which encrypts the file with a new layer of 

encryption and updates the encrypted key list 

accordingly. Same as previous works we assume a 

honest-but-curious cloud, i.e., the cloud is honest to 

perform the required commends (such as re-encryption 

of files and properly update previous encrypted files) 

but is curious to passively gathering sensitive 

information. 

II. BACKGROUND WORK 

Current cryptographically enforced access control 

schemes can be classified as follows. 

Hierarchy access control: Gudes et al. explore 

cryptography to enforce hierarchy access control 

without considering dynamic policy scenarios. Akl et 

al. propose a key assignment scheme to simplify key 

management in hierarchical access control policy. Also, 

this work does not consider policy update issues. Later, 

Atallah et al. propose a method that allows policy 

updates, but in the case of revocation, all descendants 

of the affected node in the access hierarchy must be 

updated, which involves high computation and 

communication overhead. 

Role based access control: Ibraimi et al. 

cryptographically support role based access control 

structure using mediated public encryption. However, 

their revocation operation relies on additional trusted 

infrastructure and an active entity to re-encrypt all 

affected files under the new policy. Similarly, Nali et al. 

enforce role based access control structure using public-

key cryptography, but requires a series of active 

security mediators. Ferrara et al. define a secure model 

to formally prove the security of a cryptographically 

enforced RBAC system. They further show that an 

ABE-based construction is secure under such model. 

However, their work focuses on theoretical analysis.  

Attribute based access control: Pirretti et al. propose 

an optimized ABE-based access control for distributed 

file systems and social networks, but their construction 

does not explicitly address the dynamic revocation. 

Sieve is a attribute based access control system that 

allows users to selectively expose their private data to 

third web services.  Sieve uses ABE to enforce attribute 

based access policies and homomorphic symmetric 

encryption to encrypt data. With homomorphic 

symmetric encryption, a data owner can delegate 

revocation tasks to the cloud assured that the privacy of 

the data is preserved. This work however incurs 

prohibitive computation overhead since it adopts the 

homomorphic symmetric encryption to encrypt files. 

Access matrix: GORAM allows a data owner to 

enforce an access matrix for a list of authorized users 

and provides strong data privacy in two folds. First, 

user access patterns are hidden from the cloud by using 

ORAM techniques. Second, policy attributes are hidden 

from the cloud by using attribute-hiding predicate 

encryption. The cryptographic algorithms, however, 

incur additional performance overhead in data 

communication, encryption and decryption. Also, 

GORAM does not support dynamic policy update. Over 

encryption is a cryptographical method to enforce an 

access matrix on outsourced data. Over-encryption uses 

double encryption to enforce the whole access matrix. 

As a result, the administrator has to rely on the cloud to 

run complex algorithms over the matrix to update 

access policy, assuming a high level of trust on the 

cloud. 

III. PROPOSED WORK 

Our system model is depicted in Figure 1. We consider 

a scenario where companies contract with a commercial 

cloud provider (e.g., Alicloud, Microsoft Azure) to 

outsource enterprise storage. There are three types of 

entities in our system model: a cloud provider, an 
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access control administrator, and a large number of 

users. The cloud provider is responsible for the data 

storage and management. The data includes file data of 

users in the company, as well as policy data regulating 

access policies for these files. Both the policy/file data 

are encrypted prior to being uploaded to the cloud 

provider. The access control administrator is 

responsible for managing access policies of the file 

data. It assigns/revokes access permissions by creating, 

updating, and distributing cryptographic keys used to 

encrypt files. Users may download any policy/file data 

from the cloud, but are only allowed to decrypt and 

read files according to their access permissions. 

 

Fig. 1: Cloud enabled data access control. 

Implementation Modules 

Cloud Server 

• In this module, cloud server can login to the system 

and view all users details, authorize them. 

• Cloud server view all users request and provide 

permission to access and search data. 

• He can also view the various reports. 

Data Owner: 

• In this module, Data owner register and login to the 

system. 

• He upload files to cloud before upload the data into 

cloud server data owner encrypts the data. 

• He view the uploaded files details and verify the 

file. 

End user 

• In this module, End User register and login to the 

system. 

• He can search the file and send request to cloud 

server. The cloud server check the permission  and 

provide the permission to the end user. 

• Then the end user decrypt and download the file 

and view the file information. 

To overcome above limitations, Cryptographically 

enforced access controls  develops new techniques 

using lightweight symmetric encryption scheme. In 

Cryptographically enforced access controls , a F tuple 

(file) is encrypted by a symmetric key list (k0, k1,..., kt) 

which records a file key k0 and a sequence of revocation 

keys k1,..., kt. Cryptographically enforced access 

controls  uses the innermost encryption layer to protect 

the file against the cloud provider and the outermost 

encryption layer to protect the file against revoked 

users. In the ith revocation, the administrator uploads a 

new revocation key ki to the cloud, which encrypts the 

file with a new layer of encryption. After this 

procedure, the revoked user cannot access the file as he 

cannot access ki. An illustrative example is shown in 

Figure 2. 

Compared with previous designs, Cryptographically 

enforced access controls  achieves efficient revocation, 

immediate revocation, and efficient file access 

simultaneously. For revocation efficiency, 

Cryptographically enforced access controls  incurs 

lightweight communication overhead at the 

administrator side as it does not need to download and 

re-upload file data but only needs to upload keys to the 

cloud. For immediate revocation, the permissions of 

users are immediately revoked as the files are re-

encrypted. For file access efficiency, the files are still 

encrypted by symmetric keys. 

 

Fig. 2: Example of Encryption Evolution 

In Cryptographically enforced access controls , users 

add files to the cloud provider by creating F tuples. The 

administrator assigns file permissions to roles by 

distributing file keys using FK tuples, and assigns users 

to roles by distributing role keys to users using RK 

tuples. 
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IV. RESULT ANALYSIS 

 

Fig. 3: Home Page 

 

Fig. 4: Cloud Server Login 

 

Fig. 5: View Data owners and Authorize 

 

Fig. 6: View Cloud Server Files 

 

Fig. 7: View Users Requests and Permit 

 

Fig. 8: View Users Search Request and Permit 

 

Fig. 9: View Data Access Control 

 

Fig. 10: View Attacker Details 
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Fig. 11: Admin Login 

 

Fig. 11: View User Data Access Control Request and 

Permit 

 

Fig. 12: Data owner Login 

 

Fig. 13: Upload File 

 

Fig. 14: End User Login 

 

Fig. 15: Request Search Permission 

 

Fig. 16: Request Data Access Control and Permit 

 

Fig. 17: view Request Responses 
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Fig. 18: Download Files 

V. CONCLUSION 

This project presented Cryptographically enforced 

access controls , a system that provides practical 

cryptographic enforcement of dynamic access control in 

the potentially untrusted cloud provider. 

Cryptographically enforced access controls  meets its 

goals using three techniques. In particular, we propose 

to delegate the cloud to update the policy data in a 

privacy-preserving manner using a delegation-aware 

encryption strategy. We propose to avoid the expensive 

re- encryptions of file data at the administrator side 

using an adjustable onion encryption strategy. The 

theoretical analysis and the performance evaluation 

show that Crypt- DAC achieves orders of magnitude 

higher efficiency in access revocations while ensuring 

the same security properties under the honest but- 

curious threat model compared with previous schemes. 

REFERENCES 

[1] Alien Technology, Morgan Hill, CA, USA, “Alien 

Technology,” [Online]. Available: 

http://www.alientechnology.com 

[2] EPCglobal, Brussels, Belgium, “Class 1 Generation 

2 UHF air interface protocol standard “Gen 2”,” 

[Online]. Available: 

http://www.epcglobalinc.org/standards/uhfc1g2 

[3] “Gen 2 RFID tools,” [Online]. Available: 

https://www.cgran.org/wiki/Gen2 

[4] Ettus Research, Santa Clara, CA, USA, “Ettus 

Research,” [Online].Available: 

http://www.ettus.com 

[5] “WISP platform,” [Online]. Available: 

http://wisp.wikispaces.com 

[6] M. Buettner and D. Wetherall, “An empirical study 

ofUHF RFIDperformance,” in Proc. ACM 

MobiCom, 2008, pp. 223–234. 

[7] J. I. Capetanakis, “Tree algorithms for packet 

broadcast channels,” IEEE Trans. Inf. Theory, vol. 

IT-25, no. 5, pp. 505–515, Sep. 1979. 

 [8] S. Chen, M. Zhang, and B. Xiao, “Efficient 

information collection protocols for sensor-

augmented RFID networks,” in Proc. IEEE 

INFOCOM, 2011, pp. 3101–3109. 

[9] T. Ring, Cloud computing hit by celebgate, 

http://www.scmagazineuk.com/cloud-computing-

hit-by-celebgate/article/370815/, 2015. 

[10] X. Jin, R. Krishnan, and R. S. Sandhu, A unified 

attribute-based access control model covering 

DAC, MAC and RBAC, in DDBSec, 2012. 

AUTHORS 

MURALIKRISHNA B has 

received his B.Tech in Computer 

Science and Engineering and 

M.Tech degree in Computer 

Science and Engineering from 

JNTU, Hyderabad in 2006 and 

JNTU, Anantapur in 2014 

respectively. He is dedicated to teaching field from the 

last 12 years. He has guided 20 P.G and 20(batch) U.G 

students. His research areas included AI,Data Mining 

and Computer Architecture,Cloud Computing. At 

present he is working as Assistant Professor in PBR 

Visvodaya Institute Of Technology And 

Science,Kavali, Andhra Pradesh, India. 

P. SUMASRI, pursuing B.Te-ch in 

Computer Science and Engineering 

(CSE) from PBR Visvodaya institute 

of technology and science, 

Kavali,Nellore (dt),Andhra Pradesh. 

 

 

G.MOUNIKA, pursuing B.T-ech in 

Computer Science and Engineering 

(CSE) from PBR Visvodaya institute 

of technology and science, Kavali, 

Nellore (dt), Andhra Pradesh. 

http://jespublication.com/


Vol 11, Issue 7,July/ 2020 

 ISSN NO: 0377-9254                                  

  

 

 

www.jespublication.com Page No:548 

   
 
 

  

 

I.V.S.L.PRASANTI, pursu-ing 

B.Tech in Computer Science and 

Engineering (CSE) from PBR 

Visvodaya institute of technology 

and science, Kavai, Nellore (dt), 

AndhraPradesh. 

B.VARALAKSHMI, pursu-ing 

B.Tech in Computer Science and 

Engineering (CSE) from PBR 

Visvodaya institute of technology 

and science, Kavali, Nellore 

(dt),AndhraPradesh. 

 

 

 

 

http://jespublication.com/

