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ABSTRACT:
Memories are in general protected with
error correction codes per word in order to
improve its reliability. The FPGA has been
involved in many safety and missioncritical applications in the last few
decades. FPGA designs are also critical to
errors and failures due to radiations. Faulttolerant systems should be designed to
overcome the effect of faults or failure
during the operation of the systems. Fault
tolerant techniques can detect the faults
and correct them, or mask the faults. The
overview of the most standard techniques
used for FPGA designs is described in the
paper. Hence for detecting and correcting
the consecutive errors as well as for
reducing the redundant bits, we propose
here VLSI architecture based on a simple
XOR operation over the least significant
bits. It is understood from the simulation
analysis that the proposed architecture
achieves low area, power, and delay with
an improved capability of error correction
and detection.
Index Terms— Field-programmable
gate arrays (FPGA), soft errors, ternary
content addressable memories (TCAM).
I.

INTRODUCTION

As CMOS technology scales down to nano
scale and memories are combined with an

www.jespublication.com

increasing number of electronic systems,
the soft error rate in memory cells is
rapidly increasing, especially when
memories operate in space environments
due to ionizing effects of atmospheric
neutron, alpha-particle, and cosmic rays.
In order to make memory cells as faulttolerant as possible, some error correction
codes (ECCs) have been widely used to
protect memories against soft errors for
years. For example, the Bose–Chaudhuri–
Hocquenghem codes, Reed–Solomon
codes, and punctured difference set (PDS)
codes have been used to deal with MCUs
in memories. But these codes require more
area, power, and delay overheads since the
encoding and decoding circuits are more
complex in these complicated codes.
The general idea for achieving error
detection and correction is to add some
redundancy (i.e., some extra data) to a
message, which receiver can use to check
consistency of the delivered message and
to picks up data determined to be corrupt.
Error detection and correction scheme can
be either systematic or non-systematic. In
a systematic scheme, the transmitter sends
the unique data, and attaches a fixed
number of check bits (or parity data),
which are derived from the data bits by
some deterministic algorithm. If only the
error detection is required, a receiver can
simple apply the same algorithm to the

received data bits and compare its output
with the received check bits; if the values
do not match, an error has occurred at
some point throughout the transmission.
Error-correcting codes are regularly used
in lower-layer communication, As well as
for reliable storage in media such as CDs,
DVDs, hard disks and RAM. Static RAM
based Field-Programmable Gate Arrays
(FPGAs) are most widely used in variety
of applications mainly due to short time-to
market time, flexibility, high density and
cost-efficiency. SRAM-based FPGA stores
logic cells configuration data in the static
memory organized as an array of latches.
FPGA is used for designing complex
digital circuits. Power consumption is also
reduced by using SRAM.
FPGA device customizable by SRAM
consists of an array of programmable logic
blocks interconnected by a programmable
routing network and I/O blocks. SRAMbased FPGA devices are becoming popular
because of their high performance, reduced
development cost and re programmability.
FPGAs based on a nanometer technology
with
denser
integration
schemes.
Memories are one of the most widely used
elements in electronic systems. Radiation
in the environment seriously affects the
functionality of a circuit.
Such errors in FPGA device affects the
functionality of the mapped design also
called as Soft errors. A soft error will not
damage a system's hardware; the only
damage is to the data that is being
processed in the memory. Some error
corrections codes like hamming [3], Triple
error correction [4], Bose Chaudhuri
Hocquenghem [5], Reed Solomon [6] and
other codes [7], [8] are proposed to deal
with the problems in memories. But these
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codes had a correction capability of up to 2
bits only. These codes also consumed
more area, power and delay overheads.
In mission-critical and safety applications,
reliability is a primary goal. In order to
improve the reliability of systems, many
different approaches are devised such as
fault-masking, fault avoidance and faulttolerant approaches [2]. Fault tolerance is
intended to develop systems which deliver
an accurate service, even in the presence of
active faults. Fault tolerance is an essential
ability of the system because it is not
possible to develop a perfect system. There
are various approaches used to achieve
fault-tolerant design, e.g. redundancy.
However, fault tolerance considered as an
important means for target designs used in
various applications, which are mentioned
above [3]. Faults must be either masked or
detected by the system to achieve these
goals:
1) Fault masking: Fault masking is a
technique that allows the system to
perform correctly in the presence
of an error, without doing an
explicit detection of the error.
2) Fault detection: Fault detection is a
process that allows the system to
realise that a fault has occurred.
Some examples of this technique
are self-integrity checks.
FPGA has made a significant improvement
in the system‟s design because of various
features if offers such as re-configurability.
Due to this, it decreases the time to market
and increases design flexibility. The FPGA
has been involved in various applications
in the last couple of decades, such as
communication, medical imaging, safetycritical applications [4], [5], [6], [7]. These
applications are implemented on Static

Random Access Memory (SRAM)-based
FPGA. SRAM FPGA devices are very
critical to radiations and this may cause
Single Event Effects (SEE) [5], [8], [9].
SEE is the combination of Single Event
Transient (SET) and Single Event Upset
(SEU). When an FPGA design is exposed
to the radiations, it produces the transient
pulse (SET) in combinational design and
SEU in a memory element (which is also
known as a bit-flip effect) [10], [6].
Fault-tolerant circuits on SRAM-based
FPGA can be implemented by two
methods. The first method comprises
developing a new FPGA matrix for faulttolerant components. Another method is
based on redundancy applying to the
FPGA architecture [2].
II.

RELATED WORK

Check bits are mathematical techniques
that transform message data stored in
memory into code words using a hardware
encoder to add redundancy for added
protection against faults. When soft faults
affect code words, causing bit flips, the
check bits hardware decoder is designed to
detect and/or correct a limited number of
errors. Check bits used for random-access
memories are typically based on linear
block codes. The encoder implements a
binary generator matrix G and the
complementary decoder implements the
parity-check matrix H to detect/correct
errors. To encode a binary message ~m,
one multiplies its bit-vector by G to obtain
the code word. To decode, one multiplies
the stored code word (which may have
been corrupted by errors) with the paritycheck matrix to obtain the syndrome s,
which provides error detection and
correction information.
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Typical check bits used for memory have
the generator and parity-check matrices in
systematic form, i.e., the message bits are
directly mapped into the code word and
the redundant parity bits are appended to
the end of the message. This makes it easy
to directly extract message data in the
common case when no errors occur. Check
bits based approaches can tolerate random
bit-level soft faults but they quickly
become ineffective when multiple errors
occur due to hard faults. Meanwhile,
powerful schemes like Chip Kill have
unacceptable overheads and are not suited
for embedded memories. In this work, a
novel ECC construction has been proposed
that have very low overheads, making
them suitable for low-cost IOT devices
that may experience occasional single-bit
users. In 1963, Wolf introduced errorlocalizing codes (ELC) that attempt to
detect errors and identify the erroneous
fixed-length chunk of the code word. Wolf
established some fundamental bounds and
studied how to create them using the
tensor product of the parity-check matrices
of an error detecting and an errorcorrecting code. ELC has been adapted to
byte-addressable memory systems but
until now, they had not gained any traction
in the systems community. To the best of
our knowledge, ELCs in the regime
between SED and SEC capabilities has not
been previously studied. We describe the
basic of Ultra-Lightweight that lies in this
regime and apply specific constructions to
recover from a majority of single-bit soft
faults.
Now-a-days, soft errors are the biggest
challenge in the design, development and
evaluation of the reliability of digital
circuits due to technology scaling. Owing
to these errors, digital designs can be

operated incorrectly and failed. Soft errors
are categorised in two depending on the
type of digital circuits. In combinational
designs, soft errors are occurred and are
called single event transient. However, in
sequential design with memory, soft errors
are called single event upset [11]. To
measure the effect of soft errors in digital
design is known as Soft Error Rate (SER).
There are two methods used for the
evaluation of SER, i.e. dynamic and static.
The dynamic SER method is used mostly
with the fault injection techniques and
logic simulation methodologies [12], [13].
To overwhelm the consequences of these
errors in digital designs, many fault
tolerance techniques have been presented
in the last few decades. Fault tolerance
techniques are categorised into three main
classes:
hardware
redundancy-based,
physical
characteristics-based
and
synthesis-based techniques [11]. These
error mitigation techniques are used to
improve the reliability of FPGA systems.

received check bits; if the values do not
match, then it is understood that there is an
error in transmission. If the code is nonsystematic one, then the original message
is transformed into an encoded message
that has at least as many bits as that of the
original message. Error detection is most
commonly realized using a suitable hash
function (or checksum algorithm). A hash
function adds a fixed-length tag to a
message, which enables receivers to verify
the delivered message by re-computing the
tag and comparing it with the one given. A
code with minimum Hamming distance,
„d‟ can detect upto (d-1) errors in a code
word. Codes with minimum Hamming
distance of d = 2 can detect only single bit
errors. The parity bit is an example of a
single-error-detecting code. The next
section describes the proposed VLSI
architecture for consecutive error detection
with minimum number of redundant bits.

Error-detection and correction schemes
can be either systematic or non-systematic.
In a systematic scheme, the transmitter
sends the original data, and attaches a
fixed number of check bits (or parity data),
which are derived from the data bits by
some deterministic algorithm. If only error
detection is required, a receiver can simply
apply the same algorithm to the received
data bits and compare its output with the

The proposed schematic of Fault tolerant
memory is shown in Fig.1. The data bits of
64 are given as input to encoder part which
does two main processes. One is the
generation of parity bits based on bit
manipulation method and another one is
generation of vertical redundant bits by
Exclusive-OR (XOR) operation.

III.

PROPOSED SYSTEM

Fig.1. Proposed Schematic of Fault-Tolerant Memory
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The stored information and redundant bits
are given as input to the decoder and the
parity bits and vertical redundant bits.
Then the syndrome bits are calculated for
vertical redundant bits. By comparing the
parity and vertical redundant bits are
detected and corrected.
It is seen that the parity bits for symbol 0
of original bits are 110 and 001, and parity
bits are not matched so it can be clearly
identified that there are error bits in the
symbol. At the same time the parity bits
for symbol 2 of original bits are 001 and
110, and it shows that the parity bits are
different so the bits are in error. Here the
eight consecutive errors are detected using
bit manipulation by generating parity bits.
Then the corresponding symbol performs
XOR operation with syndrome bits. When
vertical redundant bits of original bits are
different then the corresponding symbols
are in error. Here the correct bits will be
obtained by performing XOR operation
with error bits.
Soft errors are a significant concern for
advanced digital designs, transmission
channels and mostly for memories. When
a soft error is occurred in a system, the
contents of memory bits is altered which
can be result in a system failure [25], [26],

[3]. These techniques are divided into two
classes: 1) Error Detection Techniques: In
these techniques, errors are detected which
occurs between the transmission and
receiving channels. Error detection is
realised by using a suitable hash function
which appends a tag of fixed length to a
message before transmission. When the
receiver receives the message, it
recomputes the tag and compares to the
original tag [27]. These techniques
include: a) Repetition Codes: This
technique is a coding technique in which
each transmitted bit is sent multiple times
over a noisy channel to obtain an error-free
communication.
The Figure (2) shows the architecture of
proposed system. In this row address,
column address, cyclic redundancy check,
address generation unit. Ternary content
addressable memories (TCAMs) are
widely used in network devices to
implement packet classification. Address
generation unit is used to generate the
address. This address is classified into two
types, row address and column address.
Cyclic redundancy check is used to detect
and correct the errors. Hence in this paper,
the protection of the SRAM memories
used to emulate TCAMs is considered.

Figure 2: Architecture of the proposed system
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1. CYCLIC
CHECK

REDUNDANCY

A cyclic redundancy check (CRC) is an
error-detecting code commonly used in
digital networks and storage devices to
detect accidental changes to raw data.
Blocks of data entering these systems get a
short check value attached, based on the
remainder of a polynomial division of their
contents. On retrieval, the calculation is
repeated and, in the event the check values
do not match, corrective action can be
taken against data corruption. CRCs can be
used for error correction. CRCs are so
called because the check (data verification)
value is a redundancy (it expands the
message without adding information) and
the algorithm is based on cyclic codes.
CRCs are popular because they are simple
to implement in binary hardware, easy to
analyze mathematically, and particularly
good at detecting common errors caused
by noise in transmission channels. Because
the check value has a fixed length, the
function that generates it is occasionally
used as a hash function.
2. ROW ADDRESS
These are the set of cells that generate the
word line signals from the word decoders.
This structure takes a set of n address
lines and generates word lines. At most,
one of the word lines is active at a time.
3. COLUMN ADDRESS
Column address select particular bit lines
for being connected to sense amplifiers.
This is accomplished either by sensing
every bit line and getting a few of them out
or by using pass gates to enable them to a
few sense amplifier inputs.
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4. ADDRESS GENERATION UNIT
The address generation unit used to
produce the address. This address is given
as the input to LUT component. The
address generation circuit is generally used
in conjunction with the control circuit
which is used to produce the control
signals s0 and s1. The control signals are
used in the subsequent for the
multiplication of any binary word of size
L, with a fixed coefficient A, instead of
storing all the 2L possible values of
C=A*X, only (2L /2) words corresponding
to the odd multiples of A may be stored in
the LUT, while all the even multiples of A
could be derived by leftshift operations of
one of those odd multiples.

IV.

RESULTS AND DISCUSSION

The proposed design is tested for its functionality by varying the inputs. The area, power and
delay of the new architecture are obtained and the results are compared and are shown in
Table.1.
Table 1: comparison of TCAM using BRAM and DM
LUT COUNT

DELAY

UNPROTECTED DM

133

3.797 ns

UNPROTECED BRAM

129

3.261 ns

SEC USING DM

466

12.951 ns

SEC USING BRAM

334

11.850 ns

PROPOSED DM

133

3.797 ns

PROPOSED BRAM

5

3.275 ns

Figure 3: Simulation result of the proposed BRAM

Figure 4: Summary report of the proposed BRAM
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Figure 5: Simulation result of the proposed DM

Figure 6: Summary report of the proposed DM
V.

CONCLUSION

In this paper, fault tolerance techniques are
described which are used for the FPGAbased designs. These techniques can be
used on each stage of the FPGA
development cycle. Here, the design
utilizes bit manipulation method to detect
and correct 64 bit errors, hence it is
possible to correct and detect a maximum
of 64 bit errors and for a 64-bit word, and
it can correct and detect 16 consecutive
errors in each row. The delay overhead is
reduced to a significant level compared to
previous architectures. Hence, it can be
concluded that the proposed VLSI
architecture outperforms better in memory
reliability. The proposed BRAM using in
TCAM achieves better performance in
terms of delay and area compared to the
previous architectures.
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