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Abstract—The smart grid is one of the most 

significant applications of the Internet of Things 

(IoT). As information and communication 

technologies (ICT) developed and applied in 

traditional power systems, the improvement of smart 

grid cyber-physical-systems(CPS) increases too. IoT-

based smart grid systems are critical infrastructures, 

also they have complex architectures and include 

critical devices. They contain communication 

systems that can lead to national security deficits, 

disruption of public order, loss of life or large-scale 

economic damage when the confidentiality, integrity, 

or availability of the communication is broken down. 

These huge systems may be vulnerable to cyber-

attacks. Therefore, there is a lot of research effort to 

enhance smart grid security in industry, government, 

and academia. The security approaches are important 

to improve solutions against cyber-attacks in smart 

grid applications. We present a comprehensive 

survey supported by a wide review of earlier work. 

Additionally, recent advances and countermeasures 

are presented on smart grid cyber-security. 

In this paper, the threats and potential solutions of the 

IoT-based smart grid are analyzed. We focus on 

cyber-attack types and provide an in-depth of the 

cyber-security state of the smart grid. Particularly, we 

concentrate on the discussion and examination of 

network vulnerabilities, attack countermeasures, and 

security requirements. We aim to supply a deep 

understanding of cyber-security vulnerabilities and 

solutions and give a guide on future research 

directions for cyber-security in smart grid 

applications. 

KEYWORDS—Smart grid, cyber-security, cyber-

attacks, Internet of Things. 

 

I. INTRODUCTION 

Internet of things is the revolution of the Internet and 

machine-to-machine (M2M) communication. IoT 

means connecting different devices via the Internet or 

IP-based solutions. There will be 28.5 billion 

networked devices by 2022 [1]. A device can be 

anything like fridge, sensor, air-conditioner, mobile 

phone, car, personal computer, laptop. Devices can 

be already connected via non-IP solutions on a small 

scale. IoT aims to connect all kind of devices through 

IP-based solutions at a large scale, too [2]. In an IoT 

network, devices can interact or communicate 

directly or through a gateway by IP addresses over 

the Internet [3]. 

There are a lot of IoT applications such as intelligent 

transportation, pollution monitoring, smart cities, 

smart buildings, connected healthcare [2]. The 

biggest IoT application is smart grid [4]. It has two 

lines called power line and communication line. The 

communication line is very important in terms of 

intercommunication [5]. A smart grid system, from 

energy generation to the consumer, is equipped with 

bidirectional smart devices, such as sensors, 

actuators, and smart meters [6]. This enables to 

provide a real-time balance, monitor, and control, 

anywhere and anytime at high granularity and 

accuracy [7]. 

Using IoT applications is very convenience for smart 

grid systems but it may lead to disasters due to some 

vulnerabilities [8]. Since controlling and monitoring 

are done on the Internet based protocols and general 

public solutions, smart grid may be very attractive to 

attackers as a critical infrastructure. 

For example, an attacker can attack the electrical 

devices, by cutting the real-time balance between 

energy generation and consumption owing to falsify 
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the data created by the appliances [9]. Because of 

smart grid’s critical nature, it could be the main target 

of cyber-terrorism, too. So, it is vital to widely 

examine the components and identify existing 

vulnerabilities, and all possible cyber-security threats 

in the smart grid infrastructure [10]. 

All systems must be designed to ensure security. It 

means that the main security objectives have to be 

satisfied. Main security objectives are confidentiality, 

integrity, and availability (CIA triad). The exact 

identification of vulnerabilities and kinds of cyber-

security threats in smart grid enables describing 

appropriate countermeasures and counter cyber-

attacks [11]. 

So, we present attack taxonomies according to CIA 

triad, and network layers. Also, we discuss how to 

enable secure smart grid communication with 

highlight some of the latest solutions based on the 

IoT paradigm. Then we summarize the existing state 

of the topic and future sights. Additionally, 

researchers may have a more understanding and the 

research trends of smart grid security in the study. 

Main contributions of the paper 

Many researchers practice a lot of research effort to 

enhance cyber-security of smart grid using diverse 

techniques and also a lot of research, survey and 

review papers have been published that provide an 

overview of the widespread cyber security issues in 

smart grid applications. More than 20 papers have 

been examined in detail, presented in Table I 

according to content and mentioned attack types. In 

general, previous 

 

Fig. 1. Smart grid electricity transmission process from generation to consumer 

studies provide general solutions to cyber-attack 

types. In this study, we present the types of attacks in 

smart grid and the security solutions that can be taken 

against each attack type. Cyber-security has crucial 

importance in designing information networks. Since 

smart grid includes many networks, cyber-security 

has a high priority for smart grid design. So, our 

objectives are to provide a holistic overview, analyze 

and review current security solutions, classify cyber-

security threats, help to enable deployments with 

advanced and secured performance, and propose 

future research directions to enlighten new 

researchers. The major contributions of the article are 

as follows: 

1) Presenting a detailed background on IoT-based 

smart grid. 

2) Describing smart grid cyber-security objectives 

and requirements. 

3) Providing an evaluation of the existing cyber-

attacks according to CIA triad and network layers. 

4) Proposing solution approaches and analytic 

frameworks to help in planning appropriate defence 

strategies and analyzing the security of smart grid 

applications. 

5) Providing open research issues and future trends 

that need to be considered while rehabilitating a 

smart grid system or building a new one. 
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II. BACKGROUND ON SMART GRID 

Smart grid applications have four main stages shown 

in Fig.1. These are generation, transmission, 

distribution, and consumption. Energy has different 

types such as geothermal heat, flowing water, solar 

radiation, wind, hydro plants, chemical combustion, 

and nuclear fission. Generation of electricity is the 

process of producing electricity from these kinds of 

energy. 

Bulk generation system is connected to the 

distribution system via the transmission system 

carrying electricity to far distances. Transmission 

domain is connected to customer domain by 

distribution domain which could also supply 

connection to storage systems and distributed energy 

resources (DERs) to meet electricity need for 

customers [22]. 

A. Features of smart grid 

Smart grid has a complex infrastructure. It includes a 

lot of DERs, appliances, and facilities. Enabling 

efficient operation and maintenance and also 

optimizing the usage of the assets decrease power 

consumption and investment costs. A smart grid 

system is an electricity market that enables to 

generate, store energy, and shift load for customers. 

Demand response system helps to balance the load 

and demand and thus the efficiency of power usage is 

enhanced. Through bidirectional information and 

electricity flow, customers can sell their surplus 

energy to power system when they want. Smart grid 

applications are expected to have a periodic data flow 

because of real-time communication and monitoring 

requirements. Smart grid communication model must 

be real-time and two-way and thus, customers are 

better informed. Also, producer and consumer get 

clarity of electricity consumption readings. Namely, 

if the bill is not paid, the producer can cut off the 

power remotely via the Internet. 

Smart grid operations include the management of 

electrical flow, which ensures the reliable, secure and 

economical transmission of electricity. The 

fulfillment of these operations contains protection, 

monitoring, analysis, and control processes. A smart 

grid system can self-healing the troubles by utilizing 

technologies such as automatic control devices, 

timely detection, advanced sensing systems. Also, a 

smart grid network can effectively resist the problems 

regardless of kind of cyberattacks, disturbances, and 

physical damages and it must be designed for real-

time, secure, reliable and low latency 

communication.. 

Benefits of smart grid Bidirectional IEDs such as 

sensors, actuators, smart appliances, and smart meters 

provides detailed controlling and monitoring of the 

power line, increasing reliability, quality and 

maintaining a real-time balance between power 

generation and consumption. Reliable and economic 

electricity delivery, optimal utilization of assets, 

energy conservation, distributed renewable energy 

generation, reduction of loss, and reduce greenhouse 

emissions by enabling the integration of electric 

vehicles and renewable energy sources (RES) are 

prominent benefits of the smart grid. Also, smart grid 

executes predictive analysis to maintain the load 

balance. Additionally, more controllable 

communication abilities, decreased distribution and 

transmission loss, instant control capabilities with 

self-healing, interactive communication, cyber-secure 

power grid, utilization of RES, large scale energy 

storage, uninterrupted power supplies, demand 

management, the integration of consumer devices, 

electricity pricing based on market, and preventive 

conservation with constant monitoring system in 

network are some other major benefits of smart grid 

applications. 

Smart grid provides an active role to consumers by 

enabling new markets, services, products, and energy 

usage information for users [33]. This enables 

flexibility to interact with the electricity market and 

implement an energy awareness system. Thus, 

individuals can easily integrate into the 

microgeneration units, and this allows them to 

purchase and sell electricity without a license. 

Smart grid can capture and analyze data related to 

power generation, delivery, and usage through 

control methods and advanced sensing technologies 

in real-time. It may also supply predictable 

information and recommendations to all stakeholders 

(consumers, utilities, suppliers) on optimizing power 

usage. It can provide services such as better 

integration of DERs to decrease carbon emissions 

and device control for energy efficiency, too. 
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Key elements of smart grid 

A smart grid system has different pieces such as 

regional control centers, power generation and 

distribution units, substations, consumers, tap 

changers, ICT devices, phasor measuring units 

(PMU), log servers, remote terminal units (RTU), 

home appliances, protecting relays, IEDs, human-

machine interfaces (HMI), circuit breakers, protocol 

gateways, and smart meters. The aforementioned 

components are connected to the smart grid for 

operating, monitoring, and controlling electricity 

flow and measurement. Existing cyber-security 

techniques may not be adequate to fulfill the cyber-

security requirements of smart grid. Therefore, smart 

grid systems have unique objectives, goals, and 

features to provide robust communication 

architecture and reliable power supply. There are 

some important assets to consider for efficient 

operations in smart grid applications. 

Supervisory Control and Data Acquisition (SCADA) 

provides real-time controlling and monitoring of the 

electricity distribution network. It is generally 

utilized in large-scale environments. Through 

decentralized automation management and remote 

control in medium voltage substations, it can help 

both ensure the reliability of the power supply and 

reduce the maintenance and operating costs of the 

network. Distribution management system (DMS) 

and energy management system (EMS) are 

subsystems related to SCADA. SCADA enables the 

standards for controlling, monitoring and operation of 

power in industrial processes. A SCADA system 

consists of four parts [14], as shown in Fig. 2: 

1) Data interface appliances like RTU and 

programmable logic controller (PLC). 

2) Communication network such as radio, satellite, 

cable, telephone. 

3) Central master terminal unit (MTU). 

4) HMI software or system. 

 

 

Fig. 2. A typical SCADA architecture 

Intercepting or tampering the data damages the grid. 

Control processes can be performed remotely and 

automatically with RTUs and PLCs. Various 

technologies such as VPN, IPSec, firewall, user and 

device authentication, and intrusion detection system 

(IDS) are used to secure a SCADA network. Also, 

access logs and distribution control commands are 

very vital for a SCADA system. Time-tagged data on 

the network should be synchronized to ensure the 

reliability and safety of the SCADA system 

effectively. Therefore, customers need to have an 

agreement with their utility companies to use a 

common time reference such as time-stamped GPS 

for time synchronization and also ensuring log files 

and all commands are secure and accurate. So, DERs 

can be utilized for load support. 

Advanced Metering Infrastructure (AMI) is the 

integration of various technologies that provide 

advanced connections between the control center and 

smart meters .The IoT-based smart grid enables that 

AMI can be implemented easily. AMI is also known 

as smart metering [40]. HAN, smart meter, 

operational gateway, and meter data management 

system are the main components of AMI [14]. AMI 

is responsible for collecting, analyzing, storing and 

providing measurement data sent by smart meters to 

authorized parties. So, they can process the data for 

demand forecasting, outage management, billing. It 

helps consumers to optimize power utilization 

knowing the real-time price of electricity. Also, it 

helps to acquire precious information about 

consumption of the consumers to maintain the 

reliability of the power system. Additionally, AMI 

provides transmitting software updates, commands, 

requests and pricing-information from authorized 
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parties to smart meters [16]. Smart Metering is a 

technological solution. Smart metering includes new 

measuring devices, telecommunication 

infrastructures and centralized systems for data 

analysis. Also, it provides data flow bidirectionally, 

optimizes the operation of electrical networks and 

contributes to enhancing the safety, reliability, and 

the quality of service (QoS) requirements such as 

performance, energy efficiency, security. Smart 

metering enables bidirectional communication 

between the central system and smart meters. Smart 

meters record some valuable information such as 

energy consumption for management or billing. They 

can periodically report data on request or in response 

to certain events to the utility. They can also respond 

to requests such as power failure, load shedding, real-

time pricing, software updates through bidirectional 

communication capability. Also, they can act as a 

local EMS by managing the energy usage of smart 

appliances in the home such as air conditioner, 

refrigerators, electric vehicles, and ovens. 

IoT-based Smart Grid is the empowered form of 

conventional power lines with IoT technologies. IoT 

is one of the enabling concepts and plays a 

fundamental role in the smart grid. The smart grid is 

considered as one of the most critical infrastructures 

and is seen as one of the largest IoT applications. 

Adopting IoT in the smart grid enables large-scale 

and bidirectional data flow and connectivity 

throughout the network infrastructure to manage and 

monitor the energy grid remotely. Through IoT, 

smart appliances could be efficiently sensed and 

managed via the Internet. Every device in the 

network is considered as an object and has a different 

IP address that could be used to control the devices 

through the Internet thus connecting numerous 

devices to create an intelligent, self-sustaining 

ecosystem. It helps to transfer the high volume of 

data over the Internet. The communication is made 

possible due to the massive presence of sensors, 

actuators and other smart objects alongside the whole 

system, in addition to the use of smart meters and 

other smart objects at the customer side. Also, this 

enables the tracking of real-time energy consumption 

and demand to the energy supply while assisting 

consumers to monitor their own usage and adjust 

behaviors. 

D. Smart Grid Conceptual Model 

Various frameworks have been introduced in 

academia and industry to describe the architecture of 

IoT , in particular for smart grid applications. 

National Institute of Standards and Technology 

(NIST) framework is the most widely utilized untill 

now. As shown in the Fig. 3, the framework 

conceptualizes as seven interconnected domains [13]. 

Customers, distribution, transmission and generation 

domains are responsible for distribution, 

transmission, and generation of the energy. Market, 

operation, service provider domains are responsible 

for service provision, energy distribution 

management, and energy market management . 

Generation, transmission and distribution domains 

include energy substations. Also, operation domain 

means control systems such as SCADA. 

 

 

Fig. 3. Smart grid conceptual model 

III. CYBER-SECURITY PRINCIPLES ON 

SMART GRIDS 

The constant advancements in ICT contribute to the 

development of the traditional electricity grid into the 

smart grid. However, one of the significant 

disadvantages of smart grid development is the 

cyber-security issues involved in. Cyber-security 

concerns slow down the progress of smart grid 

applications. Nevertheless, steady improvements will 

enhance the smart grid experiences in the next years. 
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Smart grid cyber security issues include ensuring the 

CIA triad of the control systems and ICT. CIA triad 

is essential both communication infrastructures and 

the protection, operation, and management of the 

energy 

A. Cyber-Security Objectives 

Cyber-security objectives of smart grid must have 

precautions securing information with CIA triad [22]. 

These key security principles have to be met 

definitely in smart grid systems. 

Confidentiality is the protection of data from 

unauthorized access or disclosure. Confidentiality 

means that access to information is provided only by 

authorized people. So, just the authorized users can 

get access to data and unauthorized ones can’t access. 

A smart grid network can has home devices 

connected to the power grid with bidirectional and 

real-time  data communication. If attackers get the 

consumer information, they can abuse the 

information, keep track of the lifestyle of them, learn 

what appliances they use, and whether they are at 

home or not [21]. Confidentiality contains privacy 

and it is one of the most prominent issues for users. 

B. Cyber-Security Requirements 

There are also some security requirements in addition 

to the CIA triad to ensure cyber-security in smart grid 

applications. Many of these are interrelated. 

Therefore, to achieve a holistic cyber-security 

approach, the provision of objectives and 

requirements should be ensured legally. High level 

cyber security objectives and specific cyber-security 

requirements are shown in Fig. 4. 

Authentication and identification are the key 

processes of confirming the identity of a user or 

device to defend the smart grid system from 

unauthorized access. It enables to verify whether the 

identity of an object is valid. Objects may be users, 

smart devices, or any components connected to the 

network. Using a password is a prevalent 

identification method. Existing authentication 

protocols can be adapted to design an authentication 

process in smart grid. However, if the energy systems 

are not paid enough attention, the authentication 

design process is vulnerable to significant failures. 

Authentication and encryption are mandatory 

cryptographic processes to defend data 

confidentiality and integrity in smart grid. Also, it is 

an important identification process to eliminate data 

integrity attacks. All security requirements require 

verification of assets to decide whether they are 

authorized to interact with the data. Integrity and 

authentication can ensure protection for smart grid 

applications against common cyber attacks such as 

impersonation, MITM, and message modification 

 

 

Fig. 4. Smart grid security objectives and 

requirements 

causes for faults in a system and to establish the 

range of the defects or the results of a security event. 

Auditability without authentication cannot ensure 

accountability. Auditability and authentication should 

be provided together to ensure exact accountability. 

C. Cyber-security key components 

A lot of cyber-attacks in smart grid may lead to 

widespread energy blackout and disastrous damage to 

power resources. Also, they may undermine the 

cyber-security objectives and requirements. But 

enumerating all possible attacks is not convenient due 

to the complexity and large scale of smart grid. 

Therefore, we classified cyber-attacks based on smart 

grid security objectives as three types. The 

aforementioned discussions of security for smart grid 

show that solutions against threats must consider 

various constraints, situations, and issues. Therefore, 

alone security solution, such as encryption, can not 

block whole cyber-security threats. 
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Cryptography is not the alone solution, but it plays a 

very considerable role in enhancing confidentiality 

and integrity in smart grid [30]. Encryption is the 

primary cryptographic technique to ensure secure 

communication. The implementation of encryption 

schemes is necessary to maintain data integrity and 

confidentiality in smart grid. Encryption reduces 

replay and eavesdropping attacks substantially [34]. 

Many existing authentication schemes and encryption 

algorithms are adopted in smart grid. Symmetric 

cryptography, such as symmetric ciphers, DES, AES, 

and 3DES or public-key cryptography known as 

asymmetric cryptography are widely used to block 

possible cyber-threats in smart grid. Also, most 

electronic appliances in a smart grid are expected to 

have light-weight cryptographic capabilities. 

IV. CYBER-SECURITY THREATS AND 

SOLUTIONS 

Generation, transmission, distribution, and 

consumption are the main domains of smart grid. 

Communication must be met in all domains 

effectively and securely. Privacy, confidentiality, and 

authentication of data are crucial for the reliability 

and also efficiency must be guaranteed to prevent 

unauthorized modifications throughout the 

infrastructure and therefore distributed cyber-security 

systems should be created to maintain data integrity 

and to monitor the architecture [12]. 

Smart grid systems have different vulnerabilities and 

each one owns different characteristics. The 

vulnerabilities can expose smart grid applications to a 

lot of distinct cyber-threats that can damage from a 

low to a high level [19]. The correct identification of 

the type of security threats and vulnerabilities enable 

to determinate proper countermeasures. 

Confidentiality attacks and solutions 

Confidentiality enables to prevent unauthorized 

access to information. Confidentiality attacks attempt 

to steal information that should be shared or kept 

secret merely among the secure parties. Reading 

memory of devices illegally, spoofing of payload, 

replay attacks, and changing the control program of 

smart meters are some examples of such attacks in 

smart grid. Network coding is used to maintain data 

privacy. This provides confidentiality in smart grid. 

Data privacy includes anonymity, unlinkability , un 

observability, and undetectability 

C. Integrity Attacks and Solutions 

Integrity means to block unauthorized modification 

or theft of information. Message delay, replay, and 

injection damage the integrity across the network. 

Integrity attacks aim to modify the content of original 

data such as customer account data, billing data, 

voltage and sensor values, control commands, 

operating status of the devices, also aim to delay and 

reorder the stream of the messages illegally. Integrity 

attacks do not include only illegitimate data 

modification such as false data injection. Besides, 

device impersonation, sparse, and, replay attacks are 

considered important integrity attacks. 

Cryptography algorithms and methods are used to 

prevent data integrity attacks [15]. Some approaches 

are proposed to defense against integrity cyber-

attacks such as power finger printing technique, volt-

var control based scheme, and trusted network 

connect based approach . Authenticity and non-

repudiation are important requirements for data 

integrity, too. 

Violation of integrity can lead to safety issues that 

people or equipment may be damaged A data 

injection attack means to manipulate data. Feedback 

signals, sensor readings, and energy consume signals 

are some examples of data. The effects of such 

attacks change to depend on targets such as financial 

benefit or system damage [28]. It uses the 

information of the system model to inject data led to 

instability. Data injection attacks generally target 

state estimator, smart meters, and wide-area 

protection, monitoring, and control (WAPMC) [53]. 

State estimator of a power system consists of phase 

angles and voltage magnitudes at each bus. State 

estimation provides comprehensive monitoring of 

current and power flow throughout the smart grid. 

Therefore, manipulating the monitoring 

measurements lead to evaluate the operating state of 

the system incorrectly. Such cases lead to inaccurate 

operational actions such as causing incorrect pricing, 

destabilizing the smart grid. As a result, a successful 

data injection attack prevents to detect of instability 

that may cause a system crash. 

D. Availability Attacks and Solutions 
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Availability means that information is accessible by 

authorized users. Availability attacks prevent and 

may destabilize authorized access in the smart grid. 

Availability attacks are also known as DoS attacks. 

DoS attacks aim to block, damage and delay in data 

transmission. This causes unavailability in network 

sources. Availability attacks intend to overload 

networks by using a variety of techniques, so that the 

system cannot function properly. 

Attackers send large volumes of traffic to flood the 

transmission lines in the network. This causes 

legitimate data packets in network traffic to be lost 

and not to be processed. IP-based protocols such as 

TCP/IP, IEC 61850 are vulnerable to the availability 

attacks [20]. Since availability is the most important 

security requirement in the smart grid, advanced and 

effective countermeasures should be taken against 

availability attacks. Traffic filtering, big pipes, 

anomaly detection approaches and applying air-

gapped network are some effective solutions [27]. 

Since DoS attacks are the highest threat to IoT based 

smart grid systems, a network layer software solution 

can be an effective way to mitigate DoS attacks. IP 

fast hopping enables a secure means for a client to 

conceal the content and destination server of their 

communication session. IP fast hopping conceals the 

real IP address of destination server to prevent the 

identification of network traffic. The server IP 

address is changed simultaneously in real-time either 

authorized clients and the server side. 

VII. CONCLUSION 

Cyber-security is a major and critical issue for IoT-

based smart grid applications. Smart grid security 

issues include data acquisition, and control devices 

such as PLC, smart meters, IEDs, RTU, and PMUs. 

There are also network security challenges, including 

firewalls, attack scenarios, counter measures, 

encryption, intrusion analysis, forensic analysis, and 

routers. Classification of cyber-attacks for taking into 

account important factors of information security 

enables a well-organized and useful way to provide 

practical solutions for current and future attacks in 

smart grid applications. Moreover, due to the 

characteristics of smart grid applications, specific 

solutions need to be created for their private 

necessities. Due to security risks in common IT 

background, we can infer that nearly all aspects 

associated with IT technology in smart grid 

applications have potential vulnerabilities. Therefore, 

cyber security issues in smart grid applications are 

under research and need deeper investigations to 

defend against cyber-attacks and vulnerabilities. In 

the paper, researchers can find a further 

understanding of smart grid cyber-security 

objectives, requirements, and future research trends. 

Furthermore, we present a compact review of cyber-

security threats and defense solutions for smart grid 

applications. Moreover, we review the recent 

researches on the smart grid from the security 

perspective and firstly introduce the background of 

the smart grid and then discuss the benefits, features 

and main components. Next, we introduce some 

solutions against cyber-threats in smart grid 

applications. Afterward, we analyze the future trends 

associated with smart grid security. Significant 

contributions of the survey article are that it presents 

specific solutions to threats on IoT-based smart grid 

applications and highlights possible research 

opportunities for researchers to provide future 

research directions. 
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