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Abstract: The genuine purposes of this strategy a safe multi-proprietor data sharing arrangement. It derives that any 

customer in the social affair can securely give data to others by the untrusted cloud. Internet of Things (IoT). Data 

sharing is a significant idea in cloud computing for sharing data to open clients. A secure knowledge cluster sharing 

and conditional dissemination data owner will share non-public information with a group of users via the cloud in an 

exceedingly secure manner and communicator will publicize the info to a brand new cluster of users if the attributes 

satisfy the access policies within the cipher text.  It efficiently deals with large files over a set of geo-dispersed 

storage services. Besides that we developed a novel Byzantine-resilient data-centric leasing protocol to avoid write-

write conflicts between clients accessing shared repositories. Data owner is not able to control over their data, 

because cloud service provider is a third party provider. We present a safe and security ensuring access control to 

customers guarantee any part in a social event to anonymously utilize the cloud resource. Many schemes for storing 

information on multiple clouds Distributing data over completely different Cloud Storage Suppliers (CSPs) 

mechanically provides users with a definite degree of data run management for no single purpose of attack will leak 

all the knowledge. Data sharing with forward security secure data sharing for dynamic groups, Attribute based data 

sharing, encrypted data sharing and Shared Authority Based Privacy-Preserving Authentication Protocol for access 

control of outsourced data. 

Index Terms: Cloud, data sharing, access control, security, privacy, Byzantine fault tolerance, Remote 

Synchronization, Distribution and Optimization. Internet, Secured data sharing, 

1. INTRODUCTION  

The popularity of cloud computing is obtained from 

the benefits of rich storage resources and instant 

access [1]. The security risks have raised concerns in 

people, due to the data is stored in plaintext form by 

the CSP. Once the data is posted to the CSP, it is out 

of the data owner’s control [2]. Internet of Things 

(IoT) term speaks to a general idea for the capacity of 

system gadgets to detect and gather data from around 

the globe and after that offer that data over the 

Internet where it tends to be handled and used for 

different fascinating purposes [3]. Except for being 

able to allow users to share data with others in public 

cloud, there is another requirement of data 

dissemination [4]. Cloud Service Provider (CSP) for 

the purpose of accessing the data at any time 

anywhere and sharing the data with others With the 

more and more fast uptake of devices like laptops, 

cell phones and tablets, users need associate degree 

present and massive network storage to handle their 

ever-growing digital lives [5]. The use of widely-

accessible cloud services would facilitate the sharing 

of data among BayBanks, hospitals, and laboratories, 

serving as a managed repository for public and 

access-controlled datasets [6]. Every cloud provider 

offers one or more services, which implement access 

control mechanisms to ensure that only authorized 

accounts can access them [7].  

 
 Fig. 1. Cloud Security Model 

2. RELATED WORK  

A series of unaddressed security and privacy issues 

emerge as important research topics in cloud 

computing. To deal with these threats, appropriate 

encryption techniques should be utilized to guarantee 

data confidentiality [8]. They affixed the present 

timeframe to the cipher text, and non repudiated 

clients occasionally got private keys for each time 

span from the key expert. Lamentably, such an 

answer since it requires the key specialist to perform 

direct work in the quantity of non-renounced clients 

[9]. In order to achieve data collaboration and 

dissemination, this scheme adopted the PRE 

technique to allow an authorized proxy to convert an 

IBBE cipher text into an identity-based encryption 

(IBE) cipher text [10]. Our framework permits 
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strategies to be communicated as any monotonic tree 

get to structure and is impervious to intrigue assaults 

in which an assailant may acquire numerous private 

keys our framework, which incorporated a few 

enhancement methods [11].  Intrusion-tolerant file 

system that maintains data confidentiality, integrity, 

and availability despite the existence of compromised 

components fundamental difference between these 

systems and our solution clients interact using 

widely-available untrusted cloud services instead of 

communicating directly for coordination [12]. It is 

especially important to any large scale data sharing 

system and it is very efficient and does not require 

any pairing operations. This framework combines 

proxy re-encryption, enhanced Tree based Group 

Diffie-Hellman (TGDH) and proxy signature together 

into a protocol all the session key are protected in the 

digital envelopes and all the data sharing files are 

safely stored in Cloud Servers [13].  

 
Fig 2. Secure Group Sharing in Cloud 

 

3. SYSTEM AND SECURITY MODEL  

System Model The primary goal of our scheme is to 

achieve fine-grained and timed-release data group the 

system model of our scheme which consists of the 

following system entities [14]. The CSP is a semi-

trusted entity that has abundant storage capacity and 

computation power to provide data sharing services 

in public cloud. It is in charge of controlling the 

accesses from outside users to the stored data and 

providing corresponding services [15]. For security 

and access control considerations, data disseminator 

must be one of intended receivers defined by the data 

owner, who could decrypt the initial cipher texts. We 

assume the CSP is honest but curious, which means it 

executes the tasks and may collude to get 

unauthorized data [16]. The unauthorized data 

disseminators cannot collude with each other to 

generate the encryption key, thus the re-encryption of 

cipher text should not be successful [17]. 

 
Fig. 3. System model. 

4. PROPOSED SYSTEM:  

We propose a secure multi owner data sharing 

scheme, named Mona, for dynamic groups in the 

cloud. By leveraging group signature and dynamic 

broadcast encryption techniques, any cloud user can 

anonymously share data with others [18]. We provide 

formal definitions for ABE and its corresponding 

security model. We present a concrete construction of 

ABE the proposed scheme can provide 

confidentiality and backward/forward2secrecy 

simultaneously [19]. We prove the security of the 

proposed scheme in the standard model, under the 

decisional assumption. The proposed scheme is 

efficient in the following ways: The procedure of 

cipher text update only needs public information 

[20]. The procedure of cipher text update only needs 

public information. The additional computation and 

storage complexity, which are brought in by the 

forward secrecy, is all upper bounded by O(log(T )2), 

where T is the total number of time periods [21]. 

 
Fig.4. Proposed Architecture Diagram 

4.1 Cipher text-Policy Attribute Based Encryption  

In cipher text policy attribute-based encryption (CP-

ABE) a user’s private-key is related with a set of 

attributes and a cipher text define an access policy 

over a set of defined attributes within the system.  A 

user will be able to decrypt a cipher text, only if his 

attributes suit the policy of the respective cipher text. 
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Policies may be determined over attributes using 

disjunctions, conjunctions and (k, n)-threshold gates 

k out of n attributes have to be given. For instance, let 

us assume that the attributes is defined to be {A, B, 

C, D} and user [22].  

1 Receives a key to attributes {A, B} and user  

2 Receives a key to attribute {D}. If a cipher text is 

encrypted with respect to the policy (A∧C)∨D, then 

user 1 will not be able to decrypt, while user  

3. An advantage of CP-ABE is that the users can get 

their private keys only after the data has been 

encrypted with respect to policies.  

4. So data can be encrypted without knowledge of the 

actual set of users that will be able to decrypt only by 

specifying the actual policy. 

 
Fig 5 Cipher text-policy  

4.2 Security Model  

In our scheme the trusted cloud platform to be fully 

trusted, which means it would not be compromised 

by malicious attackers we assume the CSP is honest 

but curious, which means it executes the tasks and 

may collude to get unauthorized data security 

requirements cover the following aspects [23]. 

1) Data confidentiality. The unauthorized users who 

are not the intended receivers defined by data owner 

should be prevented from accessing the data.  

2) Re-encryption secrecy. The data disseminator 

whose attributes could not satisfy the access policy in 

cipher texts disseminate the cipher text before 

specified releasing time, should be prevented from 

disseminating the cipher texts.  

3) Flexible dissemination conditions. The data 

owner cans custom fine-grained and timed-release 

conditions satisfy these conditions after the releasing 

time.  

4) Collusion resistance. The unauthorized data 

disseminators cannot collude with each other to 

generate the encryption key, thus the re-encryption of 

cipher text should not be successful. 

 
Fig. 6. Access policy 

 

5. EXPERIMENTAL RESULTS 

We first analyze the computation cost brought by 

supporting the function of timed-release. In our 

scheme, this function involves the computation 

complexity of two phases in our scheme, that are data 

encryption phase and data re-encryption phase. In the 

data encryption phase, communication cost on the 

data owner side is mainly caused by cipher text size. 

Viewed as a whole, cipher text sizes are all 

increasing linearly with the number of attributes in 

access policy, and communication cost of our 

scheme. In data re-encryption phase, the data 

disseminator defines a set of new receivers, and then 

generates encryption key with private key. 

 

 

Fig. 7. Computation cost of decryption 
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6. CONCLUSION AND FUTURE WORK  

Distributing knowledge on multiple clouds provides 

users with a certain degree of data run management 

there in no single cloud supplier are aware of the 

entire user knowledge unplanned distribution of 

information chunks will cause avoidable information. 

Various techniques are discussed in this paper to 

support privacy and secure data sharing such as Data 

sharing with forward security, secure data sharing for 

dynamic groups. The study concludes that secure anti 

collision data sharing scheme for dynamic groups 

provides more efficiency. There is more scope for 

future research in the field of secure data sharing for 

dynamic groups. This market has distinct 

characteristics in the areas of service distribution, 

business and charging models, capabilities required 

to deliver IoT services, and the differing demands 

these services will place on mobile networks. We 

also added the Fragment storage for this system. We 

can also save the Each Fragment on different Servers 

but that will be included in Future Scope. The CSP 

will re-encrypt the cipher text successfully only when 

the attributes of data disseminator associated with the 

re-encryption key satisfy access policy in the initial 

cipher text and the time trapdoors in the initial cipher 

text are exposed.  
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