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ABSTRACT 

Cloud Computing has been envisioned as the next-generation architecture of IT Enterprise. It 

moves the application software and databases to the centralized large data centers, where the 

management of the data and services may not be fully trustworthy. This unique paradigm brings 

about many new security challenges, which have not been well understood. This work studies the 

problem of ensuring the integrity of data storage in Cloud Computing. In particular, we consider 

the task of allowing a third party auditor (TPA), on behalf of the cloud client, to verify the 

integrity of the dynamic data stored in the cloud. The introduction of TPA eliminates the 

involvement of the client through the auditing of whether his data stored in the cloud is indeed 

intact, which can be important in achieving economies of scale for Cloud Computing. The 

support for data dynamics via the most general forms of data operation, such as block 

modification, insertion and deletion, is also a significant step toward practicality, since services 

in Cloud Computing are not limited to archive or backup data only.  

INTRODUCTION 

Several trends are opening up the era of Cloud Computing, which is an Internet-based 

development and use of computer technology. The ever cheaper and more powerful processors, 

together with the “software as a service” (SaaS) computing architecture, are transforming data 

centers into pools of computing service on a huge scale. Meanwhile, the increasing network 

bandwidth and reliable yet flexible network connections make it even possible that clients can 

now subscribe high quality services from data and software that reside solely on remote data 

centers. Although envisioned as a promising service platform for the Internet, this new data 

storage paradigm in “Cloud” brings about many challenging design issues which have profound 

influence on the security and performance of the overall system.  

One of the biggest concerns with cloud data storage is that of data integrity verification at 

untrusted servers. For example, the storage service provider, which experiences Byzantine 
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failures occasionally, may decide to hide the data errors from the clients for the benefit of their 

own. What is more serious is that for saving money and storage space the service provider might 

neglect to keep or deliberately delete rarely accessed data files which belong to an ordinary 

client. Consider the large size of the outsourced electronic data and the client’s constrained 

resource capability, the core of the problem can be generalized as how can the client find an 

efficient way to perform periodical integrity verifications without the local copy of data files. In 

order to solve the problem of data integrity checking, many schemes are proposed under 

different systems and security models. 

In all these works, great efforts are made to design solutions that meet various requirements: high 

scheme efficiency, stateless verification, unbounded use of queries and retrievability of data, etc. 

Considering the role of the verifier in the model, all the schemes presented before fall into two 

categories: private auditability and public auditability.  

Although schemes with private auditability can achieve higher scheme efficiency, public 

auditability allows anyone, not just the client (data owner), to challenge the cloud server for 

correctness of data storage while keeping no private information. Then, clients are able to 

delegate the evaluation of the service performance to an independent third party auditor (TPA), 

without devotion of their computation resources. In the cloud, the clients themselves are 

unreliable or may not be able to afford the overhead of performing frequent integrity checks. 

Thus, for practical use, it seems more rational to equip the verification protocol with public 

auditability, which is expected to play a more important role in achieving economies of scale for 

Cloud Computing. Moreover, for efficiency consideration, the outsourced data themselves 

should not be required by the verifier for the verification purpose. Another major concern among 

previous designs is that of supporting dynamic data operation for cloud data storage applications.  

In Cloud Computing, the remotely stored electronic data might not only be accessed but also 

updated by the clients, e.g., through block modification, deletion and insertion, etc. 

Unfortunately, the state-ofthe-art in the context of remote data storage mainly focus on static 

data files and the importance of this dynamic data updates has received limited attention so far. 

Moreover, as will be shown later, the direct extension of the current provable data possession 

(PDP) or proof of retrievability (PoR) schemes to support data dynamics may lead to security 

loopholes. Although there are many difficulties faced by researchers, it is well believed that 

supporting dynamic data operation can be of vital importance to the practical application of 
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storage outsourcing services. In view of the key role of public auditability and data dynamics for 

cloud data storage, we propose an efficient construction for the seamless integration of these two 

components in the protocol design. 

LITERATURE REVIEW 

Q. Wang, C. Wang, J. Li, K. Ren, and W. Lou  (2009) Cloud computing has become a very 

popular buzzword. Nowadays most of the business depends on the cloud, it realized as a pillar 

for IT industry. The most obvious advantage from the utilization of cloud computing systems 

and technologies is cloud computing is that the most value economical technique to use, 

maintain and upgrade. Because of this increasing economic condition with minimum 

maintenance & operational costs regarding IT software and infrastructure. By exploitation cloud 

storage, users store their information at remote location, information will delivered to the user on 

demand for high-quality applications and services. Cloud storage is nothing but massive shared 

configurable computing resources, which will minimize the burden of native data storage and 

maintenance on the user. The cloud has modified the manner of application software and 

databases are stored has. Now days they are stored in cloud data centres by exploitation storage 

servers.  

G. Ateniese, R. Burns, R. Curtmola, J. Herring, L. Kissner, Z. Peterson, and D. Song  

(2007) Cloud computing is the emerging technology that brings many benefits for its customers, 

organizations and companies. However, despite bringing several advantages, it raises many 

security challenges in the adoption of cloud. We explained the detail design of cloud computing 

architecture in which deployment models, service models, cloud components, and cloud security 

are explored. This research attempted to present many security challenges, threats, attacks and 

vulnerabilities in the systems or data during transfer to the cloud. The countermeasure of the 

security threats will assist the organizations to continue the cost-benefit analysis and to 

encourage them to transfer into the cloud. In this paper, we discussed the generic design 

principles of cloud computing environment that stem from the necessary control the relevant 

threads and vulnerabilities.  

A. Juels and B. S. Kaliski, Jr. (2007)  Cloud computing is one of the significant development 

that utilizes progressive computational power and upgrades data distribution and data storing 

facilities. With cloud information services, it is essential for information to be saved in the cloud 

and also distributed across numerous customers. Cloud information repository is involved with 
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issues of information integrity, data security and information access by unapproved users. Hence, 

an autonomous reviewing and auditing facility is necessary to guarantee that the information is 

effectively accommodated and used in the cloud. In this paper, a comprehensive survey on the 

state-of-art techniques in data auditing and security are discussed. Challenging problems in 

information repository auditing and security are presented. Finally, directions for future research 

in data auditing and security have been discussed. 

H. Shacham and B. Waters  (2008) Using Cloud Storage, users can remotely store their data 

and enjoy the on-demand high quality applications and services from a shared pool of 

configurable computing resources, without the burden of local data storage and maintenance. 

However, the fact that users no longer have physical possession of the outsourced data makes the 

data integrity protection in Cloud Computing a formidable task, especially for users with 

constrained computing resources. Moreover, users should be able to just use the cloud storage as 

if it is local, without worrying about the need to verify its integrity. Thus, enabling public 

auditability for cloud storage is of critical importance so that users can resort to a third party 

auditor (TPA) to check the integrity of outsourced data and be worry-free. To securely introduce 

an effective TPA, the auditing process should bring in no new vulnerabilities towards user data 

privacy, and introduce no additional online burden to user. In this paper, we propose a secure 

cloud storage system supporting privacy-preserving public auditing. We further extend our result 

to enable the TPA to perform audits for multiple users simultaneously and efficiently. Extensive 

security and performance analysis show the proposed schemes are provably secure and highly 

efficient. 

METHODOLOGY 

The public auditing scheme consists of four algorithms (KeyGen, SigGen, GenProof, and 

VerifyProof). KeyGen is a key generation algorithm that's run by the user to setup the scheme. 

SigGen is used by the user to get verification metadata, which can contains digital signatures. 

GenProof is run by the cloud server to get a proof of data storage correctness, while VerifyProof 

is run by the TPA to audit the proof. Running a public auditing system consists of {two|2} 

phases, Setup and Audit: {1|one}.  

Setup phase: The user initializes the public and secret parameters of the system by execution of 

KeyGen, and pre-processes the data file F by using SigGen to get the verification metadata. The 
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user then stores the data file F and the verification metadata at the cloud server. The user might 

alter the data file F by performing updates on the keep data in cloud.  

Audit phase: The TPA issues an audit message or challenge to the cloud server to make sure 

that the cloud server has preserved the information file F properly at the time of the audit. The 

cloud server will produce a response message by executing GenProof exploitation F and its 

verification metadata as inputs. The TPA then verifies the response by cloud server via 

VerifyProof. 

Algorithm 1: Key Generation (KeyGen)  

Key Generation is a key generation algorithm running at the data owner side, which generates 

the secret key PKi upon getting input of some security parameter using AES algorithm.  

Input: File (F).  

Output: Private Key (PKi) [key is used for encryption and decryption mechanism.  

1. Result = ValidateFormat (F); ValidateFormat = {pdf .jpg ...}  

2. If the format is valid then client want to secure the data using AES Algorithm. CipherData (Fi) 

= AES (Fi);  

Algorithm 2: Sign Generation (SigGen)  

Sign Generation algorithm used to generate digital signature of the encrypted file partitions.  

Input: File partitions (P1, P2, P3...Pn) Output: Hash values of encrypted partitions (H1,H2...Hn)  

1. MessageDigest md = MessageDigest.getInstance ("SHA");  

MessageDigest is generic class used to provide the default functionality of the SHA-1 algorithm 

for the application. The getInstance () method generates the MessageDigest Object.  

2. md.update (datArr, 0, datArr.length);  

Updates method takes the input _le by appending a byte array at the end.  

3. byte [] sha1hash = md.digest();  

This method applied SHA-1 algorithm on current input message and returns the array of bytes.  

4. Separate the first 4 bits of the particular byte i.e. MSB (Most Significant Bits) and convert 

then to character.  

5. Separate the last 4 bits of the particular byte i.e LSB (Least Significant Bits) and convert then 

to character.  

Algorithm 3: VerifyProof  

Verify proof algorithm run by the TPA for performing the auditing task.  
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Input: Random File blocks  

Output: Verification  

Status 1. File Indices = getRandom ();  

This method returns the random file indices and store in the vector array.  

2. Result=updateLog ()  

The updateLog method update the result of the verified partitions maintain the file status like file 

is safe or file is unsafe.  

 

RESULTS  

CODE 

VAR_TEST_PLAN_ID="" 

VAR_IS_TESTGRID="" 

VAR_TINKERER_ENDPOINT="" 

VAR_TINKERER_USERNAME="" 

VAR_TINKERER_PASSWORD="" 

VAR_REM_DIR="" 

function generate_code_coverage(){ 

    set +o xtrace 

    INPUT_DIR=$1 

    OUTPUT_DIR=$2 

    HOME=`pwd` 

    VAR_TEST_PLAN_ID=$(get_prop 'TEST_PLAN_ID') 

    VAR_IS_TESTGRID=$(get_prop 'IS_TESTGRID') 

    VAR_TINKERER_ENDPOINT=$(echo $(get_prop 'TESTGRID_TINKERER_ENDPOINT') 

| sed 's/\\//g') 

    VAR_TINKERER_USERNAME=$(get_prop 'TESTGRID_TINKERER_USERNAME') 

    VAR_TINKERER_PASSWORD=$(get_prop 'TESTGRID_TINKERER_PASSWORD') 

    VAR_REM_DIR=$(get_prop 'RemoteProductDir') 

    user=ubuntu 

    #Copy files to the client side through tinkerer 

    # NAME: get_prop 
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# DESCRIPTION: Retrieve specific property from deployment.properties file 

# PARAMETER 1: property_value 

function get_prop { 

    local prop=$(grep -w "${1}" "${INPUT_DIR}/deployment.properties" | cut -d'=' -f2) 

    echo $prop 

} 

Missing Data  

Missing data is a crucial issue in data analysis stage when a questionnaire is the form of data 

collection method. Thus, before conducting data analysis, missing data must be resolved. A 

variety of methods are used in resolving missing data, but when considering the application of 

SEM, it is recommended to use the Listwise Deletion (LD), Pairwise Deletion (PD), Multiple 

Imputation (MI), and Full Information Maximum Likelihood (FIML). MI is a statistical 

technique that works by the process of replacing missing values with estimated values (Graham 

et al. 2007), whereas in the FIML technique, the process works by estimating parameters directly 

from the raw data for each individual. However, generating values for missing values by 

applying the MI method may lead to bias, and therefore invalid outcomes.  

The FIML methods provide more accurate results but due to their computational complexity and 

sensitivity, this process is not applied in the present study. LD is a method in which any case that 

contains single or multiple missing data from the analysis is eliminated. This method may affect 

the sample if there are many missing items in relation to the data size which can result in 

reducing the statistical power. On the other hand, PD takes into consideration all the non missing 

data. Another consideration in selecting an approach is the specification of sample size; if the 

missing data are random, less than 10% of the observations, and factor loadings are high (0.7 or 

greater), then any approach are appropriate. 

Table Reliability Analysis using Cronbach Alpha 

Concept measured  Item used  Cronbach Alpha Reliability Results 

Cloud Storage 

Security (CS)  

3  0.937  Excellent 

Confidentiality (Co)  6  0.855 Very good 

Integrity (In)  6  0.917 Excellent 

Availability (Av)  4  0.893 Very good 
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 In this study, we have used the pairwise deletion (PD) to handle missing data issues as it 

provides fewer problems with convergence, factor loading estimates relatively free of bias and 

easy to implement using the AMOS program. 

 

Graph Reliability Analysis using Cronbach Alpha 

 

Reliability  

The study applied a measure of construct reliability based on the Cronbach Alpha test. The 

overall Cronbach Alpha value is 0.939 and in Table, the Cronbach Alpha values for most 

constructs are shown between 0.8 and 0.9, which indicates very good internal consistency of 

items, whereas the Cronbach Alpha reliability of the constructs; integrity, accountability and 

auditability is above 0.9 which indicates excellent internal consistency. 

Demographic Data 

 Demographic background of the respondents is described in this section. Table 7.2 shows the 

demographic data of the participant responses. The demographic section includes four questions 

about the respondents’ domain/sector, job/position, experience in ICT and the percentage of 

involvement in a cloud storage environment. The objective of this section is to focus on ICT 

security practitioners involved with a cloud storage environment. 

Table Demographic data 

Questions  Answer Options  Frequencies  Percentage 

Domain/Sector Academic/Education  28 12.8 

Government  127  58.3 

Industry  45  20.6 

Others  18  8.3 
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Item used
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Job/Position IT Officer/Assistant 

IT Officer  

136  62.4 

 IT Manager  18  8.3 

 IT Technical  16  7.3 

 

The majority respondents are from the government sector, 58.3 percent and the largest group of 

participant was IT officers/Assistant IT officers. The questionnaire also asked about the 

participant’s experience in ICT security; the result shows that 29.4 percent of the respondent had 

at least two years of experience, 49 percent had over six years of experience and over 20 percent 

had over ten years of experience in ICT security. From this data, it can be concluded that the 

majority of respondents have good and well established knowledge in ICT security. To obtain 

further information about the respondents’ involvement in a specific domain, respondents are 

asked of their involvement in cloud storage and the approximate percentage of involvement in a 

cloud storage environment. The results showed 99 respondents have none or less than 25 percent 

involvement in a cloud storage environment. Nevertheless, the majority number of respondents 

have been involved in a cloud storage environment (119 respondents in total). 

 

Graph Demographic data 

Security Measures in Cloud Storage  

The final section of the questionnaire describes on the security in cloud storage, this part was 

designed to obtain knowledge about the security of cloud storage in their organisations. The 
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questions were used to measure how much does an organisation follows the Cloud Storage 

Security Framework (CSSF). Questions were asked to what extent they agree with the statements 

associated with the security factors. Each factors have several items indicators. This section was 

concerned with the empirical measurements for the suggested factors and their item indicators. 

Overall, the results shows that there was a strong agreement on the measuring items for each of 

the security factors. 

 

Figure Confidentiality Factor 

The practitioners agreed on the required security measures, it is predicted to perceive that most 

of the respondents strongly agree on the importance of security control implementations to 

protect data accessed in cloud storage. The controls includes; Authentication, Identity 

Management, Secure Communication Channel, and Access Management as shown in Figure for 

the confidentiality factors. In addition, results shown in Figure have shown how practitioners 

perceived in having controls to protect data stored in cloud storage. In short, the practitioners 

agrees on having key management, encryption, and protection for sensitive data. 
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Figure  Integrity Factor 

Strength for the Relationship using Kaiser-Meyer-Olkin (KMO) Measure 

 Another test to ensure the data is suitable for factor analysis is by observing the strength of inter-

correlations among the variables. One of the statistical measures used to identify this is called 

Kaiser-Meyer-Olkin (KMO); a measure of sampling adequacy which ranges from 0 to 1. If the 

value yields more than 0.7, then the correlation on the whole are sufficient to perform factor 

analysis. Values between 0.5 and 0.7 are mediocre, values between 0.7 and 0.8 are good, values 

between 0.8 and 0.9 are great and lastly values above 0.9 are superb (Kaiser 1974). A KMO with 

0.6 is suggested as the minimum value for a good factor analysis. As measured from the sample, 

a KMO value of 0.856 was acquired from the data. Therefore, it is justified that the factor 

analysis is suitable for these data sets. 

Table KMO and Bartlett’s Test 

Kaiser-Meyer-Olkin Measure of Sampling 

Adequacy.  

0.856 

Bartlett's Test of Sphericity Approx. Chi-Square  7818.674 

df  903 

Sig.  <0.001 
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Graph  KMO and Bartlett’s Test 

Kaiser Criterion  

The first method, eigenvalues or Kaiser’s criterion will extract and retain the factors that have 

eigenvalues greater than 1 for further investigations. The eigenvalue of a factor represents the 

amount of the total variance explained by that factor. Table summarises the factors that have 

eigenvalues greater than one (factor 1 to 9). 

Table Total Variance Explained 

Factors  Eigenvalues (Total) Eigenvalues (% of 

Variance) 

Eigenvalues 

(Cumulative %) 

1  12.485  29.034 29.034 

2  3.690  8.582  37.616 

3  2.917  6.783 44.399 

4  2.603  6.052 50.451 

5  2.289  5.324 55.775 
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Graph Total Variance Explained 

 

 

CONCLUSION 

Use of third-party auditing service provides a cost-effective method for users to gain trust in 

cloud. We assume the TPA, who is in the business of auditing, is reliable and independent entity. 

In this paper, public auditing system is proposed for data storage security in cloud computing 

along with preserving privacy mechanism. It can utilizes the homomorphism linear authenticator 

and random masking to guarantee that the TPA would not learn any knowledge about the data 

content stored on the cloud server during the efficient auditing process, which not only 

eliminates the burden of cloud user from the tedious and possibly expensive auditing task, but 

also alleviates the users fear of their outsourced data leakage. Public auditing is able to allow 

clients for delegating the tasks of integrity verification to TPA while they are independently not 

reliable or cannot commit required resources of computation performing verifications in a 

continuous manner. One more important concern is the procedure for construction of verification 

protocols which can be able to accommodate data files that are dynamic.  
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