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I Introduction  

Today’s digital era have many ways for being connected with each other. The 

revolutionary technological advancements made possible anyone anybody anytime and 

anywhere connectivity [1]. All this is possible due to the wireless adhoc networks that gave 

total freedom in shared connectivity to its users. But as freedom always arise many issues or 

challenges and have many vulnerabilities, the same is true for wireless adhoc networks. This 

paper presents an overview of one of the most important issue of wireless adhoc network 

named as security.  

 A spontaneous collection of moving heterogeneous wireless devices able to self-

organise and self-administer [2] themselves for communication is defined as a wireless adhoc 

network or also named as mobile adhoc network i.e. MANET. Mobile heterogeneous devices 

can be Laptops, smart phones, sensors, PDAs or any portable device equipped with wireless 

facilities. These devices use radio signals [3] for communication among themselves. They 

communicate without any centralized administration by cooperating each other in distributed 

manner in order to have self-administration power [2][3]. All the characteristics of Manets 

are self-explanatory within the definition. 

II Security issues in Manets 

Security is difficult to maintain in the mobile ad hoc network as compared to the old wired 

network because of various vulnerable characteristics of mobile adhoc networks. Manets 

have many weaknesses which need to be handled properly to ensure secure communication 

among nodes of adhoc networks [4]. The vulnerabilities existing in manets are addressed here 

as under:  

1. Unsecure Boundaries: Due to the dynamic nature characteristics of adhoc networks 

all nodes or devices are free to leave or join the adhoc network as per their desire/ 

demand or choice. Hence there is no fixed boundaries defined for the adhoc networks 

and they have the dynamic topology. Any malicious node having mal-intensions may 

enter the network and attacks or hacks the normal functioning of network. There can 

be active tampering of data or passive analysis of secret information. Hence adhoc 

networks need to be secured from malicious nodes within or outside the network. [7].  

2. Behaviour of Compromised nodes in the Network: In manets mobile nodes work 

in cooperative fashion by trusting each other. But if some node has mal-intensions 

they may over power others to launch passive or active attacks from inside the 

network. They may disrupt the control or data flow within the manet. It is the 

weakness of manet which is also considered as one sort of vulnerability [8] inside the 

network.  

3. Unavailability of Centralized Management: Ad hoc networks are vulnerable as 

they do not have any central management mechanism to track the behaviour of nodes 
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and the situation become more difficult as the size of network [7] increases. The 

nodes in manet operate in cooperative fashion by trusting each other for forwarding 

the packets by deciding various other issues of routing [5]. The fake or malicious or 

intruder nodes may take the advantage of it and use this vulnerability of manets to 

throw many sorts of attacks on manets [6].  

4. Limited Power of Nodes: In the ad hoc network nodes acts both as router as well as 

host, therefore they need more power as compared to simple hosts in wired networks. 

The main problem which encounter here is that if any selfish node is present in adhoc 

network then in order to save its power the selfish node may stop cooperating with 

neighbouring nodes. This may leads to denial of service attack for manets [4]. Hence 

limited battery of mobile nodes is one more vulnerability in manets.  

5. Flexibility: The scale of the adhoc network keeps changing all the time. [4]because of 

the mobility of the nodes in the mobile ad hoc network, and it is hard to predict how 

many nodes there will be in the network in the future.  

III Threats to Security in Manets 

The above discussed vulnerabilities or weaknesses cause different threats on Manets that 

hampers various essential services provided by the network. The threat may be active or 

passive that may initiate from within or outside the network in order to attack the control or 

data flow of the network. Some of them are listed as below [10][11][12]:   

1. Denial of service 

2. Resource consumption 

 Energy depletion: deplete the battery power of critical nodes 

 Buffer overflow: flooding the routing table or consuming the data packet buffer 

space 

3. Host impersonation: A compromised node can act as another node. 

4. Information disclosure: a compromised node can act as an informer. 

5. Interference: jam wireless communication by creating a wide-spectrum noise 

IV Parameters of Security 

Before presenting the existing security solutions of Manets, we must discuss the security 

criteria for Manets that includes various security services need to be ensured for security of 

Manets. Below is given the overview of security services required for the security in mobile 

adhoc networks: [13]  

1. Availability: ensures about availability of the services of networks regardless the 

behaviour of the nodes insides the network. In manets node itself is responsible for 

the availability service of the network because nodes themselves perform all 

functioning of the network. [4][14].  

2. Integrity: gives the surety to the users about the content of messages in the sense that 

their message, data or information remains unaltered during transmission from 

deliberate or accidental attacks [5][15].  
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3. Confidentiality: guarantees that message will be delivered only to the authorised 

user. It means that confidential information is given only to their subscribers and kept 

secret from all other entities. [13][14] 

4. Authenticity: is related to the identity of the hosts or communicators. It means that 

parties who are communicating must be actual ones not the fake entities who may 

impersonate in place or some other. It is an essential attribute of security. [14].  

5. Non-repudiation: ensures about the receiver to the sender. It says that receiver 

cannot deny about getting the message received by him [10]. This is helpful in 

identifying abnormal behaviour of compromised or malicious nodes.  

6. Authorization: is all about the permissions or privileges also called access rights 

given to a node in the network. It can be assured by the way of certificate that may be 

assigned by competent authority[15].  

7. Anonymity: This criterion [16] is also called privacy preserving and required for 

protecting the privacy of the nodes from any sort of unnecessary disclosure to any 

other nodes or outsiders.  

V Security Solutions in Manets 

This section presents various existing security mechanisms for ensuring secure and efficient 

communication in mobile adhoc networks. The existing security mechanisms may be 

classified into two broad categories namely preventive and reactive security mechanisms.  

Preventive mechanism also called as traditional security mechanisms [24] include 

basically includes two methods named as Secure Routing techniques and Key Management 

techniques which may be used as the attack prevention mechanisms. These security solutions 

are based on conventional authentication schemes [29] like cryptography, hash function and 

digital signature.  

1. Encrypting the message: [29] The encrypted message called cipher text is used for 

authenticating the entire original message called as plain text. The process is termed 

as cryptography.  

2. Message authentication code (MAC): [28] is a fixed code value that is obtained by 

using a public function over message with a secret key. It can serve the purpose of 

authentication for the user. The public function is designed as security scheme to be 

incorporated wherever required.  

3. Hash function: [24] is used for creating digital signatures. It is done by using a 

mapping function which is able to convert the message of any length into a fixed-

length value called as hash function. It is also used as an authenticator.  

Reactive Mechanism 

The research done till date very well explained that only the traditional mechanisms 

of preventive security using encryption techniques/digital signature [23] are not enough for 

securing MANETs fully from attacks. Many weaknesses still exists in the system like design 

and programming errors or social engineering of nodes in MANETS. Hence, some other 

mechanism or schemes needed which may detect the intrusions in normal routing and 
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develop proper measure to handle the same. This is termed as reactive mechanism for 

securing routing protocols [20] that provides the second line of defence against attacks and 

also necessary for ensuring full security of MANET. These measures are named as Intrusion 

detection system (IDS). [30]  

Intrusion Detection Systems [16][19]  

Intrusion is defined as an abnormal activity like unauthorized access or unwanted 

activity initiated by nodes in manets that does not matches its normal profile or activities. It 

may be any type of attack passive, active and can be done by any node external or internal to 

affect the control or data flow of packets in manets in order to hold or deny essential services 

of the network such as availability of network resources, integrity and privacy of data packets 

[36]. The system designed for the detection of such intrusions and taking appropriate action 

against the them is defined as Intrusion detection system (IDS)[16]. Intrusion Detection 

Systems is designed by considering the following two assumptions [17][18]  

1. User profiles and network programs are observable entities.  

2. Normal and intrusion activities are distinguishable.  

 

VI Security Aspect of Manet Routing Protocols  

Secure routing is challenging task in MANET as each node in MANET may acts both as a 

router and as host. There are many different existing routing protocols as no single protocol is 

suited well for all types of manets environments [25]. Similarly, it is not possible to design 

one secure routing protocol to secure MANETs from all types of attacks simultaneously and 

at the same time suitable for variety of MANET scenarios like small, scalable, fixed, 

dynamic, homogenous and heterogeneous [26]. Therefore there are different implementations 

of existing routing protocols for security. The above explained three traditional authentication 

schemes can be deployed in network layer in order to provide security to routing protocols in 

following two ways:  

Secure routing protocols uses cryptography [26] for incorporating security within 

routing protocols. But this requires extra hardware resources which imposes additional load 

on all network nodes for computational purposes. Manets have random and dynamic 

movements of nodes within and outside itself. Hence cryptography is not well suited for 

manets due to their weaknesses may causes attacks like DoS attacks.  

Trust-based secure routing protocols [27] poses less computational overhead over 

the nodes in manets because they does not use extra hardware and operates by some trust 

procedures established among neighbouring nodes. Hence, less vulnerable to DoS attacks. 

The limitation of trust schemes is consumption of high bandwidth among trustable 

neighbouring nodes for monitoring each other continuously.  

Jonny Karlsson, Laurence S.Dooley, Goran Pulkkis [28] reviewed the security mechanism of 

routing protocols in mobile adhoc networks. They explained that initially routing protocols 

are designed without considering the security of nodes and all nodes assumed to be 

trustworthy. Later the researches have been done and security features are added to existing 

proactive, reactive or hybrid routing protocols using the traditional methodology of 

cryptography and trust-based security measures. A brief overview of the popular secure 

routing protocols [57] has been given here:  
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1. ARIADNE [20][21][26]  

It is a secure routing protocol developed as security extension of DSR protocol. It 

uses the on-demand source routing method of DSR for route calculation. Hun, 

Jhonson & Perrig designed this protocol for providing end-to-end authentication to 

routing messages by using cryptography technique of secret or private keys 

distributed to all nodes participating in the data communication within the network. 

The shared private keys like TESLA [26] keys are distributed by using broadcast 

authentication mechanism. It make use of hash function and symmetric key 

cryptography for authentication of routing messages. The security mechanism is 

deployed at two places, at destination node as well as at each intermediatory node 

who is participating in data communication. At destination node, it is used for 

authenticating RREQ messages sent by the source node. The authentication is 

performed by adding MAC [23] (Message Authenticating Code) as a field in source 

node’s request packet. In addition to it each intermediatory node uses a hash function 

to verify the path given in the data packet header so that no node is missing from or 

added to the calculated route or node-lists. ARIADNE is able to provide security 

against active attacks such as modification, impersonation, fabrication or wormwhole 

already discussed in previous sections. But it is unable to secure from all types of 

attacks such as selfish behaviour or others.  

2. ARAN [28][20][30][31]  

ARAN is designed by Dahil [29]. It is Authenticated Routing for Ad hoc Networks 

works in two distinct stages one for route request and other for route reply phase. It is 

a preventive security measure based on trust based security mechanism as it relies on 

trusted certificate server [28]. It is applicable for open environment which may be 

combination of both infrastructure and infrastructure-less networks. In first stage of 

ARAN request routing packets gets authenticated by signing them at sender as well as 

by each intermediatory node till the destination is reached. Similarly the route reply 

packets sent back to the sender node on the reverse path also gets authenticated by 

signing them at destination as well as each intermediatory node till it reaches back to. 

This provides end-to-end authentication between two parties [29]. For certification a 

third party is involved that issues third party certificate using public key cryptography 

through Trusted Certificate Authority [26]. In the second stage shortest path is 

discovered for communication but it takes large computational overhead and time-

consuming too, hence is optional function, not mandatory procedure of ARAN. It 

ensures authentication, non-repudiation and integrity services of security and protect 

against third party attacks such as fabrication or modification and impersonation [30].  

3. SAR [24][29][30]  

This algorithm is called as Security Aware Ad hoc Routing. It is designed and 

implemented over AODV as base protocol. It assigns hierarchical trust values using 

key distribution for authentication of routes. The routing protocol sets the minimum 

trust values of nodes based on trust based key distribution for participating in route 

discovery process and calculate trust value of route. The trust value is associated with 

control packets instead of data packets. When more than one path is discovered for 

communication satisfying the criteria of minimum trust value required; then the route 

with highest trust value is selected out of them. Even if it is not the shortest route but 
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it is considered as safest and secure route with highest trust value metric. SAR also 

uses sequence numbers and time stamps as in AODV to prevent from replay attacks.  

4. SEAD [25][26][27]  

The full form of SEAD is Secure Efficient Ad hoc Distance Vector routing protocol. 

It is based on DSDV proactive routing protocol which table-driven. This algorithm is 

presented by Hu. Johnson & Perrig. It uses one way hash function method to 

authenticate routing table entries specially sequence number and metric field. They 

avoided public-key encryption for preventing the DoS attacks. In this way they 

handled the limited processing capability of CPUs. This protocol is especially 

designed to secure routing update packets by protecting them against the 

compromised nodes within the network that may deliberately makes changes in 

routing table by sending incorrect updates like rushing attack.  

5. SRP [29][31][26]  

This protocol is extension of ZRP, a hybrid routing protocol. It is proposed by 

Papadimitatos and Haas and named as Secure Routing Protocol (SRP). It is most 

commonly used security solutions amongst all existing. SRP establishes a secure 

association (SA) between source and destination secretly not known to anybody else 

to provide end-to-end security and authentication. Security Association is set up using 

public key cryptography and it preserves the integrity of routing information. This 

algorithm protect against IP spoofing attack i.e. impersonation. It uses source routing 

technique for path discovery process similar to DSR protocol with pair of SAs.  

6. SECURE AODV [29][30][24]  

The Secure AODV is introduced by Zappata as security extension of AODV protocol. 

It provides authentication to data packets by inserting MAC (Message Authentication 

Code) as an additional field used for security. It uses same route discovery and 

maintenance process of AODV to establish path between source and destination with 

additional verification mechanism for source’s identity. A source node that requests 

communication with another member of the MANET referred to as a destination 

initiates the process by constructing and broadcasting a signed route request message 

RREQ. It provides security services namely integrity, authenticity and non-

repudiation. It also uses digital signature or hash function to secure routing packets at 

intermediatory nodes.  

7. SLSP [26][27][29]  

The Secure Link State Protocol (SLSP) for mobile ad hoc networks is designed by P. 

Papadimitratos and Haas. The base protocol used for SLSP is proactive routing 

protocol Optimized Link State routing OLSR. OLSR is a table-driven protocol that 

uses link state packet updates for maintain the routing tables of nodes. Hence SLSP 

introduces security mechanism within the link state packet. It uses public key 

cryptography technique alongwith key distribution mechanism to find out secure 

nodes for communication and makes the entry of secure nodes in their respective 

routing tables. SLSP provides security starting from the neighbouring node towards 

the length of whole adhoc network which means all nodes in the network maintains 

secure link state information. Securing link state is performed by each node 

distributing its public key information to their neighbouring nodes within a zone and 
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all the neighbouring nodes updates their routing tables and validate the node by 

entering its key value in their respective routing table. Each node periodically 

distributes link state packets containing their public key certificate to its neighbours in 

order to maintain fresh and valid nodes value by updating their keys in routing table. 

Every time node enter or leaves the adhoc network link state packet is broadcasted to 

its neighbours for updating fresh key values. SLSP protects link state update (LSU) 

packets from malicious alteration, as they propagate across the network.  

8. TAODV[27][28][29]  

Trusted Adhoc On-Demand Distance Vector routing is security extension of AODV. 

It is proposed by Li , Liu and Michael. TAODV establish trust relationship among 

neighbouring nodes with the help of public or private key cryptography. It is able to 

detect malicious behaviour of nodes by declaring them un-trusted node and isolate 

them from the network. It improves the network performance as nodes trust 

themselves as per the trust relation value and need not have to verify the certificates 

of nodes at each routing step or at each hop. The trust relation among nodes is build 

using some key management technique like cryptography, hash function or message 

authentication code. It uses route discovery process of AODV and forwards route 

request based on trust relations among nodes and constantly monitors whole routing 

process for any un-trusted node enters in the communication and isolates the same. 

Table 1: Summary of Security Extensions of Routing Protocols 

Secure Routing 

Protocol  

Base Protocol  Mechanism 

Used for 

Security  

Protection 

Against Attacks  

ARAN  Others  Asymmetric 
cryptography  

Modification 

Impersonation 
Fabrication  

ARIADNE  DSR  Authention 

using Hash 
Function  

Modification 

Impersonation 

Fabrication 
Worm-hole  

SAODV  AODV  Hybrid measure  Modification 

Impersonation 
Fabrication  

SAR  AODV  Symmetric 
cryptography  

Modification 

Impersonation 
Fabrication  

SEAD  DSDV  Authentication 

using Hash 
Function  

Weak Protection 

against 

Modification 

Impersonation 
Fabrication  

SLSP  OLSR  Combination of 

cryptography 

Modification 
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and trust based 
approach  

Impersonation  

SRP  ZRP  Symmetric 
cryptography  

Modification 
Impersonation  

TAODV  AODV  Combination of 

cryptography 

and trust based 
approach  

Modification 

Impersonation 

Selfish 
Behaviour  

VII Conclusion 

The paper clearly explains that security is still a debatable issue in adhoc networks. Hence 

more research is required in the field of security particularly against intrusion in manets. This 

paper is an effort to help researchers in designing further more security mechanisms using the 

existing researches. The author’s research work is to secure wireless adhoc networks against 

intrusion by developing a new algorithm for detecting the malicious node or nodes and 

handling them properly by isolating the malicious node and discovering new secure path for 

communication. 
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