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Abstract— 

Industrial Internet of Things (IIoT) has provided a promising opportunity to build digitalized industrial 

systems. A fundamental technology of IIoT is Radio-Frequency IDentification (RFID) technique, 

which allows industrial participants to identify items and anchor time series IoT data for them. They 

can further share the IoT data through the cloud service to enable information exchange and support 

critical decisions in production operations. Storing IoT data in the cloud, however, requires a data 

access control mechanism to protect sensitive business issues. Unfortunately, using traditional 

cryptographic access control schemes for time series IoT data face severe efficiency and key leakage 

problems. In this paper, we design a secure industrial data access control scheme for cloud-assisted 

IIoT. Our scheme enables participants to enforce fine-grained access control policies for their IoT data 

via ciphertext policy-attribute based encryption (CP-ABE) scheme. Our scheme adopts a hybrid cloud 

infrastructure for participants to outsource expensive CPABE tasks to the cloud service with strong 

privacy guarantees. Importantly, our scheme guarantees a new privacy notion named item-level data 

protection for IoT data to prevent key leakage problem. We achieve these goals via several encryption 

and optimization techniques. Our performance assessments combine system implementation with large-

scale emulations and confirm the security and efficiency of our design. 

 

I. INTRODUCTION 

Industrial Internet of Things (IIoT) allow 

industrial system to collect a vast amount of 

IoT data about all aspects of the production 

process. A foundational technology for IIoT 

is the RFID technology, which allows 

industrial participants to attach RFID tags to 

items, automatically identify items and 

anchor time series IoT data for them derived 

from a spectrum of IoT devices throughout 

their life cycle. The IoT data can be then 

shared among the industrial participants to 

http://jespublication.com/


Vol 12, Issue 05, MAY / 2021  
ISSN NO: 0377-9254                                  

  

 

Journal of E ngineering S ciences 

 

www.jespublication.com Page No:60 

   

 
 

 

 

build new businesses and services. 

Generally speaking, IIoT facilitates data 

collection and sharing within the industrial 

system, which can benefit many applications 

such as decision making [5], personalized 

design [6], quality and safety [18], lifecycle 

management [19], etc. 

To facilitate the sharing of IoT data, a cloud 

service is usually used to enable seamless, 

efficient, and robust data sharing for IIoT 

[6], [12]–[14], [17]. By storing IoT data in 

the cloud, industrial participants can use the 

cloud service as a central repository to share 

the IoT data even when they are distributed 

in different geo-locations. However, the 

combination of cloud and IIoT raises 

fundamental privacy issue. IoT data stored 

in the cloud can be closely related to 

sensitive business issues such as the design 

of a new item or customer preference to 

provide personalized item service. Besides, 

the cloud should not be trusted in practice, 

since the data stored in the cloud can be 

disclosed intentionally by the cloud 

administrator or unintentionally due to 

system misconfiguration. Therefore, it is 

indispensable to enforce data access control 

on the potentially untrusted cloud. 

A straightforward but inefficient approach is 

to encrypt IoT data using cryptographic 

primitives and distribute decryption keys 

only to authorized participants. One of the 

most expressive of these is ciphertext 

policy-attribute based encryption (CP-ABE) 

[38], which is a natural fit for enforcing 

fine-grained access control. A participant 

can specify access policies based on logical 

expressions over attributes for its data 

encryptions before outsourcing to the cloud 

service. A key authority assigns each 

participant a secret key corresponding to the 

set of attributes that describes the 

participant’s features (e.g., company 

nationality, business domain, etc). CP-ABE 

ensures that only participants with attributes 

satisfying the logical expression can decrypt 

the data. Unauthorized parties including the 

cloud cannot learn any nontrivial 

information from the encrypted data. 

Although CP-ABE has been broadly used to 

design various access control schemes in the 

setting of untrusted cloud [21]– [25], there 

are still several key differences that render 

CPABE inapplicable to cloud-aided IIoT. 

First, as an expensive cryptographic 

primitive, CP-ABE is too slow to meet the 

high throughput requirement of time series 

IoT data in an industrial context. Second, 

CP-ABE relies on a key authority to derive 

all the ABE keys from a master key. 

However, deploying a key authority in a 

cloud-aided IIoT system introduces severe 

http://jespublication.com/


Vol 12, Issue 05, MAY / 2021  
ISSN NO: 0377-9254                                  

  

 

Journal of E ngineering S ciences 

 

www.jespublication.com Page No:61 

   

 
 

 

 

privacy vulnerability. If the key authority is 

compromised, the IoT data of the whole 

system will be disclosed. 

In this paper, we design a secure industrial 

data access control scheme for cloud-aided 

IIoT, which enables participants to enforce 

fine-grained access policies for their IoT 

data. Our scheme constructs the cloud 

service as a hybrid cloud infrastructure, 

which consists of a private cloud and a 

public cloud. For efficiency, our scheme 

enables the participants to delegate 

expensive CP-ABE tasks to the resource-

abundant cloud service, i.e., relying on the 

public cloud to store encrypt ed IoT data and 

the private cloud to execute CP-ABE tasks 

over the data. For security, our scheme 

protects IoT data with item keys in item-

level. As a result, our scheme guarantees a 

new privacy property named item-level data 

protection, which ensures that only 

participants that are involved in the 

production of an item can access its IoT data 

even the key authority is compromised.  

Our contributions are summarized as 

follows. 

• We devise a set of encryption techniques 

to ensure itemlevel data protection while 

enabling the private cloud to execute CP-

ABE tasks over IoT data. With these 

techniques, our scheme enables industrial 

participants to only execute lightweight 

symmetric encryption tasks to meet the high 

throughput requirement of time series IoT 

data. 

 • To further improve the performance of our 

scheme, we devise a set of optimization 

techniques with new tradeoffs for the private 

cloud to execute CP-ABE tasks in a scalable 

way. With these techniques, our scheme 

enables the private cloud to execute CP-

ABE encryption/decryption tasks in batch 

level and CP-ABE re-encryption tasks 

regardless of the size of IoT data.  

• We implement a prototype of the private 

cloud as a distributed computing 

infrastructure, which is customized for CP-

ABE tasks. We evaluate several critical 

performance metrics of our implementation. 

Comparing with a raw CP-ABE processing 

engine, our scheme achieves 2 times of 

speedup ratio. When the optimization 

techniques are turned on, our scheme further 

achieves at least two orders of magnitude of 

speedup ratio. 

II. PROBLEM STATEMENT 

A straightforward but inefficient approach is 

to encrypt IoT data using cryptographic 

primitives and distribute decryption keys 

only to authorized participants. One of the 

most expressive of these is ciphertext 
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policy-attribute based encryption (CP-ABE) 

[38], which is a natural fit for enforcing 

fine-grained access control. A participant 

can specify access policies based on logical 

expressions over attributes for its data 

encryptions before outsourcing to the cloud 

service. A key authority assigns each 

participant a secret key corresponding to the 

set of attributes that describes the 

participant’s features (e.g., company 

nationality, business domain, etc). CP-ABE 

ensures that only participants with attributes 

satisfying the logical expression can decrypt 

the data. Unauthorized parties including the 

cloud cannot learn any nontrivial 

information from the encrypted data 

 

III. PROPOSED MODEL 

For efficiency, our scheme enables the 

participants to delegate expensive CP-ABE 

tasks to the resource-abundant cloud service, 

i.e., relying on the public cloud to store 

encrypt ed IoT data and the private cloud to 

execute CP-ABE tasks over the data. For 

security, our scheme protects IoT data with 

item keys in item-level. As a result, our 

scheme guarantees a new privacy property 

named item-level data protection, which 

ensures that only participants that are 

involved in the production of an item can 

access its IoT data even the key authority is 

compromised.  

Our contributions are summarized as 

follows 

• We devise a set of encryption techniques 

to ensure itemlevel data protection while 

enabling the private cloud to execute CP-

ABE tasks over IoT data. With these 

techniques, our scheme enables industrial 

participants to only execute lightweight 

symmetric encryption tasks to meet the high 

throughput requirement of time series IoT 

data.  

• To further improve the performance of our 

scheme, we devise a set of optimization 

techniques with new tradeoffs for the private 

cloud to execute CP-ABE tasks in a scalable 

way. With these techniques, our scheme 

enables the private cloud to execute CP-

ABE encryption/decryption tasks in batch 

level and CP-ABE re-encryption tasks 

regardless of the size of IoT data.  

• We implement a prototype of the private 

cloud as a distributed computing 

infrastructure, which is customized for CP-

ABE tasks. We evaluate several critical 

performance metrics of our implementation. 

Comparing with a raw CP-ABE processing 

engine, our scheme achieves 2 times of 

speedup ratio. When the optimization 

techniques are turned on, our scheme further 
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achieves at least two orders of magnitude of 

speedup ratio. 

 

IV. IMPLEMENTATION 

We implement CSP in our scheme as a 

distributed computing infrastructure to 

process CP-ABE tasks in a scalable way. 

Although many distributed computing 

infrastructures (e.g., mapreduce, hadoop) 

have been proposed, these infrastructures are 

not efficient to process CP-ABE tasks as 

they are designed for general computation 

tasks. Instead, we tailer and implement an 

efficient distributed computing 

infrastructure customized for CP-ABE tasks. 

We emphasize that our implementation is a 

primary prototype without advanced system 

optimization. According to the 

characteristics and requests of real industrial 

applications, the system manager can select 

suitable computing environment (e.g., GPU, 

multi-core, computing cluster), adjust 

computation resource in running time, and 

use optimization techniques (e.g., queuing 

theory, control-feed back) to meet the 

application requirement and reduce the 

energy cost. Our implementation uses C and 

python. For CP-ABE tasks, we use an 

implementation of the CP-ABE scheme [56] 

with elliptic curves from the Stanford 

Pairing-Based Cryptography library [42] and 

open SSL [57] for AES implementation. Our 

implementation uses the standard 80-bits 

security parameter. In the following, we first 

describe our implementation of CSP. We 

then describe the design and implementation 

of our task schedule framework which is 

deployed at CSP to schedule ABE-tasks. 

At a high level, our CSP implementation 

provides three function calls for participants 

to interact with SSP:  

• Data-sub: a participant invokes this 

function to submit a ABE-encrypted IoT 

record to SSP for share. Upon receiving the 

request, Data-sub generates and sends a 

CPABE encryption task to the task schedule 

framework.  

• Data-re: a participant invokes this function 

to retrieve an IoT record submitted by other 

participants from SSP. Upon receiving the 

request, Data-re generates and sends a CP-

ABE decryption task to the task schedule 

framework. 

 • Policy-up: a participant invokes this 

function to change the access authority of 

one of its submitted IoT records. Upon 

receiving the request, Policy-up generates 

and sends a CPABE re-encryption task to 

the task schedule framework. CSP accepts 

and processes all the CP-ABE tasks 

submitted by the three function calls. In 

http://jespublication.com/


Vol 12, Issue 05, MAY / 2021  
ISSN NO: 0377-9254                                  

  

 

Journal of E ngineering S ciences 

 

www.jespublication.com Page No:64 

   

 
 

 

 

processing these tasks, CSP interacts with 

SSP by submitting/retriving ABE-encrypted 

IoT records. 

Overview: Our CSP implementation 

consists of a master node and a set of slave 

nodes to support scalable task processing. 

To assign CP-ABE tasks to slave nodes, our 

implementation adopts a two-layer task 

schedule framework to achieve a balance 

between load balancing and schedule 

flexibility. In the first layer, the master node 

runs a global task schedule module to assign 

CP-ABE tasks submitted by participants to 

slave nodes. The global task schedule 

module analyzes the workloads of the 

submitted CP-ABE tasks and assigns them 

to balance the loads of the slave nodes. In 

the second layer, each slave node runs a 

local task schedule module to process the 

assigned CP-ABE tasks. According to 

different service requests, the local task 

schedule module adopts specific schedule 

algorithms (e.g., FCFS, SJF etc) to schedule 

the processing order of its assigned CP-ABE 

tasks. The master node needs to transfer 

encrypted IoT records to slave nodes for 

them to execute CP-ABE tasks, which 

incurs extra communication overhead. Since 

we adopt hybrid encryption strategy, an 

encrypted IoT record consists of a short key 

part which is an ABE-encrypted data key, 

and a long data part which is a 

symmetrically-encrypted IoT record. We 

observe that a slave node only needs the key 

part to process an ABE-

encryption/decryption task. Based on this 

observation, we propose to divide encrypted 

IoT records into key parts and data parts. 

The master node caches the data parts in its 

local storage and only transfers the key parts 

to slave nodes. This divide-and-cache 

optimization avoids a large volume of data 

transfer overhead between slave nodes and 

the master node. 

Redis implementation: Our 

implementation is built on Redis. Redis is a 

memory-based key-value database and is 

often used as a structure server to support 

network communication, persistent storage, 

and various language APIs. Redis stores 

data in memory and has extremely fast 

access speed. Redis also has some features 

that a database should have, such as 

replication, adjustable levels of durability, 

clustering, and high availability. Compared 

to memcached, Redis provides richer data 

types to accommodate different scenarios. In 

combination with the above advantages, we 

choose to use Redis to implement key data 

structures such as task queue in our 

implementation. Figure 6 shows the design 

details of our Redis based implementation. 
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The master node maintains two important 

data structures, caching-queue, and node 

state-queue. caching-queue is used to store 

CP-ABE tasks submitted by the participants 

and task results returned by slave nodes. 

node state-queue is used to manage 

information about the slave nodes such as 

their working queue IDs and current loads. 

As we have discussed above, the master 

node also maintains a global task schedule 

module to assign CP-ABE tasks from 

caching-queue to working-queues of slave 

nodes. On the other hand, each slave node 

maintains a local task schedule module to 

assign threads for the CP-ABE tasks in its 

working-queue. Once a task has been 

processed, the slave node returns the task 

result to the master node and updates its 

current load maintained in node state-queue. 

 

V. RESULTS ANALYSIS AND 

EVALUATION 

We now evaluate the empirical performance 

of our system prototype. We only consider 

the three types of data operations of our 

scheme on the cloud and do not consider the 

issue of performance degradation [49] 

incurred by other types of tasks. Our 

evaluation consists of three groups of 

experiments: (1) basic evaluation to show 

that CSP affords most of the overhead in 

CP-ABE tasks; (2) evaluation of our 

optimizations to demonstrate their efficiency 

advantages; and (3) evaluation  

of our scheme as a whole to show its 

effectiveness. For a CPABE encryption task, 

we fix its policy complexity to 10. For a CP-

ABE decryption task, we randomly set the 

size of its MCA set from 1 to 20. We deploy 

CSP on a high performance workstation in 

our lab. Since CSP is implemented as a 

distributed computing infrastructure, we use 

the workstation to simulate the infrastructure 

which consists of one master node and three 

slave nodes. Each slave node is equipped 

with a 3.30 ghz 4-cores Intel i5-4590 CPU, a 

8 GB RAM and an operating system of 

Ubuntu 16.04. We deploy SSP on tencent 

cloud host with a single core, a 1 GB RAM 

and an operating system of Centos6.5. The 

bandwidth between CSP and SSP is 10 

Mbps. Finally, we deploy participant on a 

personal laptop with a 2.3 ghz 4-core Intel 

i5-6300hq CPU and  a 8 GM RAM 
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VI. CONCLUSION 

We design a secure industrial data access 

control scheme for cloud-aided IIoT to 

enforce fine-grained access policies and 

item-level data protection. Our scheme 

adopts a hybrid cloud infrastructure and 

enables participants to delegate expensive 

access enforcement tasks to a dedicated 

computing service provider. Our scheme 

proposes a set of encryption techniques to 

ensure item-level data protection for item 

records to prevent key leakage problem. It 

also proposes several optimization 

techniques to optimize the performance of 

the computing service provider while 

preserving the item-level data protection. 
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