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Abstract 
 MSBD. Malicious social bots generate fake tweets and automate their social relationships 

either by pretending like a follower or by creating multiple fake accounts with malicious 

activities. Moreover, malicious social bots post shortened maliciousURLs in the tweet in order 

to redirect the requests of  online social networking participants to some malicious servers. 

Hence, distinguishing malicious social bots from legitimate users is one of the most important 

tasks in the Twitter network. To detect malicious social bots, extracting URL-based features 

(such as URL redirection, frequency of shared URLs, and spam content in URL) consumes less 

amount of time in comparison with social graph-based features (which rely on the social 

interactions of users). Furthermore, malicious social bots cannot easily manipulate URL 

redirection chains. In this article, a learning automata-based malicious social bot detection 

(LA-MSBD) algorithm is proposed by integrating a trust computation model with URL-based 

features for identifying trustworthy participants (users) in the Twitter network. The proposed 

trust computation model contains two parameters, namely, direct trust and indirect trust. 

Moreover, the direct trust is derived from Bayes’ theorem, and the indirect trust is derived 

from the Dempster– Shafer theory (DST) to determine the trustworthiness of each participant 

accurately. Experimentation has been performed on two Twitter data sets, and the results 

illustrate that the proposed algorithm achieves improvement in precision , recall, F-measure, 

and accuracy compared with existing approaches for MSBD 
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1. INTRODUCTION 

MALICIOUS social bot is a software program that pretends to be a real user in online social 

networks (OSNs) [1], [2]. Moreover, malicious social bots perform several malicious attacks, 

such as spread social spam content, generate fake identities, manipulate online ratings, and 

perform phishing attacks [1]. In Twitter, when a participant (user) wants to share a tweet 

containing URL(s) with the neighboring participants (i.e., followers or followees), the participant 

adapts URL shortened service (i.e., bit.ly [3]) in order to reduce the length of URL (because a 

tweet is restricted up to 140 characters). Moreover, a malicious social bot may post shortened 

phishing URLs in the tweet [4]. As shown in Fig. 1, when a participant clicks on a shortened 

phishing URL, the participant’s request will be redirected to intermediate URLs associated with 

malicious servers that, in turn, redirect the 

user to malicious web pages. Then, the legitimate participant is exposed to an attacker. This leads 

to Twitter network suffering from several vulnerabilities (such as phishing attack). Several 

approaches have been proposed to detect spam in the Twitter network [5]–[8]. These approaches 

are based on tweet-content features, social relationship features, and user profile features. 

However, the malicious social bots can manipulate profile features, such as hashtag ratio, 

follower ratio, URL ratio, and the number of retweets. The malicious social bots can also 

manipulate tweet-content features, such as sentimental words, emoticons, and most frequent 

words used in the tweets, by manipulating the content of each tweet [9]. The social relationship-

based features are highly robust because the malicious social bots cannot easily manipulate the 

social interactions of users in the Twitter network. 

 

However, extracting social relationship-based features consumes a huge amount of time due to 

the massive volume of social network graph [10]. Therefore, identifying the malicious social 

bots from the legitimate participants is a challenging task in the Twitter network. The existing 

malicious URL detection approaches [11], [12] are based on DNS information and lexical 

properties of URLs. The malicious social bots use URL redirections in order to avoid detection 

[13]. However, for detectors, identification of all malicious social bots is an issue because 

malicious social bots do not post malicious URLs directly in the tweets. Thus, it is important to 

identify malicious URLs (i.e., harmful URLs) posted by malicious social bots in Twitter. 
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Most of the existing approaches [14], [15] are based on supervised learning algorithms, where 

the model is trained with the labeled data in order to detect malicious bots in OSNs. However, 

these approaches rely on statistical features instead of analyzing the social behavior of users [16]. 

Moreover, these approaches are not highly robust in detecting the temporal data patterns with 

noisy data (i.e., where the data is biased with untrustworthy or fake information) because the 

behavior of malicious bots changes over time in order to avoid detection [17], [18]. This 

motivated us to consider one of the reinforcement learning techniques (such as the learning 

automata (LA) model) to handle temporal data patterns. In this work, we design an LA model to 

detect malicious social bots with improved precision and recall.  

 

In this article, the malicious behavior of participants is analyzed by considering features 

extracted from the posted URLs (in the tweets), such as URL redirection, frequency of shared 

URLs, and spam content in URL, to distinguish between legitimate and malicious tweets. To 

protect against the malicious social bot attacks, our proposed LA-based malicious social bot 

detection (LA-MSBD) algorithm integrates a trust computational model with a set of URL-based 

features for the detection of malicious social bots. The proposed trust computational model 

contains two parameters, namely, direct trust and indirect trust. The direct trust value is derived 

from the Bayesian learning [19] (by considering URL-based features) to determine the 

trustworthiness of tweets posted by each participant. In addition to the direct trust, belief values 

(i.e., indicators for determining indirect trust) are collected from multiple neighbors of a 

participant. This is due to the fact that in case the neighbors of a participant are trustworthy, the 

participant is likely to be trustworthy. Furthermore, Dempster’s combination rule [20] aggregates 

the belief values provided by multiple one-hop neighboring participants in order to evaluate the 

indirect trust value of participants in the Twitter network. 

 

Moreover, in our work, the belief values provided by multiple neighboring participants are 

considered to be independent. The proposed LA-MSBD algorithm helps to detect malicious 

social bots accurately (in terms of precision, recall, F-measure, and accuracy) in Twitter. The 

major contributions are as follows. 
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1) Analyze the malicious behavior of a participant by considering URL-based features, such as 

URL redirection, the relative position of URL, frequency of shared URLs, and spam content in 

URL. 

2) Evaluate the trustworthiness of tweets (posted by each participant) by using the Bayesian 

learning and Dempster–Shafer theory (DST). 

3) Design of an LA-MSBD algorithm by integrating a trust model with a set of URL-based 

features. 

4) Performance evaluation of the proposed LA-MSBD algorithm using two Twitter data sets, 

namely, The Fake Project data set [21] and Social Honeypot data set [22] 

in terms of precision, recall, F-measure, and accuracy for MSBD in the Twitter network. 

2. PROPOSED SYSTEM 

The proposed LA-MSBD algorithm helps to detect malicious social bots accurately (in terms 

of precision, recall, F-measures, and accuracy)in twitter. the major contributions are as 

follows. 

Analyze the malicious behavior of a participant by considering URL, frequency of shared 

URLs, and spam content in URL. 

Evaluate the trustworthiness of tweets (posted by each participant)by using the Bayesian 

learning and dempster-shafer theory(DST) 

Design of an LA-MSBD algorithm by integrating a trust model with a set of URL- based 

features. 

Performance evaluation of the proposed LA-MSBD algorithm using two twitter data sets, 

namely, the fake project data set[21]and social honeypot data set [22],in terms of precision, 

recall, F-measures, and accuracy for MSBD in the twitter network.  

3. ALGORITHM 

Algorithm 1 Feature Ranking() 

Step1: for each feature fi∈ F do  

Step2: Compute weight wt fi = G(fi) n i=1 G( fi)  

step3: end for  
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stap4: F → Construct a feature ranking vector with weights wt fi associated with each important 

feature fi 

Algorithm 2 Direct Trust Computation() 

Step 1: T D(t) = φ  

Step 2: for each tweet twi j j=1 to m do  

Step 3: if participant pi has posted jth tweet tw to one of its neighboring participant (friend) then  

Step 4: F ← Extract feature set of twi j 

Step 5: F ← Feature_ranking(F)  

Step 6: for each feature fi∈Fdo 

Step 7: Compute pr( f  1, .., f  n |C = malicious) using Equation (4) 

Step 8: end for 

Step 9: Compute Ttwij(t) using Equation (5) 10: Concatenation of T D(t) with value Ttwij (t) and 

T D(t) is updated with the concatenated values 11: end if 12: end for 13: Compute direct trust T 

D pi (t) using Equation (6) 

Algorithm 3 Indirect Trust Computation() 

Step1: T I D (t) = φ  

Step 2: if participant pi has one or more one-hop neighboring participants then 

Step 3: for each pk∈ N B(pi) do// N B(pi)-neighbors of pi 

Step 4: T D pk (t) ← Direct_Trust_Computation(pk) 

Step 5: Concatenation of T I D(t) with value T D pk (t) and T I D (t) is updated with the 

concatenated values 

Step 6: end for 

Step 7: Compute indirect trust T I D pi (t) by using Equation (11)  

Step 8: else 

Step 9: T I D pi (t) = 0 10: end if 
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Algorithm 4 LA-MSBD  

Input: Set of participants P = {p1,...,pn} in Twitter, τ : Number of time slots, Tf : Threshold 

value, : Reward parameter  

Output: T : a set of trust values of all legitimate participants with list of legitimate participants, 

Sb: a set of malicious social bots 

 Assumptions: Let L A = {la1,la2,... lan} be set of LA, where lai represents learning automata for 

each participant. 

begin 

step1: Sb = φ, β = φ, T = φ  

step 2: Learning automata is activated for each participant pi 

step 3: for each participant pi ∈ P do 

step 4: for t = 1, 2,...,τ do 

step 5: T D pi (t) ← Direct_Trust_Computation()  

step 6: T I D pi (t) ← Indirect_Trust_Computation()  

step 7: Compute trust value of pi (Tpi(t)) using Equation (1) 

step 8: Compute action probability value pr(t) = 1 − Tpi(t) 

step 9: if Tpi(t) <Tf then  

step 10: Concatenation of set β with a string 1 and β is updated with the concatenated values  

step 11: else 

step 12: Concatenation of set β with a string 0 and β is updated with the concatenated values  

step 13: end if 

step 14: Compute pr(t + 1) using Equation (12) 

step 15: end for 

step 16: if (no. of 1’s in β > no. of 0’s in β) then  
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step 17: Sb = Sb∪ {pi} // pi-malicious social bot 

step 18: reward pi using Tpi(t) = Tpi(t) − ε  

step 19: else  

step 20: pi is legitimate and added into the legitimate list of participants. 

step 21: Concatenation of set T with the value Tpi(t) and T is updated with the concatenated 

values  

step 22: end if 

step 23: β = φ 

step 24: end for  

step 25: return T with list of legitimate participants and Sb 

PROPOSED SYSTEM ARCHITECTURE 

 

 

                                                 Fig- 1 proposed system architecture 
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In this section, we first propose a framework for analyzing the tweets posted by participants in 

the Twitter network. In addition, we present a trust model with several features that are extracted 

from URLs (which are posted by the participants in the tweets) for evaluating the trust value of 

each participant in Twitter. Finally, an LA-MSBD algorithm is proposed to identify malicious 

social bots. 

A. Proposed Framework for Detecting Malicious Social Bots 

As shown in Fig. 1, the proposed framework consists of three components: data collection, 

feature extraction, and LA model. To collect tweets posted by participants (users), the tweets can 

be crawled using Twitter Streaming APIs [38]. The data collection component (i.e., phase) 

consists of three subcomponents (i.e., subphases): reading tweets from Twitter streaming, 

collecting tweets, and URLs. Moreover, the collected tweets and collected URLs are stored in a 

repository. The feature extraction consists of two subcomponents: expanding shortened URLs 

and extracting feature set. Whenever afeature extraction component obtains a shortened URL 

from the repository, it is converted into a long URL using URL shortened services (such as t.co, 

bit.ly, and tinyurl.com) [39]. For each URL (posted by the participant in the tweet), we extract 

several features that are based on the lexical properties of URLs (such as spam content and the 

presence of -, @, and # symbols in the domain name) along with the features of URL redirection 

(such as URL redirection length and relative position of initial URL). Furthermore, we use 

these features as input to the proposed LA model for MSBD. The proposed LA model is 

integrated with a trust evaluation model. Moreover, the trust model determines the probability 

of a tweet containing any malicious information (such as URL redirection, frequency of URLs, 

and spam content in URL). Finally, after evaluating the malicious behavior of a series of tweets 

posted by a participant, we classify tweets as malicious and legitimate tweets. However, 

malicious tweets are likely to be posted by malicious social bots. This helps in distinguishing 

malicious social bots from benign participants. 

B. Feature Extraction 

The accuracy of the MSBD approach is based on several features that are extracted from the 

Twitter network. In the proposed approach, we consider URL-based feature set F = 

{ f1, f2, . . . , f11}, which are described in Table II (similar features are mentioned in [12], [30], 

and [41]). These features are derived from URL redirection chains and the lexical properties of 

URLs. Moreover, the URL-based features are used in evaluating the trustworthiness of tweets 

posted by the participants. For example, malicious social bots usually use long URL redirects to 

avoid detection [41]. The malicious URLs are not usually placed at the end of the URL 

redirection chain because social bots have to redirect Twitter users to different web pages in 

order to perform phishing attacks [30]. Therefore, in this work, URL redirection length, the 

relative the number of features, G( fi ) represents the information gain value (i.e., the amount of 

information which is gained for a feature) of each feature fi , and it is computed based on 

Shannon’s entropy model [35] (lines 1–3). Using the weight function (line 2, Algorithm 1), a set 

of features will be identified as important features, and other set of features will be identified as 

less influential features based on the available Twitter network data set. For example (i.e., for 

some data set), spam content, URL redirection length, and relative position of initial URLs may 

be the most important features, whereas URL without hostname and presence of symbols (like 

@, -, and #) may be the least influential features for identifying malicious information in tweets. 

However, the actual set of important features will be determined based on higher weight 
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values on a given data set. Finally, feature ranking vector _ F = { _f1, _f2, . . . , _fn } is 

constructed based on weights associated with each important feature (i.e., where important 

features will be chosen with higher weight values and the actual number of important features in 

_ F will be less than or equal to the number of features in the initial feature set F) (line 4, 

Algorithm 1). 

C. Trust Computational Model 

In the Twitter network, there is an uncertainty in evaluating the trust value of participants 

because social trust relationship changes over time. To address this uncertainty, we consider 

two different methods: Bayesian learning and DST. The proposed trust computational model 

contains two parameters, direct trust and indirect trust, where the former is derived using 

the Bayesian learning and the latter is derived based on DST. Let G = (P, E) be a Twitter 

network, where P = {p1, p2, . . . , pn} represents a set of participants (users) and E ⊆ P × P is the 

set of directed edges representing social relationships among participants. The trust value of 

participant pi at time t (denoted as Tpi (t)) is obtained using Tpi (t) = αT D pi (t) + (1 − α)T I D 

pi (t) (1) where T D pi (t) and T I D pi (t) are the direct and indirect trusts of participant pi , 

respectively, at time t. Furthermore, α ∈  [0, 1] represents weight assigned to T D pi , and it is 

computed by adopting Shannon’s entropy-based trust model [35]. 1) Direct Trust Computation: 

For MSBD, the direct trust value is evaluated based on identifying the malicious behavior 

of a participant in terms of posting malicious URLs in the tweets. We assume that participant pi 

posts malicious information in the j th tweet twi j (t) at time t. The distrust value of participant pi 

posting j th tweet at time t (denoted as DTtwi j (t)) is given by DTtwi j (t) = pr(C = malicious|twi 

j (t)). (2) We consider two classes, namely, malicious and legitimate to train a classifier in order 

to identify the malicious tweets. 

5 EXPERMENTAL RESULTS 

In this section, the performance of our proposed LA-MSBD algorithm is evaluated by 

considering two Twitter data sets, namely, Social Honeypot1 data set [22] and The Fake Project2 

data set [21]. The Fake Project data set [21] and the Social Honeypot data set [22] contain the 

labels for tweets (i.e., as legitimate and malicious tweets) and users (i.e., legitimate users and 

malicious bots). The Fake Project data set contains 3474 legitimate participants and 1000 

malicious social bots (i.e., folder named traditional_spambots_1) [21]. Social Honeypot data set 

contains 19 276 legitimate participants and 22 223 social bots [22]. For example, Social 

Honeypot data set [22] contains a set of labeled legitimate users and content polluter tweets (i.e., 

bots tweets). From the Social Honeypot data set, we have considered that the tweets posted by 

legitimate users are (implicitly) labeled as legitimate tweets, and all tweets posted by content 

polluters are malicious tweets. Moreover, the Social Honeypot data set contains a text file as 

“legitimate users tweets.txt” with samples in the form of “UserID, TweetID, Tweet, and 

CreatedAt.” Furthermore, we have collected all the URLs in the tweets in order to extract the 
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URL-based features. Using Algorithm 1, the feature ranking vector is constructed by choosing a 

set of features 1http://infolab.tamu.edu/data/ 2http://mib.projects.iit.cnr.it/data set.html. 

 

                                         

                                                        FIG-1 to perform server login operation 

                                  
                                            FIG-2 to view malicious social bots by URL fetures 

                                         

                                             FIG-3 to view malicious social bots by URL features 

                                                    by filtering the data with sentiment type. 
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                                          Fig-4 to view the total posts in the dataset.  

                                                               It shows the result in linechart          

                                          

                                                             Fig-5 to view the total posts in the dataset.  

                                                                                 It shows the result in pie chart          

 

                                           

                                                  Fig-6 to view malicious social bots by URL fetures   

                                                              by filtering the data with sentiment type false possitive                                                                                                                                                                                                                              
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                                                  Fig-7 used to create/add a new tweet to dataset 

 

6. COMPARATIVE STUDY 

A. Comparison With Conventional Machine Learning Algorithms First, we compare our 

proposed LA-MSBD algorithm with four conventional machine learning algorithms [such as 

support vector machine (SVM), multilayer perceptron (MLP), logistic regression (LR), and 

random forest (RF)] by considering URL-based features with fivefold cross-validation for 

MSBD. We use scikit-learn library (with the respective packages) for the following four 

conventional machine learning algorithms. SVM: It is one of the popular supervised machine 

learning methods in order to classify the data. Moreover, SVM is used for both linear and 

nonlinear separation of data by constructing a hyperplane in order to reduce the overfitting of 

data [48]. For SVM, we use LinearSVC with RBF kernel (from sklearn package) by considering 

URL-based features. MLP: It is a feedforward neural network with at least three layers, namely, 

input layer, hidden layer, and output layer. MLP uses backpropagation for training, and network 

weights can be adjusted in order to minimize the error between actual and predicted output [49]. 

For MLP, we use MLPClassifier with stochastic gradient descent (from sklearn.neural_network 

package) by considering URL-based features. LR: It uses logistic function to predict the outcome 

in terms of binary value (such as true/false, win/lose, and yes/no) [50]. For LR, we use 

LogisticRegression (from sklearn.linear_model package of scikit-learn library) by considering 

URL-based features. RF: It is an ensemble learning algorithm, which implies that the algorithm 

uses other machine learning algorithms in order to achieve better performance. Moreover, the RF 

algorithm is used for constructing multiple decision trees based on random subsets of features 

[51]. For RF, we use RandomForestClassifier (from sklearn.ensemble package) by considering 
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URL-based features. The performance of our proposed LA-MSBD algorithm is evaluated in 

terms of F-measure, precision, recall, and accuracy by taking a set of URL-based features into 

consideration. We summarize the results of the proposed LA-MSBD algorithm by considering 

the following evaluation metrics. 1) True Positive (TP): Participants detected as malicious social 

bots are really malicious social bots. 2) False Positive (FP): Participants detected as malicious 

social bots are really legitimate participants. 3) False Negative (FN): Participants detected as 

legitimate participants are really malicious social bots 

 

    Figure- comparative study 

7. CONCLUSION 

This article presents an LA-MSBD algorithm by integrating a trust computational model with a 

set of URL-based features for MSBD. In addition, we evaluate the trustworthiness of tweets 

(posted by each participant) by using the Bayesian learning and DST. Moreover, the proposed 

LA-MSBD algorithm executes a finite set of learning actions to update action probability value 

(i.e., probability of a participant posting malicious URLs in the tweets). The proposed LA-

MSBD algorithm achieves the advantages of incremental learning. Two Twitter data sets are 

used to evaluate the performance of our proposed LA-MSBD algorithm. The experimental 

results show that the proposed LA-MSBD algorithm achieves up to 7% improvement of 

accuracy compared with other existing algorithms. For The Fake Project and Social Honeypot 
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data sets, the proposed LA-MSBD algorithm has achieved precisions of 95.37% and 91.77% for 

MSBD, respectively. Furthermore, as a future research challenge, we would like to investigate 

the dependence among the features and its impact on MSBD. 
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