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Abstract 

Because of its cost-effectiveness and management flexibility, cloud computing has become a 

standard method of preserving personal data in recent years. To secure personal data, it must be 

secured before being transferred to cloud storage, enabling some traditional data retrieval features 

such as plaintext keyword search. To address this problem, we introduce a multi-keyword closed-

cloud search mechanism that effectively supports complex operations. To conduct a multi keyword 

classification test, we use the vector space model in accordance with the TF IDF rule and the cosine 

similarity calculation. Traditional techniques, on the other hand, come at a high computational 

expense. Our scheme creates a search index tree using the Bloom filter to achieve sub-linear search 

time. Furthermore, because of the Bloom filter's property, our device can reliably and easily 

perform complicated operations, which ensures that our scheme's upgrading costs are smaller than 

those of other schemes. We'll start with a simple scheme that follows the proven ciphertext model 

and is stable. After that, the updated scheme is presented, which ensures protection even though 

the original context model is used. Our schemes provide satisfactory results in real-world data 

trials. 
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1. INTRODUCTION 

More citizens are becoming conscious of the opportunities of cloud storage as time goes by. 

Meanwhile, in this era of knowledge explosion, citizens must deal with massive amounts of details, 

which may raise administration costs while often lowering efficiency. Users, businesses, and 

organisations may utilise cloud infrastructures to solve this issue since they offer convenient access 

and on-demand access to a shared pool of configurable computing services.Data owners, in fact, 

may outsource their data to cloud servers and access it from anywhere. The cloud infrastructure 

specifically allows you to save money and provide more management versatility. However, most 

data owners, like private data such as financial records and personal addresses, are reluctant to 

save their data in cloud storage due to data protection concerns. Since the cloud server is just 

partially safe, data storage can be. As a result, data owners must encrypt data that is outsourced. 

Unfortunately, encryption can reduce data consumption performance, particularly for services that 

depend on plaintext keyword search. Many valuable cloud service applications to address the 
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above issues can be found using searchable encryption based on keyword searches. Users can 

access data by scanning protected data with searchable encryption. Songetal was the first to suggest 

a searchable encryption system. (Section 2) To ensure the accuracy of the trapdoor, they use two-

layer cryptography. This scheme has been popular, but it is built on a flawed protection paradigm. 

Song et allimitations .'s were addressed by proposing modern searchable encryption systems [3]–

[10]. 's [2]. Rather than actively searching for encrypted files, these systems build encrypted search 

indexes. Curtmola et al. [4] proposed CKA1 and adaptive keyword assaults as two modern 

adversarial architectures for searchable encryption (CKA2). The essential definitions have 

remained well understood until now. In addition, two stable anti-CKA1 and anti-CKA2 schemes 

were proposed. A dynamic searchable symmetric encryption scheme was proposed by Kamara et 

al. [10]. Their strategy must adhere to the tighter protection principle criteria that they recommend 

but still approving dynamic operation, allowing the quest more flexible. The above searchable 

encryption schemes, on the other hand, only allow for precise single keyword queries, limiting the 

complexity of the solutions. Since multi-keyword searches are more efficient than single-keyword 

searches, the data owner prefers them. As a result, some recent multi-keyword queries have been 

conducted. The modern multi-keyword search schemes [11] –[14] will perform several multi-

keyword search functions, such as conjunctive keyword search and discretionary keyword search. 

Ballardetal[11] suggested two distinct conjunctive search strategies based on Shamir's secret 

exchange and bilinear pairings, each returning only files containing the keywords sought. In the 

regular form, their scheme has been found to be secure. In [14], a disjunctive search scheme was 

suggested, which could return files comprising just a subset of the query's keywords. Meanwhile, 

predicate encryption systems [15]–[17] are being proposed to allow for conjunctive and disjunctive 

keyword searches. 

2.EXISTING SYSTEM 

An overall way to deal with save from hurt the information privacy is to scramble the information 

prior to re-appropriating. Accessible encryption plans permit the customer to store the scrambled 

information to the cloud and execute watchword look over figure text-domain.So far, plentiful 

works have been proposed under various danger models to accomplish different inquiry 

usefulness, for example, single catchphrase search, closeness search, multi-catchphrase Boolean 

hunt, positioned search, multi-catchphrase positioned search, and so forth Show record's rank 

dependent on the catchphrase search and furthermore 'n' number of clients download the 

information proprietor documents. 

3. PROPOSED SYSTEM 

The suggested solution would recommend a stable and reliable search method with a large number 

of keywords that could be used to efficiently upgrade operations. To boost search performance, a 

Bloom filter-based index tree will be built. For each outsourcing data collection, we use a vector 

space model to generate an index vector for each file. The TF IDF weight is used to increase search 
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precision and the cosine similarity test is used to calculate the similarity score of a file with the 

search parameter. Because of the Bloom filter's functionality, our scheme would automatically 

upgrade, and the cost of doing so is very minimal. Similarly, under two separate vulnerability 

models, we may propose two stable systems to satisfy privacy criteria. The basic scheme is safe in 

the context style, and the improved scheme is stable under the proven ciphertext model. Here's a 

quick rundown of our contributions: The method creates a Bloom Filter Index Tree to improve 

search accuracy. Our algorithms can achieve search times that are sublinear. In comparison, our 

system employs other schemes that are identical in terms of search performance and index tree 

accuracy. Our multi-keyword search schemes are proposed by the framework, which can help 

accommodate dynamic operations and function adequately. Our current plans seem to function 

satisfactorily in real-world data sets, according to our tests. 

4.MODULE DESCRIPTION 

OWNER 

In this application the proprietor is one of the primary module for transferring the documents and 

view the transfers record which are transferred by the proprietor before do every one of these 

activities the proprietor should enroll with the application and the proprietor ought to approved by 

the cloud.  

USER 

In this application the client additionally a modules to play out the blossom channel activity to get 

to the records from the cloud, before do the inquiry tasks the client ought to get the pursuit consent 

from the cloud then just the client can look through the documents after get the subtleties of the 

looked through record, if the client need to download the client ought to get the secret entrance 

key from the hidden entryway Generator, at that point the client can ready to download the file.To 

do every one of these activity the client should enlist with application and the client ought to got 

to by the cloud.  

TRAPDOOR GENERATOR  

The secret entrance is utilized to produce the hidden entryway key for the mentioned users.Here 

the hidden entryway ought to login straightforwardly with the application.  

CLOUD  

The cloud is the fundamental module to work this venture in the clients actuation s , proprietor 

initiation and furthermore the cloud can check the accompanying activities like inquiry 

authorization gives to the clients, can check the top-k looked through catchphrase, top-k similitude 
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in diagram, top-k looked through watchword in chart.Primarily the cloud ought to login. At that 

point just the cloud can play out the previously mentioned activities.  

Attacker 

The attacker is the unapproved perform to assault the proprietor records. 

5. ALGORITHM  

Step 1: Utilizing the procedures below, create a corresponding leaf node for each document di(i= 

1, 2, • • •,m) in the document collection: 

Step2:Create a unique identifier for di and use it as the leaf node's FID. 

Step3:Create the index vector Ddi based on the keyword dictionary W= w1,w2, • • •,wn, where 

Ddi [j] is the normalised TF sense of wj in the text di and Ddi's length is the keyword dictionary's 

scale. 

Step4:Build a Bloom filter named BFdi for di. Assume that the Bloom filter's generating algorithm 

employs the hsk hash functions, with hsk:0, 1 [1, b]. As a consequence, with every keyword w in 

the document di, the positions of BFdi at hK1 (w), hK2 (w), • • •, and hKr (w) would be set to 1. 

Step5:Build a search index tree I with the m nodes from the previous step as the leaf nodes. The 

FID, Du, and BFu of the internal node u are all initially set to 0. 

Step 6: Verify that the Bloom filter on each internal node is up to date. BFu can be calculated 

recursively for each internal node u using the Bloom filters of its left and right child nodes. Where 

"or" stands for the Boolean OR generator, BFu I = BFl I or BFr I. 

Step 7: Generate the first search index tree. 

6. PROPOSED SYSTEM ARCHITECTURE: 

Researchers built numerous general-purpose solutions focused on full homomorphic encryption[3] 

or oblivious RAMs[4] to solve the aforementioned issue. These techniques, though, do not succeed 

because of the large processing overhead they impose on both the cloud server and the customer. 

However, more realistic solutions like searchable encryption (SE) schemes have made significant 

progress in terms of performance, usability, and reliability. Clients that use searchable encryption 

systems submit encrypted data to a server and search for keywords in ciphertext. Several proposals 

have been made to accomplish various search features, such as searching for a single keyword, 

searching for comparisons, searching for multi-keywords, searching for rankings, searching for 

multi-keywords, and so on. Due to its functional utility, multi-keyword graded quest is gaining 

popularity. For the insertion and removal of operations in text sets, a host of complex systems have 
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recently been implemented. These are crucial tasks, and data owners can almost certainly have to 

refresh their data on the cloud server. Only a few complicated schemes, however, make for fast 

multi-keyword search. 

 

                         Fig6.1: System Architecture of the Search over Encrypted Cloud Data 

7. EXPERIMENTAL RESULTS: 

In these outcomes client, Owner, Trapdoor Generator, Cloud are the clients in this framework 

client can get to the activities Search by Bloom Filter, Search Permissions,View Files, Trapdoor 

Permission. proprietor can get to the activities Upload Document,View transferred And Verify 

Details.Trapdoor Generator can get to the activities View records, create hidden entrance. cloud 

can get to the activities View Users, View Owners, Search Permissions, Top-K Searched 

Keywords, Top-K Similarity inChart, Top-K Search Key In Chart. 

 
                              Fig7.1:Home Page               Fig7.2: Search permission 
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      Fig7.3: Search by Bloom Filter                        Fig7.4: Search by Bloom Filter 

 

8. COMPARATIVE STUDY: 

Authors Description 

L. M. Vaquero, L. Rodero-Merino, J. Caceres, 

and M. Lindner 

 

This paper investigates the idea of cloud 

computing in order to include a detailed 

understanding of what a cloud is focused on the 

literature's more general features. More than 20 

concepts were analysed, allowing for the 

creation of a consensus term and a minimal 

description that encompasses the essential 

characteristics. 

Z. Xia, X. Wang, X. Sun, and Q. Wang, Since the Grid paradigm is often mistaken with 

cloud computing, this paper will take a long 

time to complete. We also look at the 

connections and differences between Grid and 

Cloud approaches. As cloud computing 

becomes more popular, more data owners may 

be enticed to outsource their data to cloud 

servers for greater convenience and lower data 

processing costs. Critical files, on the other side, 

can be encrypted before they're outsourced for 

security reasons, rendering data apps like record 

retrieval dependent on keywords obsolete. We 

implement a secure, multi-keyword search 

system for encrypted cloud data in this article, 

as well as complex update operations such as 

document deletion and insertion. The vector 

space model and the commonly used TF x IDF 

model are combined to generate indexes and 

queries. To achieve a high search rank, we 

create a special tree-based index structure and 

suggest the "Greedy Depth First Search" 

algorithm. The protected kNN algorithm 
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encrypts index and query vectors while keeping 

the correct value approximation between the 

encrypted index and query vectors. The index 

vector phantom terms are used to protect blind 

search results from mathematical attacks. The 

proposed method would reach sublinear search 

times and be able to handle record elimination 

and inclusion with flexibility thanks to the usage 

of our exclusive tree-based index layout. To 

prove that the proposed scheme is successful, 

extensive research is carried out. SSE enables 

an individual to outsource the private storing of 

his data to a third party while also having the 

ability to selectively download it using 

searchable symmetric encryption. Several 

defensive interpretations and constructions 

were proposed in response to this topic, which 

was the focus of active study. 

Curtmola, J. A. Garay, S. Kamara, and R. 

Ostrovsky 

In this essay, we begin by analysing current 

security principles before introducing modern, 

more detailed security definitions. And, using 

our current concepts, we display two systems 

that are secure. Our architecture is remarkably 

more successful than all previous buildings, in 

addition to providing improved protection 

guarantees. Furthermore, previous SSE research 

only considered the case in which the data 

owner is the only person that can order search 

queries. We consider the standard expansion, in 

which search queries may be sent by a group of 

people other than the author. In this multi-user 

sense, we provide a structured overview of SSE 

as well as an effective implementation. 

Table1: Comparative Study 

9. CONCLUSION: 

A multi-keyword, categorised cloud data search method in this article that is both reliable and efficient. 

Furthermore, our scheme makes complex text operations like deletion and insertion more effective. 

To determine the similarities between documents and requests for questions in order to do a check 

for multiple keywords, we use the vector space model, TFIDF legislation, and a cosine similarity 

examination. To boost search accuracy, a Bloom Filter-based search index tree is used to analyse 

related records. The search index tree will also reduce the costs of complicated operations due to 
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the Bloom filter's properties. Finally, the findings of the experiments prove that our scheme is 

capable of achieving the concept goals in a reliable and effective manner. 

REFERENCES 

[1] L. M. Vaquero, L. Rodero-Merino, J. Caceres, and M. Lindner, ‘‘A break in the clouds: 

Towards a cloud definition,’’ ACM SIGCOMM Comput. Commun. Rev., vol. 39, no. 1, pp. 50–

55, 2008.  

[2] D. X. Song, D. Wagner, and A. Perrig, ‘‘Practical techniques for searches on encrypted data,’’ 

in Proc. IEEE Symp. Secur. Privacy, May 2000, pp. 44–55.  

[3] Z. Xia, X. Wang, X. Sun, and Q. Wang, ‘‘A secure and dynamic multikeyword ranked search 

scheme over encrypted cloud data,’’ IEEE Trans. Parallel Distrib. Syst., vol. 27, no. 2, pp. 340–

352, Jan. 2016.  

[4] R. Curtmola, J. A. Garay, S. Kamara, and R. Ostrovsky, ‘‘Searchable symmetric encryption: 

Improved definitions and efficient constructions,’’ in Proc. 13th ACM Conf. Comput. Commun. 

Secur. (CCS), 2006, vol. 19, no. 5, pp. 79–88.  

[5] D. Boneh, G. Di Crescenzo, R. Ostrovsky, and G. Persiano, ‘‘Public key encryption with 

keyword search,’’ in Advances in CryptologyEUROCRYPT. Berlin, Germany: Springer, 2004, 

pp. 506–522.  

[6] Z. Fu, X. Sun, Q. Liu, L. Zhou, and J. Shu, ‘‘Achieving efficient cloud search services: Multi-

keyword ranked search over encrypted cloud data 

supportingparallelcomputing,’’IEICETrans.Commun.,vol.E98-B,no.1, pp. 190–200, 2015.  

[7] J. Li, Q. Wang, C. Wang, N. Cao, K. Ren, and W. Lou, ‘‘Fuzzy keyword search over encrypted 

data in cloud computing,’’ in Proc. IEEE INFOCOM, San Diego, CA, USA, Mar. 2010, pp. 1–5.  

[8]P.vanLiesdonk,S.Sedghi,J.Doumen,P.Hartel,andW.Jonker,‘‘Computationally efficient 

searchable symmetric encryption,’’ in Proc. Workshop Secure Data Manage. (SDM), 2010, pp. 

87–100.  

[9] Z.Fu,K.Ren,J.Shu,X.Sun,andF.Huang,‘‘Enablingpersonalizedsearch over encrypted 

outsourced data with efficiency improvement,’’ IEEE Trans. Parallel Distrib. Syst., vol. 27, no. 9, 

pp. 2546–2559, Sep. 2016.  

[10] S. Kamara, C. Papamanthou, and T. Roeder, ‘‘Dynamic searchable symmetric encryption,’’ 

in Proc. ACM Conf. Comput. Commun. Secur., 2012, pp. 965–976. 

[11] Nancy Amato and Michael Loui. Checking linked data structures. In Proceedings of the 24th 

annual International Symposium on Fault-Tolerant Computing, 1994.  

http://jespublication.com/


Vol 12, Issue 06, JUNE / 2021  

ISSN NO: 0377-9254                                  

  

 

 

www.jespublication.com Page No:393 

   
 
 

  

 
 

[12] M. Bellare. Practice-oriented provable-security. In Proceedings of First International 

Workshop on Information Security (ISW 97). Springer-Verlag, 1998. Lecture Notes in Computer 

Science No. 1396.  

[13] M. Bellare, A. Desai, E. Jokipii, and P. Rogaway. A concrete security treatment of symmetric 

encryption: 0-7695-0665-8/00 $10.00  2000 IEEE Analysis of the des modes of operation. In 

Proceedings of the 38th Annual Symposium on Foundations of Computer Science. IEEE, 1997.  

[14] M. Bellare, J. Kilian, and P. Rogaway. The security of the cipher block chaining message 

authentication code. In CRYPTO’94. Springer-Verlag, 1994. Lecture Notes in Computer Science 

No. 839. [15] Matt Blaze. A cryptographic file system for unix. In Proceeding of the 1st ACM 

Conference on Communications and Computing Security, 1993.  

[16] M. Blum, W. Evans, P. Gemmell, S. Kannan, and M. Noar. Checking the correctness of 

memories. Algorithmica, 12(2/3), 1994.  

[17] C. Cachin, S. Micali, and M. Stadler. Computationally private information retrieval with 

polylogarithmic communication. In EUROCRYPT’99. SpringerVerlag, 1999. Lecture Notes in 

Computer Science No. 1592. 

 [18] R. Canetti. Studies in Secure Multi-Party Computation and Applications. PhD thesis, 

Weizmann Institue of Science, Israel, 1995.  

[19] B. Chor, O. Goldreich, E. Kushilevitz, and M. Sudan. Private information retrieval. In 

Proceedings of the 68th Annual Symposium on Foundations of Computer Science. IEEE, 1995.  

[20] Benny Chor, Niv Gilboa, and Moni Naor. Private information retrieval by keywords. Report 

98-03, Theory of Cryptography Library, 1998.  

[21] M. Crispin. Internet message access protocol - version 4. RFC1730, December 1994.  

[22] Premkumar T. Devanbu and Stuart G. Stubblebine. Stack and queue integrity on hostile 

platforms. In Proceeding of IEEE Symposium on Security and Privacy, 1998.  

[23] Y. Gertner, Y. Ishai, and E. Kushilevitz. Protecting data privacy in private information 

retrieval schemes. In Proceedings of the 30th Annual ACM Symposium on Theory of Computing. 

ACM, 1998. 

 [24] Oded Goldreich. Secure multi-party computation. Working Draft, 1998.  

[25] S. Goldwasser and M. Bellare. Lecture notes on cryptography. available online from 

http://wwwcse.ucsd.edu/users/mihir/papers/gb.html.  

http://jespublication.com/


Vol 12, Issue 06, JUNE / 2021  

ISSN NO: 0377-9254                                  

  

 

 

www.jespublication.com Page No:394 

   
 
 

  

 
 

[26] E. Kusilevitz and R. Ostrovsky. Replication is not needed: single database, computationally-

private information retrieval. In Proceedings of the 38th Annual Symposium on Foundations of 

Computer Science. IEEE, 1997. 

[27] Ralph C. Merkle. A certified digital signature. In G. Brassard, editor, CRYPTO89, pages 218–

238. Springer-Verlag, 1990. Lecture Notes in Computer Science No. 435. 

[28] M. Bellare, A. Boldyreva, and A. O’Neill, “Deterministic and efficiently searchable encryption,” in 

Proceedings of Crypto 2007, volume 4622 of LNCS. Springer-Verlag, 2007.  

[29] D. Song, D. Wagner, and A. Perrig, “Practical techniques for searches on encrypted data,” in Proc. of 

IEEE Symposium on Security and Privacy’00, 2000.  

[30] E.-J. Goh, “Secure indexes,” Cryptology ePrint Archive, Report 2003/216, 2003, http://eprint.iacr.org/.  

 

http://jespublication.com/
http://eprint.iacr.org/

