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ABSTRACT 

 

Cloud envisioned Cyber-Physical Systems (CCPS) is 

a practical technology that relies on the interaction 

among cyber elements like mobile users to transfer 

data in cloud computing. In CCPS, cloud storage 

applies data deduplication techniques aiming  to save 

data storage and bandwidth for real-time services. In 

this infrastructure, data deduplication eliminates 

duplicate data to increase the performance of the 

CCPS application. However, it incurs security threats 

and privacy risks. For example, the encryption from 

independent users with different keys is not  

compatible with data deduplication. In this area, 

several types of research have been done. 

Nevertheless, they are suffering  from a lack of 

security, high performance, and applicability. 

Motivated by this, we propose a message Lock 

Encryption with neVer-decrypt homomorphic 

EncRyption (LEVER) protocol between the 

uploading CCPS user and cloud storage to reconcile 

the encryption and data deduplication. Interestingly, 

LEVER is the first brute-force resilient encrypted 

deduplication with only cryptographic two-party 

interactions. We perform several numerical analysis 

of LEVER and confirm that it provides high 

performance and practicality compared to the 

literature. 

 

I. INTRODUCTION: 

 

Cyber-Physical Systems (CPS) providing data-

processing services among the users that can be 

connected on the Internet. This system is integrating 

computation, networking, and physical activities to 

increase the performance of the services. In the CPS, 

the users can transfer data among themselves using 

the Internet that emerging Internet of things (IoT) [1]. 

Thanks to developing cloud computing to enhance 

the quality of services and increase data transfer 

volume in the network, CPS and IoT systems can 

increase their throughput among the users [2]. Such  

 

data requires saving in storage to be used for future 

services/requests. One prominent and efficient 

technique to save data storage and bandwidth in the 

cloud Storage is data de duplication.  

 

              To be precise, data de duplication is a 

technique storing a single copy of data in the storage. 

Cloud storage providers (e.g., Drop box) perform 

data de duplication to save significant storage. Data 

de duplication can be done on two sides: server-side 

and client-side 1. In the former, the client first sends 

the data to the cloud, and then the cloud decides 

about data de duplication. In later, it takes place on 

the user side. In this way, the client first sends a 

request to the cloud. Then, the cloud will check the 

requested data. If the file exists, it sends back the 

positive response and applies data de duplication.  

              Otherwise, it returns a negative response. 

Client-side data de duplication could significantly 

reduce bandwidth requirements. Hence, cloud storage 

service providers are willing to use this technique for 

storing data. Client-side data de duplication can 

further have the same level of network bandwidth 

savings via duplicate check. Moreover, data de 

duplication can be exerted at the level of chunks or 

files. As a result, from the de duplication opportunity 

point of view, cross-user client-side chunk-level de 

duplication acts as the most aggressive technique in 

eliminating redundant transmissions and storage. 

This technique will help the CPS to enhance data 

coordination and system performance [3]. 

Throughout the paper, data de duplication refers to 

cross-user client-side chunk-level data de duplication 

in CPS like [4]–[6], unless stated otherwise. Security 

and Privacy Concerns. 

                Unfortunately, data de duplication benefits 

come with the security and privacy threats from an 

insider (e.g., cloud storage provider) and even the 
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external attacker. For example, poison attack [7] aims 

to achieve the inconsistency between the stored 

chunk f0 and the tag h(f) such that the subsequent 

users with f will have a falsified copy on the cloud 

after the duplicate check. In particular, the external 

attacker can poison f by sending tag h(f) but 

uploading f0 such that the cloud associates all the 

subsequent users with tag h(f) to f0 because of the tag 

matching. In the end, the user supposed to receive  

from the cloud will obtain the falsified chunk, f0. 

Side channel [8] in the de duplicated storage raises 

the privacy concern. In particular, the external 

attacker may gain the existence status of f from the 

tag response. 

                  Due to the low min-entropy nature of the 

contents in the real world [9], this extra information 

enables the attacker to adopt the brute-force-like 

strategy and uncover the sensitive content [8]. 

Besides, even if message-locked encryption (MLE) 

[7] is employed, the external attacker will still be able 

to uncover the user’s private data by brute-forcing the 

low min-entropy contents. Although encrypting the 

data with a random key, rather than the message-

dependent key, is a plausible solution before 

uploading. However, the encryptions of the identical 

file from independent users result in different cipher 

texts. It leads to losing the storage and bandwidth 

advantages of data de duplication. In particular, the 

session key established by the secure connection 

(e.g., HTTPS) between the user and cloud could be 

used as an extra layer to encrypt the message locked 

cipher text, eliminating the possibility of the brute 

force search of content chunks. Nonetheless, various 

SSL/TLS vulnerabilities have been found.  

                    A massive number of HTTPS services 

are vulnerable to trivial man-in-the-middle attacks, 

making even the external attacker able to remove the 

extra encryption layer and derive message locked 

cipher text 2. The situation becomes more severe 

because the cloud may also be honest-but-curious, 

attempting to breach the user’s data privacy. A naïve 

solution is still the encryption; however, similarly, 

the improper use of encryption either destroys the de 

duplication gain or does not have the resilience to the 

brute  force attack. 

 

 

 

 

II. EXISTING SYSTEM: 

 Convergent Encryption (CE) and its 

generalization, MLE [7], [15], [18] are the 

easiest methods to address the privacy issues 

without compromising the deduplication  

effectiveness. Specifically, the user 

calculates and uploads Eh(f)(f), where Ek(_) 

stands for the symmetric encryption with 

key k. Since the users with f are all can 

derive the same h(f) and Eh(f)(f), the 

deduplication still takes place on Eh(f)(f). 

The follow-up studies [19], [20] further 

validate the MLE protocol to preserve 

message correlation and parameter 

dependency. This method is weak against 

the bruteforce attack, particularly in the case 

of predictable data. The brute-force mainly 

incurs when we face low min-entropy 

characteristics, and the keyspace in CE is 

identical to the plaintext space, which is 

happened in [19], [20]. 

 DupLESS [9] is a suitable solution to defend 

against the brute-force attack in cloud 

storage. In the DupLESS, they  introduce an 

additional key server (KS) to generate the 

key. In particular, the user u with the aid of 

KS calculate a content-dependent key kf for 

the file f such that no one can drive the key 

except the user. Later on, deduplication Ekf 

(f) can be done using kf . Based on the 

trusted server, many other approaches are 

also proposed [16], [21], [22]. Encrypt-with-

Signature (EwS) [17] is another solution 

using KS for calculating Ekf (f). Both of [9], 

[17] are requiring to communicate with the 

trusted server to calculate deduplication Ekf 

(f). It increases the privacy issue in the 

network.  

 Liu et al. [11] propose a client-as-a-key-

server (CaS) framework, where users are 

potential key servers, to deduplicate 

encrypted data. The solutions mentioned 

above suffer from performance degradation, 

because of heavyweight cryptographic 

primitives (e.g., oblivious pseudorandom 

function [23], homomorphic encryption 

[24], and PAKE [25]) are used. Also, they 

are not practically useful because the trusted 
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server does not have a reasonable business 

justification. 

Disadvantages: 

o In the existing work, scheme is less 

effective due to absence of data de 

duplication techniques. 

o The existing system, current 

encrypted data deduplication either 

suffer 

o from a brute-force attack or rely on 

computation-intensive operations 

and independent key servers. 

 

III. PROPOSED SYSTEM: 

 An obstacle in designing encrypted data 

deduplication is how the cloud can find that 

two distinct encrypted chunks are from the 

same content. Thus, our first contribution is 

developing a message Lock Encryption with 

neVer-decrypt homomorphic EncRyption 

(LEVER) by taking advantage of the 

property of homomorphic encryption 

without further decryption and resiliency 

against brute-force by external attackers. 

 In LEVER, only the uploader and cloud 

participate in the uploading process, in 

contrast to most current solutions in need of 

the third party’s participation in CPS. _ 

LEVER can work transparently with any 

current cloud storage linked with the CPS 

users without the need for cloud storage 

provider’s engineering work at the backend. 

 We validate LEVER in terms of 

communication and deduplication costs 

using two datasets, namely Enron [12] and 

Oxford [13]. 

 Lastly, in addition to the analysis and 

numerical simulations, we have a LEVER 

prototype to demonstrate the practicality. A 

comparison among different systems is 

shown in Table I.The python 

implementation of LEVER is available in 

[14]. 

Advantages: 

 The system is more effective since 

message Lock Encryption with 

neVer-decrypt homomorphic 

EncRyption (LEVER) protocol 

between the uploading CCPS user 

and cloud storage to reconcile the 

encryption and data deduplication. 

 The system is more secured data 

deduplication benefits come with 

the security and privacy threats 

from an insider (e.g., cloud storage 

provider) and even the external 

attacker. 

 

IV. SYSTEM ARCHITECTURE: 

 

 

 
 

V. MODULES: 

1. Data Owner 

In this module, the data owner uploads their 

data with its chunks in the cloud server. For 

the security purpose the data owner encrypts 

the data file’s chunks and then store in the 

cloud. The data owner can change the policy 

over data files by updating the expiration 

time. The Data owner can have capable of 
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manipulating the encrypted data file. And 

the data owner can set the access privilege to 

the encrypted data file.  

Dynamic Operation  

Upload:  is the operation to encrypt 

and upload the file 

Delete: Is the operation to delete a 

corresponding data owner file in 

the cloud. 

Verify: Verifying the data whether 

it is safe or not in the cloud. 

2. Cloud Server  

The cloud service provider manages a cloud 

to provide data storage service. Data owners 

encrypt their data files and store them in the 

cloud for sharing with data consumers. To 

access the shared data files, data consumers 

download encrypted data files of their 

interest from the cloud and then decrypt 

them. The end user request will be processes 

based on the queue. 

      5. End User 

 The Cloud User who has a large amount of data to 

be stored in multiple clouds     and have the 

permissions to access and manipulate stored data. 

The end user sends the Request Decrypt request key 

and View Response and it will be processed in the 

cloud based on the queue and response to the end 

user. 

 

VI. SYSTEM SPECIFICATION: 

  H/W System Configuration:- 

➢    Processor                      -   Pentium –IV 

➢   RAM                              - 4  GB (min) 

➢   Hard Disk                      -   20 GB 

➢   Key Board                     -    Standard 

Windows Keyboard 

➢   Mouse                            -    Two or Three 

Button Mouse 

➢   Monitor                          -   SVGA 

Software Requirements: 

 Operating System   -

 Windows XP 

 Coding Language  - 

 Java/J2EE(JSP,Servlet) 

 Front End   -

 J2EE 

Back End   - MySQL 

 

 

VII. CONCLUSION: 

 

This paper proposed a message Lock Encryption with 

never decrypt homomorphic EncRyption (LEVER) 

protocolin a cloud envisioned cyber physical system. 

LEVER applied encrypted client-side data de 

duplication with only symmetrically cryptographic 

two-party interactions to cope with a brute-force 

attack in cloud storage. We proved the security of 

LEVER via ideal/real paradigms. We also 

demonstrate the significant performance of the 

LEVER via the analysis and numerical simulations. 

Although client-side data de duplication has been 

widely adopted by commercial cloud storage services 

to eliminate data redundancy, it breaches the user 

privacy. Exchanging messages between the user and 

cloud storage to verify whether a file is already stored 

creates a side-channel for the attacker to gain 

information about the file existence status. In the 

future, we plan to enhance the LEVER’s privacy to 

deal with side-channel attacks in the cloud storage by 

creating a probabilistic relation between the messages 

exchanged. 
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