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ABSTRACT— Internet of Things (IoT) is a new 

computing paradigm that refers to interconnected 

physical devices or IoTdevices that contain sensors, 

actuators and connectivity to enable these IoT devices to 

get in touch, interact and exchange data. With the rising 

number of IoT devices, many security issues have been 

brought out, particularly when raw information is 

changed. One of these security issues is authentication. 

In IoT environments, authentication is a big challenge. 

Authentication is the basis of access control and 

accountability. Existing authentication schemes are not 

suitable anymore for its devices. They need to be 

modified to remove the restrictions on the capabilities of 

these twists, for example, limited memory and energy, 

and low processing abilities. This paper mainly focuses 

on surveying and comparing several recent 

authentication techniques that have been proposed for 

IoT environments. 

Keywords—Internet of Things, Security, 

Authentication. 

 

I. INTRODUCTION 

Nowadays, technology is becoming an integral 

part of our daily life. One of these recent 

technologies that was built up, and is getting more 

attraction, is the Internet of Things (IoT). The 

development of it has influenced the human’s 

lives in different study areas, such as health 

maintenance, educational activity, government 

among others. Several problems have been related 

to its technology, including the protection of data 

utilized by these IoT devices.Authentication is 

one of the major security issues of IoT because 

weak authentication can lead to several 

approaches, such as the distributed denial-of-

service attack (DDOS), the dictionary attack to 

passwords, the man-in-the middle attack. 

A large lot of malware attacks can exploit the 

password and user-name, especially if the user 

didn’t change his/her password more often or 

simply used the default. In 2013 the first botnet was 

found, and it consists of several home appliances 

other than computers, including baby monitors, 

TVs, and other smart devices. Moreover, in 2016 

many famous websites, including Netflix, Twitter, 

New York Times and others were unavailable 

because of the DDOS that launched from smart 

device. 

 

Figure  1 
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Some threats can occur from the linked devices, 

especially in smart places. If the authentication 

schema is compromised, it could contribute to 

unauthorized access to other smart objects. For 

instance, the attacker can come to the door and 

unlock it by the compromised smart stove. A 

proper authentication schema, on the other hand, 

can prevent these attacks on IoTdevices by 

ensuring the validity of peers’ identities prior 

the communication. The operation of a basic 

authentication process is depicted in Figure 

1[5]. 

Authentication during heterogeneity of 

interconnected devices and different security 

protocols is a great challenge. Existing systems 

that rely on username and password are used 

just single authentication schema may not be a 

suitable resolution to administer with the 

heterogeneity required by it, because it can be 

easily compromised Furthermore, at that place 

are a great deal of restrictions related to IoT 

devices, that require to be led into 

considerations, such as low power capabilities, 

special storage, mobility, and multiple network 

protocols. For these reasons, new schemes 

must be grown or adapted to address issues on 

IoT devices. The primary contribution of this 

report is to analyze the existing authentication 

schemes for IoT devices and to determine a 

novel set of demands for the authentication 

schemes for it. The paper is formed as follows. 

In Section II, we provide an overview of the 

IoT and the authentication schemes for IoT. In 

section III, we analyze some of the recent 

authentication techniques that have been 

offered in the area of youth, and we give a 

comparison between them. In Section IV, we 

discuss the current presented work and 

compare them against the authentication 

requirements and talk over just about future 

research directions. 

 

II. AUTHENTICATION AND INTERNET 

OF THINGS OVERVIEW 

This section provides an overview of the IoT 

environments and the authentication in IoT 

environments. 

 

A. IoT Overview 

Internet of things(IoT) is a web of 

interconnected devices or objects. And so it is 

an ecosystem that includes physical things and 

embedded sensor technology to manage their 

home state or surrounding external 

environment. 

These devices need to be linked up to the 

internet to enable them to pick up and 

communicate data about their surroundings. 

This be managed based on the utilization of 

sensors, mesh connectivity, and other 

significant devices. With extensive networks 

of interconnected IoT devices, most of these 
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devices were planned without taking 

security or privacy into consideration. Thus, 

many security problems and challenges 

appeared recently. For example, 

authentication, privacy, access control. In 

order to read more about the security 

challenges and issues, we must comprehend 

the IoT network components. The IoT 

components are illustrated in Figure 2[11]. 

 

Figure 2 

             These components are described in 

the following paragraph: 

 IoT devices: They consist of 

sensors, communication interfaces, operating 

systems, actuators, system software,and 

lightweight services. These smart devices use 

the sensors to gather the relevant information 

and use actuators to execute the actions. 

 Gateway:An Internet of Things 

(IoT) gateway is a physical device or software 

program that serves as the connection point 

between the cloud and controllers, sensors and 

intelligent devices.Another benefit of an IoT 

gateway is that it can provide additional 

security for the IoT network and the data it 

transports. 

 Iot cloud:IoT Cloud is a platform 

from Salesforce.com that is 

designed to store and process 

Internet of Things (IoT) data.The 

platform is built to take in the 

massive volumes of data generated 

by devices, sensors, websites, 

applications, customers and 

partners and initate actions for real-

time responses. 

Analytics:Internet of Things analytics (IoT 

analytics) refers to analyzing and examining 

the data obtained by the Internet of Things. 

Sensors, network end devices and other data 

storing and transmitting equipment are the key 

components of a collection of Internet of 

Things data, upon which analysis is performed. 

User interface:Users need a way to view and 

understand the data captured by IoT. That's 

where the userinterface comes in. simplest 

terms, a user interface (UI for short) is the 

means by which a user and a computer system 

interact. To protect these IoT components with 

the rapidly increasing of IoT devices, in that 

respect are many security requirements that 

need to be brought into thoughtfulness.” 

The most significant of these requisites are 

as follows: 
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Integrity: it guarantees that received data 

has not been modified during transmission 

and memory. 

Authentication: It enables the IoT device to 

distinguish the identity of the other device 

that wishes to communicate with it. 

Access control: It ensures that authenticated 

device doesn’t access what it is not 

authorized to access. 

Availability: It ensures the IoT services are 

usable when needed to authorized parties, 

even in the event of power loss, or denial of 

service attempts. 

Confidentiality: It prevents unauthorized 

users from accessing sensitive information. 

B. Authentication in IoT Overview: 

As talked about before, there are many security 

requirements, nevertheless, this paper mainly 

focus on authentication on it to validate the user 

device, hence, it can accept a valid access 

control and authorization. 

After reviewing of several certification 

schemes in it, we determined a set of 

requirements that should be met in any 

proposed authentication schemes. These 

requirements can be defined more precisely as 

follows: 

 The authentication schema needs to be 

lightweight, because we are treating with many 

youth devices that deliver low-power CPU and 

limited computation and storage. 

 The authentication schema needs to apply 

multi-agent authentication. In other words, 

several authentication factors are used together 

at the same time rather than practicing a single 

authentication technique. 

 The authentication schema needs to be 

effective, because shelling out with multi-

factor authentication can cause additional load 

on the IoT devices. 

 The authentication schema needs to 

combine an encryption technique, such as AES, 

RSA, Elliptic Curve or hash functions to 

produce them more safe. 

Established in the literature, we found several 

proposed techniques for authentication in it. 

These techniques can be categorized as 

follows. 

 One Time Password: It generates a 

new passcode for each transaction or session. 

This password is just used once for the purpose 

of authentication. 

 Zero-knowledge Proof: It is a method for 

verifying known information without 

revealing any additional sensitive 

information. 

 Mutual authentication: It is a two-way 

authentication, in which both entities 

authenticate each other. 
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 Public-key Cryptography:It is 

asymmetric encryption, in which each 

device generates it is own public and 

private pairs. These pairs are used for 

communication and authentication 

between IoT devices. 

 Digital Signature: It is commonly used for 

authentication to verify the source by using 

it is own private key. 

III. ONGOING RESEARCH IN IOT 

SECURITY: 

In this segment, the ongoing research areas will 

be briefly described for the facets of its 

infrastructure, secret writing, software 

vulnerability, malware, and fluid devices. 

A. Target Identification and locating in it 

To unambiguously identify an object is the 

first significant issue that came before other 

security topics. A proper 

updateIdentification method is the basis of 

it. An ideal identification methodology not 

only places the objects uniquely, but also 

reflects the attribute of the object. For 

example, DNS (Domain Name System) is a 

good identification method which uniquely 

identifies a host on the Internet; it also 

reflects host's property through FQDN 

(Fully Qualified Domain Name) naming 

policy, and provides address mapping 

through DNS resolution. Grounded along 

the success of DNS, Object Name Service 

(ONS) [4] is published by the EPCglobal 

board in 2005 to locate the metadata and 

services connected with a given Electronic 

Product Code (EPC). The proposal of ONS 

gives a suggestion that a similar structure 

could be applied to the object identified in 

it. Since the objects are related to the web, 

the network location of the objects is also 

an important topic. Presently, the most 

widely used locating method is based on 

IPv4/IPv6. Although IP addressing may 

still be one of the prospects in the future 

Internet, Named Data Networking (NDN) 

[5] is proposed as a naming infrastructure 

of Future Internet Architecture (FIA). In 

contrast to server-oriented IP Addressing, 

NDN is a data-oriented method which 

combines naming and addressing where 

packet routing is based on object names 

directly. 

B. Authentication and Authorization in IoT 

How to authenticate the objects is also an 

important research field. Traditionally, 

authentication is achieved through many 

methods such as ID/password, pre-shared 

2014 IEEE 7th International Conference on 

Service-Oriented Computing and 

applications secrets, and public-key 

cryptosystems. Mandate can be achieved  

in database-based or crypto-based 

admission control. Referable to the 
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heterogeneity and complexity of the objects 

and networks in it, traditional 

authentication and authorization methods 

may not be applicable. For instance, 

authenticating and authorization through 

cryptographically pre-shared keys is not 

applicable. The rapidly rising number of 

targets Will take in the key management 

become a hard project. Although research 

[6] [7] has attempted to answer the problem 

of object authentication and authorization, 

there are even no common agreements or 

standards in this arena.  

C. Privacy in IoT 

At the current point, information about user 

behavior whilst browsing the Internet is 

gathered up to enrich the user experience on 

the Internet. As for it, the amount of 

information collection is not limited to 

Internet browsing behavior; information 

about a user’s daily routine is also gathered 

so that the “Things” around the user can 

collaborate  to provide better services that 

meet personal preference. Owning to the 

collected information that describes a user 

in detail, preserving the privacy of the 

accumulated data is an issue to be accosted 

in the case of personal information 

misusage. 

D. Lightweight Cryptosystems and 

Security Protocols 

In IoT, there are various resource-constrained 

devices such as sensor nodes, smart devices, 

and wearable devices, which only have limited 

computing power and battery capacity. 

Although many proposed cryptosystems and 

security protocols are considered secure and 

robust, they may not be suitable for the 

resource-constrained devices. For instance, 

some recent research work targeted on this 

research area.  

E. Software Vulnerability and Backdoor 

Analysis in IoT 

In additional to the authentication and 

authorization problems, software 

vulnerability plays an significant part in the 

current security research field. During the 

growth stage of a piece of software, 

programming bugs produced by developers 

are unavoidable. Bugs that result in security 

incidents are known as software 

vulnerabilities. Upon discovery of new 

software vulnerabilities, AKA 0-day, 

attackers can leverage this knowledge to 

exploit a large number of cars. In the 

traditional PC industry, system 

architectures are similar amongst the cars. 

For instance, Windows operating system on 

x86 machine architecture dominates the 

commercial marketplace. 

F. Malware in IoT 
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In Nov. 2013, Symantec confirmed the 

determination of the first out malware, 

Linux. Darlloz, which takes up the malware 

issue for youth protection. The youth 

services embrace greater connectivity 

among various devices while attracting 

adversaries as a hotbed to widely spread out 

their crafted malware. Upon connection to 

a victim user, any of the infected IoT 

devices could contaminate a device 

controlled by the victim and thus take one 

step further to the targeted critical device to 

the massive data of interest it stored. In 

summation To the rapid propagation 

advantage, malware can also just lurk in an 

end-device, which is rarely fitted with 

strong security, defense, in the long-term 

profiling/control of its devices such as 

surveillance cameras. This seriously 

violates the secrecy of Internet users. 

Previous research works also give the 

discourse over the possible threats caused 

by malware against it and further clarify its 

importance.  

 

 

 

IV. CHALLENGES IN IOT 

SECURITY 

As discussed, the main challenges for IoT 

security are from the heterogeneity and the 

large scale of objects. In this part, we will 

discuss these security issues with more inside 

information. 

A. Target Identification 

The primary challenge of object identification 

is to insure the integrity of records utilized in 

the naming architecture. Although the Domain 

Name System (DNS) provides name 

translation services to Internet users, it is an 

insecure naming system. It remains vulnerable 

to various approaches, such as DNS cache 

poisoning attack, and the man-in-the-middle 

approach. 

B. Certification and Authorization 

Although public-key cryptosystems have an 

advantage for constructing authentication 

schemes or authorization systems, the lack of a 

global root certificate authority (global root 

CA) hinders many theoretically feasible 

schemes from actually being deployed. 

Without the global root CA, it becomes very 

challenging to design an authentication system 

for IoT. Furthermore, it may be impracticable 

to issue aCertificate to an object in it since the 

total number of objects is often immense. Thus, 

the concept of delegated authentication and 

delegated authorization must be submitted into 

consideration for it. 

C. Privacy 

In the previous part, we expanded the 

importance of maintaining privacy in it. In this 
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part, we will draw the challenges to IoT 

deployment on preserving privacy. The 

challenges can be parted into two categories: 

data collection policy and data anonymization. 

The data collection policy describes the policy 

during data collection where it applies the type 

of collectable data and the access control of a 

“Thing” to the information. Through the data 

collection policy, the  character and quantity of 

data to be collected is restricted in the data 

collection stage. 

D. Lightweight Cryptosystems and 

Security Protocols 

Compared with symmetric-key cryptosystems, 

public key cryptosystems generally provide 

more security features but suffer high 

computational overhead. Still, public key 

cryptosystems are often desirable when data 

integrity and authenticity are needed. Thus, 

computation overhead reduction for public-key 

cryptosystems as well as complex security 

protocols remains a major challenge for 

It's a security measure. 

E. Software Vulnerability and Backdoor 

Analysis 

Dynamic analysis is an efficient approach 

to the discovery of vulnerabilities before 

product release. Due to resource 

constraints, dynamic analysis may be 

inefficient to deploy in an IoT device. 

Consequently, the emulation, which can 

emulate the behavior of devices in a server 

with more computing power, is demanded 

to make dynamic analysis applicable. 

Nevertheless, the semantic gap between 

real device and emulated system is an 

important issue to be accosted. The 

discrepancy between device and emulated 

system is difficult to avoid interference. 

Moreover, different components in a 

gimmick such as GPS and gyroscope make 

it still more difficult to shut down the 

semantic gap. Many analysis techniques, 

such as taint analysis and symbolic 

performance, are extremely dependent on 

the underlying system. With highly 

diversified environments, an analysis 

system must be elastic enough to adopt 

different systems. 

F. Malware in IoT 

As said, the threat of it-targeted malware is 

dangerous due to the limited resources of 

IoT devices. Moreover, established security 

mechanisms against malware can be 

infeasible while being transferred right 

away from the common x86 architecture 

platforms to the IoT platform. For example, 

it is considered that the antivirus is one of 

the most effective security tools to detect 

known malware in the real-time paradigm. 

The real-time scanning functionality of the 

antivirus may result in unavoidable 
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overhead to IoT devices. Meanwhile, 

malware authors considering the 

computing power issue about it will also 

craft their malware into the separated 

downloader and the principal body. 

G. Security puts out from Android 

If heterogeneous devices connect to the 

Android system forming personal area 

network (PAN), the security issues 

specifically for Android will be got into it. 

The primary business is sensitive 

information leakage. The current 

permission protection only provides 

course-grain management, that is to say all-

or-nothing choice, to restrict the type of 

connected devices and disable the runtime 

control. Complicated environments and 

application scenarios should be thought to 

include more possible granted permissions. 

Google accidentally released runtime 

permission control, AppOps, in 

Android.AppOps shows that dynamic 

management is feasible. On the other hand, 

Android malware is another severe 

problem when it takes on Android. Unlike 

iOS, Android is open-sourced. That creates 

it easy to identify vulnerabilities of the 

scheme. Once malware compromises front 

end devices, the network of IoT is exposed 

to threats. These ubiquitous devices 

provide abundant computing power and 

information for interested attackers to 

exploit. Although Google announced the 

bouncer for vetting apps, the price of being 

penetrated rises and the attack will be 

amplified when IoT is involved. 

 

V. DISCUSSION AND ANALYSIS 

The simple scenario was made by making two 

IoT devices to communicate with each 

other.The IoT devices considered here are 

virtual machines,created in AWS and added to 

the greengrass core as shown in below figure 4. 

 

Figure 3. Certificate, private and public keys. 

 

During the creation a specific certificate,public 

and private keys are generated for each and 

every device to prove authentication of each 

device in AWS and withthe greengrass core 

device.The communication between these two 

devices was done through a secure mechanism 

using the MQTT protocol called message 

broker[13].Finally figure 4 shows the 

successfull communication between IoT 

devices and edge node and also complete data 
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exchange between them at specific time 

intervals. 

 

 

 

Figure 4. Sucessfull communication and data 

exchange between the nodes. The x-axis 

represents days of the month, and the y-axis 

the number of connections. 

we created a device, policy, and certificate. 

Then we attached the policy to the certificate, 

then attached the certificate to the device. A 

default policy is shown Figure 5 below:  

 

Figure 5. Default device policy in Amazon 

Web Service (AWS). 

 

 The default policy implies the device 

can perform all actions (Action: iot: *) 

from and to all other devices(Resource: 

*). 

 In our model, we created a modified 

policy to handle the added Greengrass 

layer. 

 Additionally, action: greengrass: * 

means the device in the Greengrass 

group can perform all actions from and 

to other devices in the same Greengrass 

group (Resource: *). 

In our scenario the communication is done 

using the MQTT protocol which is a machine 

to machine protocol. MQTT is used because it 

is lightweight (small size messages and need 

low power), so it is suitable for a constrained 

environment. 

The IoT devices in the AWS are emulated as 

MQTT clients, and the MQTT clients 

communicate through an MQTT Topic. 

Now, the setup process for the Raspberry Pi 

includes installing JAVA JDK8, the 

Greengrass files, in addition to a suitable Core 

software All these files were transferred to the 

Raspberry Pi 4 as shown in Figure 6 below. 

 

 

Figure 6. The Raspberry Pi 4 kit setup. 
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After the transfer of necessary files to the 

Raspberry Pi 4, we needed to extract them and 

make some changes on some configuration 

files, to match the generated certificates and 

keys.Finally, we started the Greengrass core 

device. Figure 7 below shows that our 

Raspberry device successfully worked as an 

Edge. 

 

Figure 7. Running Greengrass successfully on 

the Raspberry Pi 4 kit. 

 

Figure 8. . Successfully exchanged messages. 

 

VI.  CONCLUSION 

The primary characteristics that differentiate it security 

issues from the traditional ones are the heterogeneous 

and large scale objects and meshes. These two factors, 

heterogeneity and complexity, make it security much 

harder to share with. This article addressed ongoing 

challenges and research opportunities in IoT security. 

New research topics and their possible resolutions are 

likewise talked about. 
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