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Abstract—India is the world’s largest democracy 

with nearly 900 million eligible voters. The election 

period in India spans over nearly six weeks for 

general elections and there is no alternative system 

working for eligible voters who are at outstations or 

performance. For this, the face landmark estimation 

algorithm is used. This algorithm identifies major 

landmarks that exist on the faces including the iris of 

an eye, the inner edge of eyebrows, the top of the 

chin, lips, etc. willing to cast their vote but not 

able to do so due to location  constraints. 

Moreover, there is no special provision made for 

whom it is difficult to vote in person at the polling 

station. Service voters have to use postal ballot and 

go through a tedious process to cast their vote and 

this process is also prone to human errors. Also in 

COVID-19 pandemic situations it is difficult to 

conduct traditional elections. 

Our system is an E-Voting system which uses face 

verification, is designed especially for Service voters 

for whom it is difficult to cast their votes through the 

existing system. It provides an efficient, convenient, 

and secure mechanism for voters to cast their votes. 

The design of this system will make the voting 

process more convenient and may, therefore, lead to 

improving the turnout. 

Keywords— Face Verification, Encryption, Vote 

Security, Voting System, KNN Algorithm 

I. INTRODUCTION 

In paper-based voting, people cast their votes with 

the help of ballot papers. This is mainly used for the 

people who are on government duty and may not be 

physically present to cast their vote. So, the service 

voters can cast their votes with the help of ballot 

papers. In this process, there can be an error in 

counting the votes. Sometimes votes are also 

manipulated and some voters can’t be physically 

present in the voting booth center. Also in COVID-19 

pandemic situations it is difficult to conduct 

traditional voting system. 

Creating E-Voting using Face Verification provides 

security, saves time and also there is no need for the 

voter to go to the polling station to cast his/her vote 

and can easily cast his vote by using advanced 

technology and facial detection. 

 

II. ABOUT THE PROPOSED WORK 

Literature Survey 

There are many algorithms and classification 

techniques for every problem in Machine Learning. 

Choosing a right method is essential to create a 

customized solution for different problems. This 

section overlooks similar existing advantages, 

disadvantages, similarities, measures for evaluating 

the algorithm, sample value of evaluations and 

examines the algorithms used and drawbacks. 

Capturing and identifying facial image of the voter is 

main task. Facial Recognition is done using Machine 

learning. A face is initially detected by using KNN 

algorithm. The whole process of face recognition is 

divided into 4 following parts: 

Detecting faces in Image 

Isolating and projecting faces 

Face identification 

Detecting faces in Image: It is the first step in facial 

recognition where faces in the image are detected. If 

there are more than two faces in the image, then the 

image is discarded(as the only voter should in the 

frame). 

Isolating and Projecting faces: The next step is to 

warp the faces including eyes, lips, etc perfectly in 

the frame. Aligning faces accurately during both 

training and testing gives a boost in database who has 

the closest measurement with the test image 

provided.  

3) Face Identification: The last step is to identify the 

person from our  

The classification of the image is done using KNN 

(k-nearest neighbour) classifier. KNN is a supervised 

learning algorithm which classifies the given instance 

based on the majority of K-nearest neighbor. This 

algorithm relies on the distance between the feature 

vectors, and it also has labels associated with each 

image, so that it can return the name of the person 

who is being classified. The distance can be 

calculated with the help of Manhattan distance or 

Euclidean Distance. The KNN algorithm classifies by 

finding the most common class among the k-closest 

examples. 

Let Xi be the point which represents the class Ci for 

all i belongs to n. Here, Xt is the point which 

represents the class Ct whose label is not known. It 

should be noted that Xi, Xt ∈ X and Ci, Ct C 

∀ i ∈ n. 
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Algorithm 1: KNN Algorithm 1: procedure KNN 

2: Define the distance metric -d (eg. Euclidean 

Distance, Manhattan Distance, Minkowski Distance 

etc) 

3: Calculate d(Xt , Xi) ∀ i ∈ n. 

4: Sort all the distances in non-decreasing 

order. 5: Define value for ‘K’. 

6: Select the first ‘K’ points from the sorted 

list. 

7: Let Ki denotes the number of points 

belonging to the ith class among K points. 

8: If Ki ≥ Kj ∀ i ≠ j then assign label of class 

‘Ci’ to ‘Xt’. 

9: end procedure 

In the context of this paper, Xi represents the 

embeddings (fea- tures) for the individual class Ci in 

the array X of size ‘n’. The value of K is set to 1 so 

that the only one class which closely resembles the Ct 

is selected. Also, Euclidean distance formula is used 

as a distance metric which is given by: 

n 

d(Xt, Xi) = √ ∑ (Xt-Xi)2 

i=1 

Where: 

Xt = 128-d feature vector of the test image 

Xi = 128-d feature vector of the image in the database 

 

Project Objective 

Primary objective of our project is to overcome the 

disadvantages of traditional voting system and to 

make the voting process more easy and safe. Through 

our project we ensure to provide an efficient, 

convenient and secure mechanism in voting. Not only 

security we can also eliminate some of the 

miscellaneous acts such as vote rigging and other 

such malpractices. 

To achieve this we are using facial data verification 

which helps us to provide security. 

. C.     Proposed Work 

In this section, the proposed work is elaborated 

at a high- level scope. Here we can understand the 

user interface and working nature of the application. 

Design Methodology: 

 

The proposed e-voting system is used to cast vote 

using face verification. A webcam is used to capture 

the images of the voter that will be used as input to 

the proposed system, and then the captured image is 

verified with the images in the database. If the image 

matches then the voter can cast his/her vote otherwise 

cannot cast the vote. 

 

III. System Architecture: 

 

In System Architecture, we focus on both back-end 

and front-end performance. 

 
 

Image Capturing 

At first, we begin by taking the consent of the voter 

by logging into the e-voting system. If they want to 

cast their vote, the system captures the image of the 

voter's face using a built-in laptop webcam (or any 

external camera can be employed). The face image to 

be correctly processed in the proposed system must 

contain one face in the frontal position in a uniformly 

illuminated background. 

IV. ALGORITHM 

The classification of the image is done using KNN 

(k-nearest neighbor) classifier. KNN is a supervised 

learning algorithm which classifies the given instance 

based on the majority of K- nearest neighbor. This 

algorithm relies on the distance between the feature 

vectors, and it also has labels associated with each 

image, so that it can return the name of the person 

who is being classified. The distance can be 

calculated with the help of Manhattan distance or 

Euclidean Distance. The KNN algorithm classifies by 

finding the most common class among the k-closest 

examples. 

Let Xi be the point which represents the class Ci   for 

all i belongs to n. Here, Xt is the point which 

represents the class Ct whose label is not known. It 

should be noted that Xi, Xt ∈   X and Ci, Ct C ∀ i ∈ 

n. 

Algorithm 1: KNN Algorithm 1: procedure KNN 

2: Define the distance metric -d (eg. Euclidean 

Distance, Manhattan Distance, Minkowski Distance 

etc) 

3: Calculate d(Xt , Xi) ∀ i ∈ n. 

4: Sort all the distances in non-decreasing 

order. 5: Define value for ‘K’. 

6: Select the first ‘K’ points from the sorted 

list. 

7: Let Ki denotes the number of points 

belonging to the ith class among K points. 

8: If Ki ≥ Kj ∀ i ≠ j then assign label of class 

‘Ci’ to ‘Xt’. 

9: end procedure 
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In the context of this paper, Xi represents the 

embeddings (features) for the individual class Ci in 

the array X of size ‘n’. The value of K is set to 1 so 

that the only one class which closely resembles the Ct 

is selected. Also, Euclidean distance formula is used 

as a distance metric which is given by: 

n 

d(Xt, Xi)  = √ ∑ (Xt-Xi)2i=1 

Face Detection 

After acquiring the image, the system will start to 

detect the face by applying the KNN (k-nearest 

neighbor) algorithm. This Algorithm relies on the 

distance between the feature vectors, and it also has 

labels associated with each image, so that it can 

return the name of the person who is being 

classified. The distance can be calculated with the 

help of Manhattan distance or Euclidean distance. 

The KNN algorithm classifies by finding the most 

common class among the k-closest examples. 

 

Face Verification 

The captured voter’s image from the webcam is 

verified with the image within the database using a 

python program and then the voter can cast his/her 

vote if he/she is an authenticated voter otherwise the 

voter cannot cast his/her vote. 

 

Voting 

If the voter is an authenticated voter i.e, the captured 

voter’s image is available within the database is 

proceeded to cast his valuable vote to his desired 

candidate and then submit his vote. If the voter is not 

an authenticated voter it is displayed as unknown 

voter. If the voter already once casted his vote and if 

at all he again commits to cast his vote again, it is 

displayed as already casted your vote. 

Where: 

Xt = 128-d feature vector of the test image 

Xi = 128-d feature vector of the image in the database 

 

V. RESULTS AND OBSERVATIONS 

 

KNN was born out of research done for the armed 

forces. Fix and Hodge – two officers of USAF 

School of Aviation Medicine – wrote a technical 

report in 1951 introducing the KNN algorithm 

 

K-Nearest Neighbors algorithm (or KNN) is one of 

the most used learning algorithms due to its 

simplicity. KNN is a lazy learning, non-parametric 

algorithm. It uses data with several classes to predict 

the classification of the new sample point. KNN is 

non-parametric since it doesn’t make any 

assumptions on the data being studied, i.e., the model 

is distributed from the data. 

 

KNN is called as a lazy algorithm because it 

doesn’t use the training data points to make any 

generalization. 

Which implies: 

 

You expect little to no explicit training phase, 

The training phase is pretty fast, 

KNN keeps all the training data since they are 

needed during the testing phase. 

 Most data do not obey the typical theoretical 

assumptions, like when we consider a model like 

linear regression, which makes KNN crucial when 

studying data with little or no prior knowledge. 

 
 

VI. CONCLUSION 

 

This study focuses on an E-Voting using Face 

Verification by the system to a user based. This kind 

of approach will be very useful and the voter/user can 

save a lot of time. As the voting process is done from 

internet taking webcam access this approach will 

save a lot of time along with cost cutting advantages. 
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