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Abstract:
Because of its open source nature and Google's
support, the Android operating system has
amassed the biggest global market share.
Cyber criminals have targeted it because of its
widespread distribution of harmful software
and because it is the most widely used
operating system in the world. Using an
evolutionary Genetic algorithm, this study
provides an effective machine learning-based
technique for Android Malware Detection.
Machine learning classifiers are trained using
features selected from the Genetic algorithm,
and their performance in identifying malware
is compared before and after the features are
selected. Using genetic algorithms, we were
able to narrow down our initial set of features
to one-half of what they were originally. Our
results show this to be true. More than 94%
classification accuracy is maintained after
feature selection for machine learning-based
classifiers, and thus reduces the computational
burden of learning classifiers by dealing with
considerably smaller feature dimensions.
I. introduction:
Google Playstore, the official Android app
store, and third-party app shops allow users to
download Android apps for free. Malware
authors are increasingly concentrating on
Android malware development due to the open
source nature of the operating system and its
widespread use. Despite Google Playstore's
numerous attempts to keep malicious apps out,
they continue to make it to the mass market
and harm users by stealing personal
information such as phone numbers, email
addresses, GPS coordinates, and more, which

www.jespublication.com

they then sell to third parties or use to gain
remote control of their phones. Malware
analysis or reverse-engineering of harmful
Android apps is needed to protect the platform
from these threats. In general, there are two
forms of Android Malware analysis: static and
dynamic analysis. Static analysis focuses on
the structure of the code, while dynamic
analysis examines the behaviour of Android
Apps in a limited environment. Android
malware varieties are becoming more and
more dangerous, so an effective way to
identify them is needed. For Android Malware
variations with zero-day threats, machine
learning can be used in conjunction with static
and dynamic analysis to detect new versions of
the malware without the need for an updated
signature database. The Support Vector
Machine technique, used in [1], produced a
reasonable detection accuracy of 94 percent
during a broad but lightweight static analysis.
Classification based on static analysis was
reported by Nikola Milosevic et al. [2] using
two methods: one was permissions-based,
while the other included a bag-of-words
approach to source code representation. As an
alternative, [3] proposes using machine
learning to evaluate permissions by first
finding the most important ones. One
limitation is that it can only run on rooted
devices, rendering it unusable for commercial
use, although MADAM[4] provides a multilevel analysis framework where Android App
behaviour is captured up to four levels: from
the package, user, application and kernel level.
For
mobile
malware
detection,
SAMADroid[5] introduced a revolutionary
three-way host server-based methodology that
improves performance by making better use of
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the assets available. According to [6]–[8], the
current trend in malware detection is to use
deep learning programmes that require
minimal human intervention. The selection of
features is a critical stage in any machine
learning approach. In addition to enhancing
experimentation outcomes, decreasing the
"curse of dimensionality" associated with most
machine learning-based methods can be
accomplished by obtaining an ideal feature set.
To increase overall detection accuracy, Fest
[9] suggested an unique and efficient
technique for feature selection. When it comes
to malware detection, there is a wide variety of
feature-selection methods to choose from. As a
result of its capability to discover a feature
subset picked from the original vector of
features, genetic algorithm has been used to
train classifiers with the highest accuracy
possible. As in [7], [11], it has previously been
used in conjunction with machine learning and
deep learning algorithms to produce the most
optimal feature set. Using Genetic Algorithm,
the researchers were able to reduce the size of
the feature set by more than half, making it
easier to feed into machine learning classifiers
for training while still preserving the
classifiers' performance in identifying
malware. Genetic Algorithm, a heuristic
search methodology based on a fitness
function, has been used for feature selection
instead of the exhaustive method that involves
testing for 2N distinct combinations, where N
is the number of features. The genetic
algorithm-derived feature set is utilised to train
two machine learning algorithms: the Support
Vector Machine and the Neural Network. A
reasonable classification accuracy of over 94%
is observed while working on a considerably
reduced feature dimension, hence lowering the
complexity of classifier training time.
Android is a widely used mobile operating
system. It offers a wide range of functionality
to its users thanks to the hundreds of thousands
of applications available in a variety of
marketplaces. Unfortunately, cybercriminals
are increasingly focusing their attention on
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Android-based smartphones and infecting
them with malware. Apps may be installed
from third-party markets on Android, which
makes it easier for attackers to bundle and
distribute malware-infected software. Since
the beginning of 2012, there have been more
than 55,000 malicious programmes and 119
new malware families uncovered. Stopping
malware from spreading on Android platforms
and cellphones is obviously a priority. In
addition to the Android permissions system,
the Android platform contains a number of
security safeguards that make it difficult for
malware to be installed. During the installation
of an application, the user must expressly
provide permission for it to execute particular
functions, such as sending an SMS message.
Despite this, a large percentage of users
continue to provide permissions to unknown
programmes, so defeating the very point of the
permission mechanism. As a result, Android's
permission mechanism has little effect on
rogue apps. There has consequently been a
great deal of research into how to analyse and
detect Android malware before it is installed.
Approaches based on static and dynamic
analysis can be divided into two categories.
TaintDroid [11], DroidRanger [40], and
DroidScope [37] are just a few examples of
tools that can keep tabs on the activity of
running apps. The overhead of run-time
monitoring makes it difficult to use on mobile
devices, even if it is quite effective at detecting
malicious behaviour. There is typically only a
modest run-time overhead with static analysis
approaches like Kirin [13], Stowaway [15],
and RiskRanker [21]. As efficient and scalable
as this approach is, it relies heavily on manual
detection patterns that may not be available for
new viruses. In addition, many of these
systems do not explain their decisions and are
thus inaccessible to practitioners.
In prior cyberattacks, malware has been
utilised as a criminal tool (Damshenas et al.
2013). Installing or deleting programmes,
modifying files, downloading sensitive
information and using it to impersonate the
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user of the infected devices, uploading files,
monitoring user's action and keystrokes and
using the camera and retrieving photos or
videos are just some of the actions that a cyber
attacker can perform on a system that has been
infected with malware (Skoudis and Zeltser
2004). Malware that targets mobile devices
has been widely reported (Dagon et al. 2004).
Malware has been developed to attack nearly
every mobile operating system (Damshenas et
al. 2013). However, malware authors have a
greater motivation to target operating systems
with a larger market share. As of this writing,
82% of mobile phone users are using Android
devices (Kitagawa et al. 2015). Android users
have become a frequent target for malware
makers due to the operating system's large
proportion of the market and Google's lax
publishing policies on the Android official app
market (Google play). A slew of malicious
software, including Trojan horses and rootkits,
has been published on Google Play (Reina et
al. 2013; Viennot et al. 2014). Every day in the
first quarter of this year, G-Data (GData 2015)
found that almost 5,000 unique Android
malware files were produced. As most users
simply allow rights when an app asks for
them, the Android permission-based security
paradigm has proven to be extremely
vulnerable (Bai et al. 2010; Di Cerbo et al.
2010 (Imgraben et al. 2014). There is an
urgent need for more effective Android
malware analysis tools because fewer people
use anti-virus and anti-malware software on
their mobile devices (Imgraben et al. 2014).
(Shaerpour et al. 2013).
With 85 percent of the market, Android is the
most popular smart-mobile platform in the
world. Nearly 3 million apps are currently
available for download from Google Play,
with more than 65 billion downloads to date
[2]. Malicious apps that steal sensitive data
and attack mobile systems are becoming
increasingly popular due to Android's growing
appeal among cybercriminals. Third-party app
stores and file-sharing websites can be used to
install software on Android devices, unlike
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iOS, which restricts this type of installation. A
recent estimate says that 97% of all mobile
malware [3] targets Android smartphones
because of the severity of the infection
problem. More than 3.25 million malicious
Android apps were discovered in 2016 alone.
A malicious Android app is released every ten
seconds, on average [4]. In order to carry out a
variety of assaults, such as trojans, worms,
exploits, and viruses, these malicious
programmes are constructed. There are more
than 50 variations for some of the most
prominent rogue programmes, making it
incredibly difficult to identify them all [5].
Researchers and analysts have utilised a
variety of ways to develop Android malware
detection technologies to address these rising
security threats [6–19]. RiskRanker [6] uses
static analysis to detect harmful behaviour in
Android apps [7, 8]. Static techniques, on the
other hand, tend to overestimate the number of
conceivable behaviours, which might lead to a
large number of false positives. Researchers
have also developed several dynamic analysis
methods to capture the execution context in
real-time, in order to improve analysis
accuracy. TAINTDROID [8], for example,
uses tainting analysis to track several sensitive
data sources in real time. There is a
requirement for acceptable input suites for
dynamic analytic methodologies in general,
though. Cloud computing's ability to meet
these needs raises questions about how well it
protects user privacy [20–22]. A wide range of
anti-analysis strategies can be deployed by
advanced malware to circumvent dynamic
analysis-based malware detection, according
to Petra and colleagues [23, 24].
Malicious apps (also known as "malware") are
the primary method of attack on mobile
devices when it comes to security breaches.
They look like legitimate programmes, but
they contain malicious code that can
compromise the privacy of the user, the
integrity of the device, or even the user's credit
score. Malicious Android apps have been
known to steal contacts, login credentials, text
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messages, and even deliberately subscribe the
user to expensive premium services, among
other things.
II. Literature survey:
D. Arp, M. Spreitzenbarth, M. Hübner, H.
Gascon, and K. Rieck, “Drebin: Effective
and Explainable Detection of Android
Malware in Your Pocket,” in Proceedings
2014 Network and Distributed System
Security Symposium, 2014.
Android's security is threatened by malicious
applications. Conventional defences are
largely ineffectual because of the increasing
number and diversity of these programmes,
and so Android smartphones remain
vulnerable to new infections. An Android
malware detection method that may be used to
identify malicious apps on the smartphone is
presented in this study, DREBIN. DREBIN
does a wide static analysis to gather as many
features of an application as possible because
of the constrained resources. Because these
properties are included into a joint vector
space, it is possible to automatically identify
and explain our method's decisions based on
the application of these patterns. It surpasses
other similar algorithms in a test of 123,453
applications and 5,560 malware samples and
detects 94% of malware with few false alarms,
where the explanations for each detection
reveal relevant aspects of malware. On five
common smartphones, the procedure takes an
average of 10 seconds to do an examination,
making it acceptable for verifying downloaded
programmes right on the phone.
Milosevic, N., Dehghantanha, A. and Choo,
K.-K.R. (2017) Machine learning aided
Android malware classification. Computers
& Electrical Engineering, 61. pp. 266-274.
ISSN 0045-7906
When it comes to cyber attacks, malware has
been employed for decades. Mobile devices
that hold sensitive data have made them an
attractive target for virus authors because of
their widespread use. It is impossible to do a
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manual analysis of Android malware because
there are so many different types of Android
malware infecting vulnerable people on a daily
basis, making this a nearly impossible task.
The fight against harmful software would be
easier if cyber forensic investigators could
make use of machine learning techniques for
malware forensics. Machine learning-aided
approaches to static analysis for mobile
applications are presented in this paper: one
based on permissions and the other using
source code analysis utilising the bag of words
representation model for source code analysis.
" Only 89.1 percent of the time did the
technique that relied on permit names do better
than our source code-based classification.
Automated static code analysis and malware
identification with excellent accuracy is
provided by our methodology, which
decreases the time it takes to analyse
smartphone spyware.
J. Li, L. Sun, Q. Yan, Z. Li, W. Srisa-An,
and H. Ye, “Significant Permission
Identification for Machine-Learning-Based
Android Malware Detection,” IEEE Trans.
Ind. Informatics, vol. 14, no. 7, pp. 3216–
3225, 2018.
Malicious apps are growing at an alarming
rate, which is a severe problem for the mobile
ecosystem. According to a recent report, a
malicious Android app is released every ten
seconds. We need a scalable malware
detection system that can quickly and
accurately identify malware apps in order to
battle this significant cyber assault. Systemand network-level approaches to malware
detection have been developed. Scaling
detection for a wide collection of apps, on the
other hand, is still a challenge. An Android
malware detection method based on
permission usage analysis is presented in this
research to deal with the rapid development in
Android malware. By mining the permission
data, we build three stages of pruning to select
the most significant permissions that can be
useful in discriminating between benign and
malicious apps rather than extracting and
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analysing all Android permissions in one go.
In order to classify different types of malware,
SIGPID
uses
machine-learning-based
categorization methods. Only 22 of the
permissions we looked at were important,
according to our findings. Using only 22
permissions, we next compare our approach's
performance to that of an approach that
examines all permissions as a reference. As a
classifier, Support Vector Machine (SVM) is
able to achieve more than 90% accuracy and
precision, which is comparable to the baseline
technique while using analysis times that range
from 4 to 32 times fewer than those required
by using all permissions for the classification.
SIGPID outperforms other cutting-edge
methodologies in terms of malware detection,
catching 93.62 percent of known malware and
91.4 percent of new or previously
undiscovered malware samples.
A. Saracino, D. Sgandurra, G. Dini, and F.
Martinelli, “MADAM: Effective and
Efficient Behavior-based Android Malware
Detection and Prevention,” IEEE Trans.
Dependable Secur. Comput., vol. 15, no. 1,
pp. 83–97, 2018.
Malicious applications (apps), sometimes
known as malware, are a persistent threat to
Android users. Anti-malware software is a
critical component in protecting users'
personal information, financial resources, and
computer systems. In this research, we show
that malware can be divided into a small
number of behavioural classes, each of which
exhibits a distinct set of traits. In order to
identify these misbehaviors, you might use
features from different Android tiers.
Malicious behaviour can be detected and
stopped with the help of our innovative hostbased malware detection system for Android
devices, MADAM, which examines and
correlates characteristics at four different
levels simultaneously: the kernel, the
application, the user, and the package. As a
result, MADAM has been built to take into
account all of the behaviours that can be found
in most genuine malware. To detect and
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efficiently ban over 96% of malicious apps
from three big datasets containing around
2,800 apps, MADAM relies on two parallel
classifiers and a behavioural signature-based
detector working together in concert. It has
been shown that the low false alarm rate, the
little performance overhead and the limited
energy usage are all a result of extensive
research that comprise a testbed of 9,804
legitimate apps.
III. Methodology:
In addition to the standard selection of
Android apps, there are two other sets. App
Components such as Activity, Services,
Content Providers, etc., are counted and
permissions are extracted from malware and
goodware. To encode these properties as
featurevectors, the CSV format uses 0 and 1
for the class names Malware and Goodware,
respectively.

Fig. 1. Proposed Methodology
The CSV is sent to a Genetic Algorithm,
which selects the most efficient set of features
to lower the dimensionality of the feature set.
Two machine learning classifiers are trained
using the optimum set of features: the Support
Vector Machine and the Neural Network.
According to Figure 1, two units are involved
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in the suggested methodology: Androguard
tool for feature extraction and Genetic
Algorithm for feature selection. Finally, for the
purpose of evaluation, the selected features are
fed into machine learning algorithms.
Reverse-engineering of Android APK files:
The AndroidManifest.xml file contains all of
the critical information that any Android
platform needs to know about the Apps in the
suggested approach. The static characteristics
of the APKs were extracted using the
Androguard programme.
Difficulty Measure
Component counts such as Activity, Services,
Content Providers and Broadcast Receivers are
used as a feature vector in the App
Components section. Permissions: It is
possible to convert the permissions feature-set
to a |S|-dimensional vector space, where a
dimension is set to 1 if the feature is present in
the app and 0 otherwise. All remaining
dimensions are set to zero in order to create a
vector (x)" for each feature taken from app X.
[5] Equation is a concise way to express it (1)

IV. Results:
As a Google Play Store-supported platform,
Android is a free, open-source operating
system. Android apps can be created and
published on the Google Play store by anyone,
for no charge. Malware developers and
publishers are drawn to the Play Store by this
Android feature. If a malicious app is installed
on a user's phone, it will either take data from
the phone and send it to cyber-thieves, or it
will give the criminal complete control of the
phone. A machine learning method is being
used in this paper to identify malware in
mobile apps.
It is necessary to reverse engineer all of the
app's code and then check for any malicious
behaviour, like as sending SMS or copying
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contact information, before being able to
detect malware within the app. We'll flag an
app as malicious if it's been programmed to
perform this kind of conduct. One app may
contain over 100 permissions, all of which
must be extracted from code and generated
(examples of permissions include transact and
API
call
signature),
as
well
as
onServiceConnected and API call signature, as
well as attach and API call signature and
service connection and API call signature, and
so on. The programme will be classified as
either malware or good ware based on this
dataset.
It's only when we have the dataset that we can
develop a machine learning SVM training
model based on that dataset and then use that
model to predict whether or not a new
programme is malware or not.
Two machine learning techniques, SVM
(Support Vector Machine) and NN, are
employed by the author in this paper (Neural
Networks). A model built using machine
learning will take longer to develop if we don't
optimise (lower dataset column size) our
features. The author plans to use a genetic
algorithm to improve his features. In order to
train a model, a genetic algorithm will focus
on the most essential properties of the dataset
and exclude the rest. This method reduces the
size of the dataset and speeds up the creation
of a training model. Using a genetic approach
reduces model training time by a small
amount, but we lose some accuracy in this
comparison.
A genetic algorithm's steps for selecting
significant characteristics.
A binary encoding of the feature subsets is
used to initialise the algorithm, with 1
representing inclusion and 0 representing
exclusion in the chromosome.
Step 2: Generate a random population for the
algorithm to begin with.
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In the third step, assign a fitness score
computed by the genetic algorithm's defined
fitness function.
This is the final step: choosing parents. Only
those chromosomes with high fitness scores
are used to produce the next generation of
offspring.
For the creation of offspring, apply the stated
probabilities of crossover and mutation to the
parents you've chosen.
To find the best chromosome from the
population, repeat Steps 3 to 5 as many times
as necessary until convergence is achieved and
the best feature subset is found.
Workflow for SVM
We use multiple machine learning methods
depending on the dataset in order to forecast
and classify data. Classification and regression
problems can be modelled using the SVM, or
Support Vector Machine. Linear and nonlinear issues can be solved with this tool.
SVM's concept is straightforward: As a result
of this procedure, the data is divided into
several classes. One of the most prominent
kernel functions in machine learning is called
the RBF kernel or the radial basis function
(RBF). Support vector machine classification,
in particular, frequently makes use of it. A
hyperplane can be thought of as a line that
separates and classifies a set of data linearly,
as in the example above, for a classification
problem with only two features.
Data points that are located farther away from
the hyperplane should be taken with more
confidence as a result. In other words, we're
looking for data points that are as far away
from the hyperplane as feasible, yet
nonetheless on the correct side of it at all
times.
Thus, the class to which we allocate new
testing data will be determined by the side of
the hyperplane on which it lands.
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How can we determine which hyperplane is
optimal?
Alternatively, how do we divide the data into
the two classes?
The margin is the distance between the
hyperplane and the closest data point in either
collection. Hyperplanes are chosen with the
maximum possible margin between them and
any point in the training set, which increases
the likelihood that new data will be correctly
identified.
As the name implies, a neural network (NN) is
a computer model based on biological neural
network structure and function. This is
because a neural network adapts to its input
and output dependent on the information
flowing through it, which is referred to as
learning.
Nonlinear neural networks (NNs) are
statistical data modelling methods used to
model or discover patterns in the complicated
interactions between inputs and outputs.
Neural networks, or NNs, are another name for
NNs.
It is one of the most well-known advantages of
a NN that it can really learn from data sets.
NN can be used to approximate random
functions in this fashion. When establishing
computing functions or distributions, these
types of tools help determine the most costeffective and optimum methods of arriving at
solutions. To arrive at a solution, NN uses data
samples rather than the complete dataset,
saving both time and money. Existing data
analysis methods can benefit from the use of
neural networks (NNs), which are very simple
mathematical models.
In a NN, there are three interconnected levels.
Input neurons make up the initial layer of the
neural network. The first layer of neurons
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sends data to the second layer, which in turn
delivers the output neurons to the third layer.
We obtained the dataset for Android malware
from the internet and placed it in the 'dataset'
folder on our computer. In order to launch this
project, simply double-click on the 'run.bat'
file.

Using the 'Upload Android Malware Dataset'
button above, you may upload your dataset to
the system.

After I upload the 'AndroidDataset.csv' file
shown above, I should see the screen shown
below.

To split the dataset into train and test parts,
click the "Generate Train & Test Model"
button. 80% of the dataset will be used to train
the algorithm, while the remaining 20% will
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be used to verify how accurate the model is
when it is finished being trained. There is a
training and testing model available after
hitting that button.

We can see in the screenshot above that there
are a total of 3799 records for Android apps,
with 3039 records being used for training and
760 records being used for testing. On the
SVM Algorithm page, click the 'Run SVM
Algorithm' button to construct an SVM model
for both the training and testing datasets.

Click on the "Run SVM with Genetic
Algorithm" button to find the best features and
then run SVM on the best features to gain
accuracy as shown in the above screen with 98
percent accuracy for SVM.

SVM with a genetic algorithm achieved a 93%
accuracy rate in the example shown above.
Accuracy of SVM in genetic algorithms is
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worse, but its execution time is shorter. This is
seen in the comparison graph.
Just close the four empty windows that open
up when you start genetic, and the main
window will continue to run.

In the example shown above, NN with
genetics has an accuracy rate of 98.02 percent.
Please click on the 'Graph of Algorithm
Accuracy' button to examine the graphs of
each algorithm's performance

The genetic algorithm, as shown in the upper
console, selects 40 features from the entire
dataset.
To check the accuracy of the neural network,
click the "Run Neural Network Algorithm"
button.

Accuracy and algorithm name are shown in
this graph, with all SVM algorithms showing
high accuracy. In order to see how long each
algorithm took to run, click on the "Execution
Time Graph" button.

The neural network seen in the image above
was also 98.64 percent accurate. Run Neural
Network using Genetic Algorithm now by
clicking the 'Run Neural Network' button.

The algorithm name is shown on the x-axis,
and the execution time is shown on the y-axis
in the graph above. Genetic algorithm machine
learning techniques take less time to develop
models, as shown in the graph above.
V. Conclusion:
A framework that can accurately detect
malware has never been more critical than it is
now, given the ever-increasing amount of
threats to Android systems, which are spread
mostly through malicious applications or
malware. Machine learning based approaches
are being employed when signature-based
approaches fail to detect new malware variants
that pose zero-day threats. Evolving Genetic
Algorithms can be used to find the most
optimal feature collection for training machine
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learning algorithms. Using Support Vector
Machine and Neural Network classifiers, it is
possible to achieve a classification accuracy of
more than 94% while working with a lowerdimensional feature set, thus lowering the
complexity of the classifiers. When combined
with Genetic Algorithm, future work can take
advantage of larger datasets for better results
and an examination of the impact on other
machine learning techniques.
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