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ABSTRACT: Blockchain has emerged as a key 

technology for ensuring reliability and security in 

several application areas primarily including the 

healthcare sector. Blockchain is a distributed 

ledger where blocks of transactions are connected 

in a chain using the cryptographic hash function 

of the previous block, making it an append-only 

structure. Any modification on any of the blocks 

will generate different hash values in other blocks 

in a cascading manner and different link relations. 

In this way the blockchain achieves immutability 

and security. Blockchain also involves consensus 

mechanisms in order to ensure synchronization 

among blocks and agreement between existing 

nodes to add a new transaction in the chain. 

Healthcare data is highly sensitive in nature, 

which consists of private information related to 

the diagnosis and treatment of patients. In 

traditional approach these data are stored by each 

hospital separately where sharing data is very 

time consuming. Also, health data is very limited 

to access due to the risk of disclosure of sensitive 

information. In order to address these issues, the 

objective of this paper is to integrate blockchain 

technology with healthcare records/data in order 

to provide better sharing of data without the fear 

of data tampering or security breach. 

Keywords- Blockchain, EMR, Smart Contract, 

Patient, Encryption, Hyperledger. 

1. INTRODUCTION 

The ongoing popularity of Blockchain technology is 

increasing day by day and the diversity associated 

with its application, helps in advancement of research 

in different scientific fields with social relevance. In 

Spite of being new and still in the experimental stage, 

the Blockchain is being considered as a pathbreaking 

solution, which addresses several modern concerns in 

the technological field like identity management, 

decentralization, data ownership, decisions driven by 

trust and data. Blockchain works on a distributed 

peer-to-peer system where every participating node 

receives a copy of the same data and acts upon the 

same set of rules. Blockchain is a distributed ledger 

in which new data is appended as a chain of blocks 

and it grows continuously. Protection of user security 

and maintenance of ledger consistency are taken care 

of by cryptographic functions and distributed 

consensus mechanisms. Big data refers to massive 

volumes of structured and unstructured data so large 
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that it is difficult to process using traditional database 

or software techniques. Big data has 7 ‘V’ properties 

, that are Volume, Variety, Velocity, Variability, 

Veracity, Visualization and Value. Volume is about 

how large is the data in size. Velocity is the speed of 

accessing data. Variety is about heterogeneous 

sources and unstructured nature of the data. 

Variability says that the same data can have different 

meanings. Veracity is about the quality of data.  

 

Fig.1: Bigdata 7v’s properties 

Visualization consists of graphics, charts and other 

plots that help to understand the meaning of data and 

retrieve more details. And finally Value is about how 

data processing can be done to produce a meaningful 

outcome. Blockchain Technology can be used in 

several big data use cases like management of 

private/personal data, intellectual property resolution, 

supply chain management, IOT communication, 

healthcare etc. 

Electronic medical records (EMRs) contain critical 

and highly sensitive private information for the 

purpose of diagnosis and treatment in healthcare. 

Healthcare data is nowadays considered as big data. 

This big data needs frequent distribution and sharing 

among several peers such as healthcare providers, 

insurance companies, patients ,families of patients, 

pharmacies, researchers etc. A patient may need 

multiple consultations in more than one hospital. Or 

he may need his previous medical histories at a later 

point of time. The coordination process for the 

abovementioned becomes really cumbersome in a 

traditional, centralized system. The blockchain makes 

use of a shared, immutable ledger which contains a 

transparent and consistent history of all the actions 

related to all the participants to overcome the issues. 

2. LITERATURE REVIEW 

2.1 Blockchain and Health IT: Algorithms, Privacy, 

and Data:  

The President's Precision Medicine Initiative (PMI) is 

"enabling a new era of clinical care through research, 

technology, and policies that empower patients, 

researchers, and providers to work together toward 

the development of individualized care". 1 Its 

commitment to privacy and security in the setting of 

responsible data sharing and transparency is 

articulated in the "Privacy and Trust Principles" 1 and 

the "Data Security Policy Principles and Framework" 

2 , developed by an interagency working groups 

including the Office of the National Coordinator for 

Health Information Technology in conjunction with 

multiple stakeholders. In this paper, we review the 

threats to the security, confidentiality, integrity, and 

availability of PMI data. PMI organizations can 

mitigate these challenges through a new system 

architecture in development at MIT-the 

OPAL/Enigma project 3-which creates a peer-to-peer 

network that enables parties to jointly store and 

analyze data with complete privacy, based on highly 
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optimized version of multi-party computation with a 

secret-sharing. An auditable, tamper-proof distributed 

ledger (a permissioned blockchain) records and 

controls access through smart contracts and digital 

identities. We conclude with an initial use case of 

OPAL/Enigma that could empower precision 

medicine clinical trials and research. MIT's 

OPAL/Enigma challenges traditional data security 

paradigms. Centralized databases cannot assure 

security and data integrity, regardless de-

identification and controlled access requirements. 

Safe, vetted queries that are distributed to private, 

encrypted databases assure that organizations and 

participants can share health care data with 

cryptographic guarantees of privacy with various 

stakeholders, assuring momentum for a new era of 

medical research and practice. 

2.2 Blockchain-Based Data Preservation System for 

Medical: 

Medical care has become an indispensable part of 

people’s lives, with a dramatic increase in the volume 

of medical data (e.g., diagnosis certificates and 

medical records). Medical data, however, is easily 

stolen, tampered with, or even completely deleted. If 

the above occurs, medical data cannot be recorded or 

retrieved in a reliable manner, resulting in delay 

treatment progress, even endanger the patient’s life. 

In this paper, we propose a novel blockchain-based 

data preservation system (DPS) for medical data. To 

provide a reliable storage solution to ensure the 

primitiveness and verifiability of stored data while 

preserving privacy for users, we leverage the 

blockchain framework. With the proposed DPS, users 

can preserve important data in perpetuity, and the 

originality of the data can be verified if tampering is 

suspected. In addition, we use prudent data storage 

strategies and a variety of cryptographic algorithms 

to guarantee user privacy; e.g., an adversary is unable 

to read the plain text even if the data are stolen. We 

implement a prototype of the DPS based on the real 

world blockchain-based platform Ethereum. 

Performance evaluation results demonstrate the 

effectiveness and efficiency of the proposed system. 

2.3 Blockchain for secure ehrs sharing of mobile 

cloud based e-health systems: 

Recent years have witnessed a paradigm shift in the 

storage of Electronic Health Records (EHRs) on 

mobile cloud environments, where mobile devices 

are integrated with cloud computing to facilitate 

medical data exchanges among patients and 

healthcare providers. This advanced model enables 

healthcare services with low operational cost, high 

flexibility, and EHRs availability. However, this new 

paradigm also raises concerns about data privacy and 

network security for e-health systems. How to 

reliably share EHRs among mobile users while 

guaranteeing high-security levels in the mobile cloud 

is a challenging issue. In this paper, we propose a 

novel EHRs sharing framework that combines 

blockchain and the decentralized interplanetary file 

system (IPFS) on a mobile cloud platform. 

Particularly, we design a trustworthy access control 

mechanism using smart contracts to achieve secure 

EHRs sharing among different patients and medical 

providers. We present a prototype implementation 

using Ethereum blockchain in a real data sharing 

scenario on a mobile app with Amazon cloud 

computing. The empirical results show that our 

proposal provides an effective solution for reliable 

data exchanges on mobile clouds while preserving 

sensitive health information against potential threats. 

The system evaluation and security analysis also 
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demonstrate the performance improvements in 

lightweight access control design, minimum network 

latency with high security and data privacy levels, 

compared to the existing data sharing models. 

2.4 MedRec: Using Blockchain for Medical Data 

Access and Permission Management: 

Years of heavy regulation and bureaucratic 

inefficiency have slowed innovation for electronic 

medical records (EMRs). We now face a critical need 

for such innovation, as personalization and data 

science prompt patients to engage in the details of 

their healthcare and restore agency over their medical 

data. In this paper, we propose MedRec: a novel, 

decentralized record management system to handle 

EMRs, using blockchain technology. Our system 

gives patients a comprehensive, immutable log and 

easy access to their medical information across 

providers and treatment sites. Leveraging unique 

blockchain properties, MedRec manages 

authentication, confidentiality, accountability and 

data sharing- crucial considerations when handling 

sensitive information. A modular design integrates 

with providers' existing, local data storage solutions, 

facilitating interoperability and making our system 

convenient and adaptable. We incentivize medical 

stakeholders (researchers, public health authorities, 

etc.) to participate in the network as blockchain 

“miners”. This provides them with access to 

aggregate, anonymized data as mining rewards, in 

return for sustaining and securing the network via 

Proof of Work. MedRec thus enables the emergence 

of data economics, supplying big data to empower 

researchers while engaging patients and providers in 

the choice to release metadata. The purpose of this 

short paper is to expose, prior to field tests, a working 

prototype through which we analyze and discuss our 

approach. 

2.5 Medibchain: a blockchain based privacy 

preserving platform for healthcare data: 

Healthcare data are grabbing the interest of cyber 

attackers in recent years. Annihilating consequences 

of healthcare data could be alleviated through 

decentralization. A peer to peer (P2P) network 

enables the property of decentralization, where 

different parties can store and run computation while 

keeping the sensitive health data private. Blockchain 

technology leverages decentralized or distributed 

process, which ensures the accountability and 

integrity of its use. This paper presents a patient 

centric healthcare data management system by using 

Blockchain as storage to attain privacy. 

Pseudonymity is ensured by using the cryptographic 

functions to protect patient’s data.  

3. IMPLEMENTATION 

Blockchain gaining its popularity in almost all fields 

due to its inbuilt support for data integrity, reliability 

and data security. Healthcare records often contains 

sensitive information such as family diseases and if 

attackers hack this data then patient sensitive disease 

information will be leak/alter as existing application 

maintaining data in single centralized server  and if 

this server hack or attack then server will not give 

any information. 

To overcome from this issue author of this paper 

introducing Blockchain technology to manage 

healthcare records as this Blockchain will store all 

records as Blocks/transaction and then associate each 

block with unique Hashcode and maintain this 

information at multiple nodes or Blockchain Server. 
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If one node/server down then users can get services 

from other working nodes and this service is not 

available in existing single centralized server. 

Blockchain data is consider as immutable as data 

change in one node will generate different Hashcode 

while verification. This failure verification helps 

Blockchain in knowing about data leak or alter. 

Data stored at multiple nodes can be access/share by 

multiple users by assigning permissions to them. In 

propose paper author is proposing that patient can 

share data with multiple hospitals who has access 

permission to this Blockchain nodes. 

To implement this project we have used SOLIDITY 

code to define Blockchain functions to manage 

healthcare details such as Patient disease report, 

doctor details etc. We are using Python TRUFFLE 

Ethereum tool to deploy above Solidity code on 

Blockchain and once deploy then using python we 

can call that solidity contract to access Blockchain 

functions to store and retrieve patient details. Below 

screen showing Solidity code for patient functions. 

 

Fig.2: System architecture 

 

 

Modules Details:  

To implement this project we have designed 

following modules 

1) Admin Module: admin can login to 

application by using username and password 

as ‘admin’, After login admin can add new 

Hospital and doctor details 

2) Doctor Module: using this module doctors 

from various hospitals can login to 

application and then can view all patients 

reports who has given permission to access 

their reports. Admin will give login details 

to doctors 

3) Patient Module: patient can signup and 

login to application and then can add their 

health report and disease details. They can 

select multiple hospitals to share their 

reports with those hospital doctors 

4. BLOCKCHAIN TECHNOLOGY 

Blockchain technology is a structure that stores 

transactional records, also known as the block, of the 

public in several databases, known as the “chain,” in 

a network connected through peer-to-peer nodes. 

Typically, this storage is referred to as a ‘digital 

ledger.’ Every transaction in this ledger is authorized 

by the digital signature of the owner, which 

authenticates the transaction and safeguards it from 

tampering. Hence, the information the digital ledger 

contains is highly secure. In simpler words, the 

digital ledger is like a Google spreadsheet shared 

among numerous computers in a network, in which, 

the transactional records are stored based on actual 

purchases. The fascinating angle is that anybody can 

see the data, but they can’t corrupt it.  
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Fig.3: Blockchain diagram 

In recent years, you may have noticed many 

businesses around the world integrating Blockchain 

technology. But how exactly does Blockchain 

technology work? Is this a significant change or a 

simple addition? The advancements of Blockchain 

are still young and have the potential to be 

revolutionary in the future; so, let’s begin 

demystifying this technology. Blockchain is a 

combination of three leading technologies:  

 Cryptographic keys  

 A peer-to-peer network containing a shared 

ledger  

 A means of computing, to store the 

transactions and records of the network 

Cryptography keys consist of two keys – Private key 

and Public key. These keys help in performing 

successful transactions between two parties. Each 

individual has these two keys, which they use to 

produce a secure digital identity reference. This 

secured identity is the most important aspect of 

Blockchain technology. In the world of 

cryptocurrency, this identity is referred to as ‘digital 

signature’ and is used for authorizing and controlling 

transactions.  

The digital signature is merged with the peer-to-peer 

network; a large number of individuals who act as 

authorities use the digital signature in order to reach a 

consensus on transactions, among other issues. When 

they authorize a deal, it is certified by a mathematical 

verification, which results in a successful secured 

transaction between the two network-connected 

parties. So to sum it up, Blockchain users employ 

cryptography keys to perform different types of 

digital interactions over the peer-to-peer network. 

5. EXPERIMENTAL RESULTS 

 

Fig.5: Home screen 

 

Fig.6: Admin login 
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Fig.7: Add doctor/hospital details 

 

Fig.8: View hospital details 

 

Fig.9: patient signup  

 

Fig.10: patient login 

 

Fig.11: Share health/medical report 

 

Fig.12: View health report 

 

Fig.13: Patients prescription screen 

6. CONCLUSION 

In this work an architecture and a methodology based 

to create an EMR system based on blockchain is 

proposed. Also the blockchain type that can be used 

for this purpose is identified with justification. And 

the proposed methodology is implemented using 

Hyperledger fabric and Hyperledger composer tools. 
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Here patients can actively control his medical record. 

Also the security and privacy issues have been taken 

care of. The patient decides on who gets access to 

his/her medical records via doctorId and may revoke 

access permission for the same. On the other hand, 

the doctor may access the patient’s medical history to 

read and analyse the patient’s situation better, given 

all medical history logs are updated timely on the 

blockchain network. The doctor may update the 

current visit with prescriptions and medical 

procedures, if any, on blockchain. The limitations of 

the paper can be divided into three aspects mainly. 

Firstly the system is not scalable. Secondly the 

participants are limited to doctors and patients only. 

And finally the information to be stored by the 

database is very limited. Only some basic diagnosis 

information is considered and that also is only text 

based. 

7. FUTURE SCOPE 

The future work consists of two aspects. Basically the 

proposed system is a prototype to get a idea of 

functioning of blockchain while it is integrated with 

EHR. First thing is to add more participants like 

hospital, insurance service provider etc. Next thing is 

to scale up the system and maintain off-chain 

database so that the real prescription in the form of 

image etc. can be stored. Also search will be 

continued for a better blockchain like hybrid or 

layered to get leverage from it. 
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