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ABSTRACT: 

As the cloud computing technology develops during the last decade, outsourcing data to cloud service for 

storage becomes an attractive trend, which benefits in sparing efforts on heavy data maintenance and 

management. Nevertheless, since the outsourced cloud storage is not fully trustworthy, it raises security 

concerns on how to realize data deduplication in cloud while achieving integrity auditing. In this work, we 

study the problem of integrity auditing and secure deduplication on cloud data. Specifically, aiming at 

achieving both data integrity and deduplication in cloud, we propose two secure systems, namely SecCloud 

and SecCloud+. SecCloud introduces an auditing entity with a maintenance of a MapReduce cloud, which 

helps clients generate data tags before uploading as well as audit the integrity of data having been stored in 

cloud. Compared with previous work, the computation by user in SecCloud is greatly reduced during the 

file uploading and auditing phases. SecCloud+ is designed motivated by the fact that customers always 

want to encrypt their data before uploading, and enables integrity auditing and secure deduplication on 

encrypted data. 

I. INTRODUCTION 

What is cloud computing? 

             Cloud computing is the use of computing resources (hardware and software) that are delivered as 

a service over a network (typically the Internet). The name comes from the common use of a cloud-shaped 

symbol as an abstraction for the complex infrastructure it contains in system diagrams. Cloud computing 

entrusts remote services with a user's data, software and computation. Cloud computing consists of 

hardware and software resources made available on the Internet as managed third-party services. These 

services typically provide access to advanced software applications and high-end networks of server 

computers. 

 

Structure of cloud computing 
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How Cloud Computing Works? 

The goal of cloud computing is to apply traditional supercomputing, or high-performance 

computing power, normally used by military and research facilities, to perform tens of trillions of 

computations per second, in consumer-oriented applications such as financial portfolios, to deliver 

personalized information, to provide data storage or to power large, immersive computer games. 

The cloud computing uses networks of large groups of servers typically running low-cost consumer PC 

technology with specialized connections to spread data-processing chores across them. This 

shared IT infrastructure contains large pools of systems that are linked together. Often, virtualization 

techniques are used to maximize the power of cloud computing. 

 

Characteristics and Services Models: 

                    The salient characteristics of cloud computing based on the definitions provided by the 

National Institute of Standards and Terminology (NIST) are outlined below: 

 On-demand self-service: A consumer can unilaterally provision computing capabilities, such as 

server time and network storage, as needed automatically without requiring human interaction with 

each service’s provider.  

 Broad network access: Capabilities are available over the network and accessed through standard 

mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, 

laptops, and PDAs).  

 Resource pooling: The provider’s computing resources are pooled to serve multiple consumers 

using a multi-tenant model, with different physical and virtual resources dynamically assigned and 

reassigned according to consumer demand. There is a sense of location-independence in that the 

customer generally has no control or knowledge over the exact location of the provided resources 

but may be able to specify location at a higher level of abstraction (e.g., country, state, or data 

center). Examples of resources include storage, processing, memory, network bandwidth, and 

virtual machines.  

 Rapid elasticity: Capabilities can be rapidly and elastically provisioned, in some cases 

automatically, to quickly scale out and rapidly released to quickly scale in. To the consumer, the 

capabilities available for provisioning often appear to be unlimited and can be purchased in any 

quantity at any time.  

 Measured service: Cloud systems automatically control and optimize resource use by leveraging 

a metering capability at some level of abstraction appropriate to the type of service (e.g., storage, 

processing, bandwidth, and active user accounts). Resource usage can be managed, controlled, and 

reported providing transparency for both the provider and consumer of the utilized service.  

http://jespublication.com/
http://www.webopedia.com/TERM/S/supercomputer.html
http://www.webopedia.com/TERM/H/High_Performance_Computing.html
http://www.webopedia.com/TERM/H/High_Performance_Computing.html
http://www.webopedia.com/TERM/N/network.html
http://www.webopedia.com/TERM/S/server.html
http://www.webopedia.com/TERM/I/IT.html
http://www.webopedia.com/TERM/V/virtualization.html
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Characteristics of cloud computing 

 Services Models: 

             Cloud Computing comprises three different service models, namely Infrastructure-as-a-Service 

(IaaS), Platform-as-a-Service (PaaS), and Software-as-a-Service (SaaS). The three service models or layer 

are completed by an end user layer that encapsulates the end user perspective on cloud services. The model 

is shown in figure below. If a cloud user accesses services on the infrastructure layer, for instance, she can 

run her own applications on the resources of a cloud infrastructure and remain responsible for the support, 

maintenance, and security of these applications herself. If she accesses a service on the application layer, 

these tasks are normally taken care of by the cloud service provider. 

 

Structure of service models 

http://jespublication.com/
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Benefits of cloud computing: 

1. Achieve economies of scale – increase volume output or productivity with fewer people. Your cost 

per unit, project or product plummets.  

2. Reduce spending on technology infrastructure. Maintain easy access to your information with 

minimal upfront spending. Pay as you go (weekly, quarterly or yearly), based on demand.  

3. Globalize your workforce on the cheap. People worldwide can access the cloud, provided they 

have an Internet connection.  

4. Streamline processes. Get more work done in less time with less people.  

5. Reduce capital costs. There’s no need to spend big money on hardware, software or licensing fees.  

6. Improve accessibility. You have access anytime, anywhere, making your life so much easier!  

7. Monitor projects more effectively. Stay within budget and ahead of completion cycle times.  

8. Less personnel training is needed. It takes fewer people to do more work on a cloud, with a 

minimal learning curve on hardware and software issues. 

9. Minimize licensing new software. Stretch and grow without the need to buy expensive software 

licenses or programs.  

10. Improve flexibility. You can change direction without serious “people” or “financial” issues at 

stake.  

Advantages: 

1. Price: Pay for only the resources used. 

2. Security: Cloud instances are isolated in the network from other instances for improved security. 

3. Performance: Instances can be added instantly for improved performance. Clients have access to 

the total resources of the Cloud’s core hardware. 

4. Scalability: Auto-deploy cloud instances when needed. 

5. Uptime: Uses multiple servers for maximum redundancies. In case of server failure, instances can 

be automatically created on another server. 

6. Control: Able to login from any location. Server snapshot and a software library lets you deploy 

custom instances. 

7. Traffic: Deals with spike in traffic with quick deployment of additional instances to handle the 

load. 

II. EXISTING SYSTEM: 

 Ateniese et al. proposed a dynamic PDP schema but without insertion operation. 

 Erway et al. improved Ateniese et al.’s work  and supported insertion by introducing authenticated 

flip table. 

 Wang et al.proposed proxy PDP in public clouds. 

 Zhu et al. proposed the cooperative PDP in multi-cloud storage. 

 Wang et al. improved the POR model by manipulating the classic Merkle hash tree construction 

for block tag authentication. 

 Xu and Chang proposed to improve the POR schema with polynomial commitment for reducing 

communication cost.  

 Stefanov et al. proposed a POR protocol over authenticated file system subject to frequent changes.  

http://jespublication.com/
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 Azraoui et al. combined the privacy-preserving word search algorithm with the insertion in data 

segments of randomly generated short bit sequences, and developed a new POR protocol.  

 Li et al. considered a new cloud storage architecture with two independent cloud servers for 

integrity auditing to reduce the computation load at client side. 

DISADVANTAGES OF EXISTING SYSTEM: 

 The first problem is integrity auditing. The cloud server is able to relieve clients from the heavy 

burden of storage management and maintenance. The most difference of cloud storage from 

traditional in-house storage is that the data is transferred via Internet and stored in an uncertain 

domain, not under control of the clients at all, which inevitably raises clients great concerns on the 

integrity of their  data. 

 The second problem is secure deduplication. The rapid adoption of cloud services is accompanied 

by increasing volumes of data stored at remote cloud servers. Among these remote stored files, 

most of them are duplicated: according to a recent survey by EMC, 75% of recent digital data is 

duplicated copies. 

 Unfortunately, this action of deduplication would lead to a number of threats potentially affecting 

the storage system, for example, a server telling a client that it (i.e., the client) does not need to 

send the file reveals that some other client has the exact same file, which could be sensitive 

sometimes. These attacks originate from the reason that the proof that the client owns a given file 

(or block of data) is solely based on a static, short value (in most cases the hash of the file). 

III. PROPOSED SYSTEM: 

 In this paper, aiming at achieving data integrity and deduplication in cloud, we propose two secure 

systems namely SecCloud and SecCloud+. 

 SecCloud introduces an auditing entity with maintenance of a MapReduce cloud, which helps 

clients generate data tags before uploading as well as audit the integrity of data having been stored 

in cloud. 

 Besides supporting integrity auditing and secure deduplication, SecCloud+ enables the guarantee 

of file confidentiality. 

 We propose a method of directly auditing integrity on encrypted data. 

ADVANTAGES OF PROPOSED SYSTEM: 

 This design fixes the issue of previous work that the computational load at user or auditor is too 

huge for tag generation. For completeness of fine-grained, the functionality of auditing designed in 

SecCoud is supported on both block level and sector level. In addition, SecCoud also enables secure 

deduplication. 

 The challenge of deduplication on encrypted is the prevention of dictionary attack. 

 Our proposed SecCloud system has achieved both integrity auditing and file deduplication. 

 

 

IV. SYSTEM ARCHITECTURE: 
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V. MODULES:- 

 Cloud Servers 

 Data Users Module 

 Auditor 

 Secure De-duplication System 

 

MODULES DESCRIPTON:- 

Cloud Service Provider 

 In this module, we develop Cloud Service Provider module. This is an entity that provides a data 

storage service in public cloud.  

 The CS provides the data outsourcing service and stores data on behalf of the users.  

 To reduce the storage cost, the CS eliminates the storage of redundant data via deduplication and 

keeps only unique data.  

 In this paper, we assume that CS is always online and has abundant storage capacity and 

computation power. 

 

Data Users Module 

 A user is an entity that wants to outsource data storage to the S-CSP and access the data later.  

 In a storage system supporting deduplication, the user only uploads unique data but does not upload 

any duplicate data to save the upload bandwidth, which may be owned by the same user or different 

users.  

 In the authorized deduplication system, each user is issued a set of privileges in the setup of the 

system. Each file is protected with the convergent encryption key and privilege keys to realize the 

authorized deduplication with differential privileges. 

 

Auditor 
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Auditor which helps clients upload and audit their outsourced data maintains a MapReduce cloud and acts 

like a certificate authority. This assumption presumes that the auditor is associated with a pair of public and 

private keys. Its public key is made available to the other entities in the system. The first design goal of this 

work is to provide the capability of verifying correctness of the remotely stored data. public verification, 

which allows anyone, not just the clients originally stored the file, to perform verification. 

Secure De-duplication System 

 We consider several types of privacy we need protect, that is, i) unforgeability of duplicate-check 

token: There are two types of adversaries, that is, external adversary and internal adversary.  

 As shown below, the external adversary can be viewed as an internal adversary without any 

privilege.  

 If a user has privilege p, it requires that the adversary cannot forge and output a valid duplicate 

token with any other privilege p′ on any file F, where p does not match p′. Furthermore, it also 

requires that if the adversary does not make a request of token with its own privilege from private 

cloud server, it cannot forge and output a valid duplicate token with p on any F that has been 

queried. 

 

VI. SYSTEM REQUIREMENTS: 

HARDWARE REQUIREMENTS: 

 

 System    :  Pentium IV 2.4 GHz. 

 Hard Disk             :  40 GB. 

 Floppy Drive  :  1.44 Mb. 

 Monitor   :  15 VGA Colour. 

 Mouse   :  Logitech. 

 Ram    :  512 Mb. 

 

SOFTWARE REQUIREMENTS: 

 

 Operating system  :  Windows XP/7. 

 Coding Language :  JAVA/J2EE 

 IDE   : Netbeans 7.4 

 Database  : MYSQL 

VII. CONCLUSION 

Aiming at achieving both data integrity and deduplication in cloud, we propose SecCloud and 

SecCloud+. SecCloud introduces an auditing entity with maintenance of a MapReduce cloud, which helps 

clients generate data tags before uploading as well as audit the integrity of data having been stored in cloud. 

In addition, SecCoud enables secure deduplication through introducing a Proof of Ownership protocol and 

preventing the leakage of side channel information in data deduplication. Compared with previous work, 

the computation by user in SecCloud is greatly reduced during the file uploading and auditing phases. 

SecCloud+ is an advanced construction motivated by the fact that customers always want to encrypt their 

data before uploading, and allows for integrity auditing and secure deduplication directly on encrypted data.  
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