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ABSTRACT 

Mobile advertising plays a vital role in the mobile app ecosystem. A major threat to the sustainability 

of this ecosystem is click fraud, i.e., ad clicks performed by malicious code or automatic bot 

problems. Existing click fraud detection approaches focus on analyzing the ad requests at the server 

side. However, such approaches may suffer from high false negatives since the detection can be 

easily circumvented, e.g., when the clicks are behind proxies or globally distributed. In this paper, 

we present Ad Sherlock, an efficient and deployable click fraud detection approach at the client side 

(inside the application) for mobile apps. Ad Sherlock splits the computation-intensive operations of 

click request identification into an offline procedure and an online procedure. In the offline 

procedure, Ad Sherlock generates both exact patterns and probabilistic patterns based on URL 

(Uniform Resource Locator) tokenization. These patterns are used in the online procedure for click 

request identification and further used for click fraud detection together with an ad request tree 

model. We implement a prototype of Ad Sherlock and evaluate its performance using real apps. The 

online detector is injected into the app executable archive through binary instrumentation. Results 

show that Ad Sherlock achieves higher click fraud detection accuracy compared with state of the art, 

with negligible runtime overhead. 

 

1 INTRODUCTION 

 Mobile advertising plays a vital role in the mobile app ecosystem. A recent report shows that 

mobile advertising expenditure worldwide is projected to reach $247.4 billion in 2020 [1]. To embed 

ads in an app, the app developer typically includes ad libraries provided by a third-party mobile ad 

provider such as AdMob [2]. When a mobile user is using the app, the embedded ad library fetches 

ad content from the network and displays ads to the user. The most common charging model is PPC 

(Pay-Per-Click) [3], where the developer and the ad provider get paid from the advertiser when a 

user clicks on the ad. 
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2 RELEATED WORK 

A literature survey on "Efficient And Deployable Click Fraud Detection for Mobile Applications" 

would typically involve reviewing existing research and publications related to fraud detection in 

mobile applications, especially focusing on click fraud. Here's a structured approach to conducting 

such a survey: 

2.1 Introduction to Click Fraud Detection 

● Define click fraud in the context of mobile applications. 

● Explain its significance and impact on mobile advertising. 

● Discuss the challenges specific to detecting click fraud in mobile apps (e.g., device diversity, 

network variability, etc.). 

3 IMPLEMENTATION STUDY 

Existing System: 

since existing machine-learning algorithms used by server-side approaches are not suitable 

for the client side. Second, the click fraud detection should be able to execute under practical user 

scenarios, instead of a controlled environment dedicated to fraud detection. In MAdFraud [5], a 

controlled environment (i.e., only one app is running and the HTTP requests are collected for offline 

analysis) is used to measure the ad fraud behaviour of a vast number of apps. However, in our case, 

the click fraud detection should happen inside the mobile client without outside support, i.e., be 

deployable in real-world scenarios. 

 

Proposed System 

 We propose two pattern classes: exact patterns and probabilistic patterns. Both of them are built 

from invariant substrings in the HTTP header. We refer to these substrings as tokens. Exact patterns 

consist of a set of sequential tokens and match an HTTP request if and only if the request contains all 

tokens in the set with the same ordering. Probabilistic patterns consist of a set of tokens, each of 

which is associated with an ad score, and a non-ad score. We describe the details of pattern generation 

in the following sections. 

Advantages of Proposed System 

1.AdSherlock produces both accurate examples and probabilistic examples in light of URL (Uniform 

Resource Locator) tokenization. 
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2.AdSherlock instruments the internet based misrepresentation identifier into the application pairs 

which are then delivered by the application store. 

 

 

 

 

                                                      Fig1: SYSTEM ARCHITECTURE 

 

 

IMPLEMENTATION 

We have implemented a prototype of AdSherlock. The offline pattern extractor is implemented in 

Python and runs on Ubuntu 14.04 equipped with a 3.30GHz quad-core CPU and 12GB memory. The 

online fraud detector is implemented within a simple Android application, targeting Android API 

level 19 and running on a Nexus 5 device equipped with 2.26 GHz quad-core and 2GB memory. The 

online fraud detector is injected into the application archive through binary instrumentation. It 

intercepts the network traffic at runtime and logs the user touchscreen input events into the buffer. 

The network traffic is then fed into the pattern matching part to identify ad requests. The touchscreen 

input events, i.e Motion events are used by the fraud checker to detect click frauds. 

4.1 MODULES 

Binary instrumentation: The app executable archive for a given mobile application contains, 

amongst other things, the application binary (classes.dex) and a metadata file. In order to inject the 

online fraud detector into the application, we propose to decompile the application and inject a small 

patch into the bytecode before repackaging the application. First, the original application is 

disassembled by using the baksmali tool to obtain a human-readable Smali bytecode from the dex 

file. Then, the Smali code is annalized to find APIs calling the HTTP library. 
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5 RESULTS AND DISCUSSION 

 

SCREENSHOTS 

 Home Page  

 

Owner login page 

 

 

 

 

 

Owner registration page 
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Post add page 

 

All posted Adds page 

 

 User login page 
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Admin login page 
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View fraud Page 
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 6. CONCLUSION AND FUTURE WORK 

 CONCLUSION 

AdSherlock is an efficient and deployable click fraud detection approach for mobile apps at the 

client side. As a client-side approach, AdSherlock is orthogonal to existing server-side 

approaches. It splits the computation intensive operations of click request identification into 

an offline process and an online process. In the offline process, AdSherlock generates both 

exact patterns and probabilistic patterns based on url tokenization. These patterns are used in 

the online process for click request identification, and further used for click fraud detection 

together with an ad request tree model. Evaluation shows that AdSherlock achieves high click 

fraud detection accuracy with a negligible runtime overhead. In the future, we plan to combine 

static analysis with traffic analysis to improve the accuracy of ad request identification and 

explore attacks designed to evade AdSherlock. 
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