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ABSTRACT:

secure data storage and retrieval is the best
research directions in cloud. Though lots of
searchable encryption scheme have been
proposed some of them support efficient retrieval
over the documents. Which are encrypted based
on their attributes. In this paper a hierarchical
attribute based encryption scheme is designed for
a data collection. A set of documents is encrypted
together if they share an integrated access
structure. Compared with the CP policy attribute
based encryption schemes, both the cipher text
storage space and time costs of encryption and
decryption are saved. Then, an index structure
named attribute based retrieval features tree is
constructed for the document collection based on
the TF-IDF model and the documents attributes.
A depth first search algorithm for the attribute

based retrieval features tree is designed to better
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the search efficiency which can be further
improved by parallel computing. Except for the
documents collections in our scheme can be
applied to other data sets by modifying the
attribute based retrieval features tree slightly. A
thorough analysis and series of experiments
performed to illustrate the security and efficiency

of the proposed scheme.

1. INTRODUCTION

Lots of people and organizations are motivated to
outsource their local document management
systems to the cloud which is a promising
information technique to process the explosive
expanding of data. Cloud computing can collect
and reorganize a huge amount of IT resources and
evidently, the cloud servers can provide more
secure, flexible, various, economic and customize

services compared with the local management
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systems. For all the advantages of cloud services,
leaking the sensitive information, such as
personal information, company financial data and
government documents to the public is a big
threat to the data owners. In addition to make full
use of the documents on the cloud the data users
has to access them flexibly and efficiently.
Consequently, a big challenge of outsourcing the
data to the cloud is how to protect the
confidentiality of the data properly while

maintaining their search ability.

An instinctual approach is encrypt the data first
and then outsourcing the encrypted data to the
cloud. A large number of searchable data
encryption scheme have been proposed in the
literatures including single keyword Boolean
search scheme single keyword ranked search
schemes and multi keyword Boolean search
schemes. However, all these schemes cannot
support effective, flexible and efficient data
search because of their simple functionalities,
Privacy- preserving multi-keyword ranked
document search schemes are more promising
and Practical. However, all the data in these
scheme are organized by a coarse grained access
control mechanism that is each permitted data
user can organizations (e.g. the universities,
school) at present and this can’t satisfy the data

owners and users in the future.
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In this paper, a new circumstance is considered. A
data user may be want to access part of the library
(e.g. computers and data related papers etc.) and
intuitively she wants to pay less money compare
with the data users who want to access the whole
library. In different words, in the data collection,
each document can be accessed only by a set of
specific data users. In this case, we need to design
a fine grained access control mechanism for the
data and it is more reasonable compared with the

current method.

To make the data users able to access part of
IEEE Explore Digital Library on demands, a
possible approach is encrypting the documents
through  attribute-based  encryption (ABE)
schemes before outsourcing them to the cloud.
Meanwhile, the permitted data users are assigned
with a set of attributes. A data user can decrypt
file if and only if her attributes match the files
attributes. Recently, cipher text- policy attribute-
based encryption (CP-ABE) is a hot research area
and it can provide fine-grained, one to many and
flexible access control. In these scheme each
document is encrypted individual and their
encryption efficiency can be better by employing
hierarchical attribute based encryption schemes.
However, these scheme can’t be employed
directly to solve our problem properly. First,
existing schemes focus on encrypting a single

access tree.
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However, it is impossible that all the documents
in IEEE Explore Digital Library share a single
access tree and how to construct a set of
optimized retrieve trees for the document col-
lection is a big challenge. Second, in most
existing schemes, when the documents are
mapped to a set of shared retrieve trees, the data
users need to store a huge number of secret keys
which will be study in Section IV.B. Apparently,
this is a heavy burden for the data users
especially for an extremely large document
collection and how to decrease the amount of
secret keys for the data users is another challenge.
Except for access control, document search
efficiency is also a challenge for a large
document collection. To our knowledge, most
existing schemes can’t support time-efficient
retrieval over the documents which are organized

under attribute-based access control mechanism.

To support the previously discussed service, we
first design an algorithm to generate hierarchical
retrieve trees for the document collection. The
proposed algorithm take on the greedy strategy to
build the access trees incrementally and each
access tree grow by continuously splitting the
nodes in the tree. Then we design a cipher text
policy attribute based hierarchical document
collection encryption scheme called CP-ABHE.
In the suggested scheme, a set of documents can
share a same integrated access tree and be

encrypted together rather than being encrypted
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individually. In this way, both the cipher text
storage space and time costs of the
encryption/decryption are saved. The security of
the proposed scheme is proved theoretically, and

its capability is also evaluated by simulation.

To support exact and efficient document search
over the encrypted documents, a complicated
index structure is then constructed for the
document collection. We first map the documents
to document vectors based on the TF-IDF model
and in addition, the attributes of the documents
are also taken into thought. The similar function
between the document vectors is thoroughly
design and the vector are organize based on their
relative similarity in the attribute based retrieval
features tree. Specifically, the similar vectors
compose micro cluster which are then,
aggregated with each other to generate macro
clusters until all the vectors belong to one cluster.
The attribute based retrieval features vector of the
node in the tree are used to describe the inherent
properties of the cluster represented by the node.
At last a depth first search algorithm for the
attribute based retrieval features tree is designed

to both the search efficiency and accuracy.

The main contributions of this paper are

summarized as follows:

. A practical hierarchical attribute-based
document muster encryption scheme is proposed

in which the documents are organized and
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controlled based on attributes. The proposed
scheme can greatly decrease the storage and

computing load.

. We map the documents to vectors in
which both the keywords and associated
attributes are considered. The ARF tree is
proposed to organize the document vectors and
support time-efficient document accessible. In
addition, a depth-first search algorithm is

designed.

. A partial simulation is performed to
illustrate the security, efficiency and effectiveness

of our scheme. Specifically,

The proposed encryption scheme perform well in
both time and storage efficiency. In addition, our
scheme also provides efficient and accurate data

retrieval method.

2. LITERATURE SURVEY

Our approach is mainly related with two research
fields of cloud computing, i.e., ciphertext-policy
attribute-based  document  encryption  and
encrypted document retrieval. The related work in
these two fields is provided in the following.
Since Sahai et al. proposed the identity-based
encryption (IBE) scheme [19], many ABE
schemes have been proposed in which CP-ABE
schemes are very promising because of their

flexibility and scalability. In these CP-ABE
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schemes, the documents with different access
structures need to be encrypted individually. To
improve the encryption/ decryption efficiency
and scalability hierarchical attribute- based
encryption has been widely researched in which a
set of documents may share a common access
structure and can be encrypted together. Wang et
al. Propose a hierarchical attribute-based
encryption scheme named FHCP- ABE and have
proved its security theoretically. An advantage of
the scheme is that the data users can decrypt all
the authorized documents by computing the
secret key once. Therefore, both the time costs of
encryption and decryption are saved. Wang et al.
design a scheme named HABE with the traits of
high performance, fine-grained access control,
scalability and full delegation. HABE is a
combination of hierarchical identity-based
encryption and CP-ABE. Wan et al. propose
hierarchical attribute-set-based encryption
scheme(HASBE) by extending ciphertext-policy
attribute-set based encryption (ASBE) with a
hierarchical structure of the data users. The
HASBE scheme can be seamlessly incorporated

with a hierarchical structure of system users by

applying a delegation algorithm to ASBE.

Deng et al. Extend ABE to CP-HABE to support
hierarchically distributing and delegating the
secret keys which can be wused in large
organizations. Guo et al. propose a resilient-

leakage hierarchical attribute-based encryption
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scheme to defend against the auxiliary input
leakage attack and the security of the scheme is
detailedly analyzed. In addition to encrypting the
documents, we also attempt to search the
encrypted document efficiently and accurately.
Consequently, multi-keywords ranked document
retrieval over encrypted document collections is
also strongly related with our scheme. In [17],
Cao et al. first propose a basic privacy-preserving
multi-keyword ranked search scheme based on
secure kNN algorithm. A set of strict privacy
requirements are established and then two
schemes are proposed to improve the security and
search experience. However, an apparent
drawback of this scheme is that the search
efficiency is linear with the cardinality of the
document collection and consequently, it cannot
be used to process extremely large document
databases. Xia et al. design a keyword balanced
binary (KBB) tree to organize the document
vectors and propose a “Greedy Depth-First
Search” algorithm to improve the search
efficiency. Moreover, the index tree can be
updated dynamically with an acceptable

communication burden.

However, the document vectors are chaotically
organized in the tree and the search efficiency can
be further improved. Chen et al. take the
relationships of documents into consideration and
a hierarchical-clustering-based index structure is

designed to improve the search efficiency. In
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addition, a verification scheme is also integrated

into their

scheme to guarantee the correctness of the results.
Though the index structure can obtain sub-linear
search efficiency, it cannot return the accurate
search results. Fu et al. [16] present a
personalized multikeyword ranked search scheme
in which an interest model of the data users is
integrated into the document retrieval system to
support personalized search and improve users’
search experience. Specifically, the interest mode
of a data user is built based on her search history
with the help of WordNet [38] in order to depict
her behaviors in fine grit level. However, this
scheme cannot support dynamic update
operations, because the document vectors are
constructed based on the statistical information of
all the documents in the collection. In addition,
though a MDB-tree is employed to improve the
search efficiency, the effectiveness of the tree is
hard to predict. Li et al. propose a new attribute-
based encryption scheme (KSF-OABE) which
can implement keyword search function. Though
the design goal of KSFOABE is some similar
with our scheme, it cannot hierarchically encrypt
a document collection and support efficient multi-

keyword document retrieval.
3. PROPOSED WORK

In this paper, we attempt to design a fine-grained

access control mechanism for the encrypted
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documents which also support efficient document
search. The search result of a query is defined as
the top-k relevant encrypted documents with legal
attributes. The process of executing a document
query is presented in Fig. 1 and it is mainly

composed of five stages:

Stage. 1: The data owner is responsible for
collecting and pre-processing the documents, and
then obtains a set of high quality files F. He sets
the attributes for each document and then
hierarchically encrypts the document collection
based on attributes. In addition, an index vector is
extracted from each document based on the
document’s content and attributes. An index
structure I is constructed based on the index
vectors of the documents. At last, both the
encrypted documents C and encrypted index
structure are sent to the cloud server. The cloud
server 1s responsible for storing the encrypted
documents and executing document search based

on the index structure.

Stage. 2: When a data user wants to search a set
of interested documents, she first needs to register
herself as an authorized data user at the certificate
authority (CA) center. Then, if possible, several
attributes selected from A are assigned to the data
user by CA and a corresponding secret key
associated with these attributes is sent to the data
user. At last, the data user can send a query

request Q to the cloud server.
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Stage. 3, 4, 5: Once a query is received from a
data user, the cloud server first communicates
with the CA to check the legality of the data user
and her attributes. If the data user is authorized,
the cloud server searches the index structure to
obtain the search result SR. Then the
corresponding encrypted documents are extracted
from the encrypted document collection C and
sent to the data user. At last, the data user
decrypts the documents by her secret key. Note
that, the legality checking functionality is
optional which can be employed to improve the
security level of the whole system. With legality
checking, the data users who didn’t register
themselves in the CA center cannot search the
interested documents through the cloud server.
However, the security of the system doesn’t
greatly decrease without this functionality and it
can be explained by the fact that the illegal data
users cannot decrypt the documents returned by
the cloud server because they don’t have the

secret keys

Cloud
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Fig.1. System Overview.

In this paper, we assume that the CA center and
the cloud server are trustable. Specifically, the
CA center can distribute proper attributes to the
data users and the cloud server can execute all the
instructions honestly. We further assume that the
data users are greedy and attempt to obtain as
many plaintext files as possible. The data users
try to collude with other users to decrypt the
encrypted documents. We mainly restrict our
attention to the process of encryption, document

search and decryption.

4. CONCLUSIONS

In this paper, we consider a new encrypted
document retrieval scenario in which the data
owner wants to monitor the documents in fine-
grained level. To help this service, we first design
a novel classified attribute-based document
encryption scheme to encrypt a set of documents
jointly that share an integrated access structure.
Further, the ARF tree is proposed to organize the
document vectors based on their parallels. At last,
a depth-first search algorithm is designed to
improve the search efficiency for the data users
which is extremely important for large document
collections. The performance of the approach is
completely calculated by both abstract analysis

and experiments.
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The suggested scheme can be further increased in
several aspects: First, in this paper, we assume
that each node in the access trees represent an
“AND” gate and this limits the springiness of
assigning the attributes to the documents. In the
future, we will attempt to introduce “OR” gates
into the access trees. Second, the access structure
of the document collection is generated in a
greedy manner and we will check whether it can
be further improved to reduce the number of
access trees. In addition, the withdrawal method
of the data users’ attributes needs to be designed.
Third, the update strategy of the ARF tree should
be proposed. Though the ARF tree naturally
supports adding new nodes to the tree, the
method of erasing a node from the tree did not
provided. Fourth Part, a new document
collection, in which each file is associated with a
set of proper characteristics, should be developed
and a methodical experiment should be conducted
on the collection to test the love of issue y on the

approach.
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