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ABSTRACT:

In cloud storage, client-side deduplication is
widely used to reduce storage and communication
costs. In client-side deduplication, if the cloud
server detects that the user’s outsourced data have
been stored, then clients will not need to reupload
the data. However, the information on whether data
need to be uploaded can be used as a side-channel,
which can consequently be exploited by
adversaries to compromise data privacy. In this
paper, we propose a new threat model against side-
channel attacks. Different from existing schemes,
the adversary could learn the approximate ratio of
stored chunks to unstored chunks in outsourced
files, and this ratio will affect the probability that
the adversary compromises the data privacy
through side-channel attacks. Under this threat
model, we design two defense schemes to
minimize privacy leakage, both of which design
interaction protocols between clients and the server

during deduplication checks to reduce the
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probability that the adversary compromises data
privacy. We analyze the security of our schemes,
and evaluate their performances based on a real-
world dataset. Compared with existing schemes,
our schemes can better mitigate data privacy
leakage and have a slightly lower communication

cost.
1 INTRODUCTION

The rapid growth of data volume has required
cloud service providers to wuse the data
deduplication to reduce storage and
communication costs[1-3]. After the deduplication,
the cloud server couldidentify data redundancy and
only store a single copy of user data. Based on the
deduplication location, deduplication can be
classified as a server or client side
deduplication[2]. In the server-side
deduplication[4,5], clients always upload data to

the cloud server. After receiving the uploaded data,

the cloud server performs deduplication to save
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storage space. In the client-side deduplication,
clients compute hash values for user data as data
tags and send them to the cloud server. After
receiving data tags, the cloud server checks
whether the data have been stored based on data
tags and returns deduplication responses to clients.
For example, if the data have been stored, then the
deduplication response will be set to 1. Otherwise,
it will be set to 0, as shown in Fig. 1. When a client
receives a response of 0, it should upload the data;
otherwise, it does not need to upload the data.
Compared with server-side deduplication, client-
side deduplication can reduce storage and
communication costs and has been widely used in
cloud storage[6]. However, deduplication
responses in the client-side deduplication could be
exploited by adversaries to launch side-channel
attacks[7] to violate data privacy, because the data
transmission between clients and the server can be

monitored by adversaries and data tags could be

used to detect the data existence in the server.
2. LITERATURE SURVEY
21 Data deduplication

Data deduplication is an effective method to save
storage overhead for cloud storage
systems[2,10,11]. The cloud server can detect
redundant data in cross-user uploaded data by
deduplication, and only store unique data. Based
on the data granularity, deduplication can be
chunk-level

divided into file-level or
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deduplication. In the file-level
deduplication[11,12], the user file is treated as the
basic unit for deduplication. By contrast, in the
chunk-level deduplication[5,13—16], clients divide
user files into chunks and the chunk is the basic
unit. Compared with file-level deduplication,

chunk-level deduplication usually has a higher

deduplication ratio.

In the chunk-level client-side deduplication, we
suppose that the outsourced file is F , the client
first splits F into multiple chunks fmg, where m
denotes the data chunk. Then, the client computes
the hash values fhg for chunks as data tags and
sends them to the cloud server. The cloud server
uses data tags for deduplication check. If the data
tag hi is not found, then the server will set the
deduplication response to O and return it to the
client. Then, the client needs to upload the chunk
mi and the server stores .hi D H.mi /; mi /, where
H.-/ denotes a cryptographic hash function.
Otherwise, if hi has been found in the server, then
the client will receive the response of 1 and does

not need to upload mi .
2.2 Side-channel attacks

Harnik et al. found that the client-side
deduplication can be used as a side-channel. In
cross-user client-side deduplication, the adversary
can establish a side-channel using deduplication

responses and violate the privacy of user data. For
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example, adversaries can use the side- channel to

launch the following attacks:

° Identifying the existence of specific files:
Suppose an adversary wants to learn whether a
specific file F has been uploaded to the cloud
server by other users, it can observe deduplication
responses when uploading F . If the server asks the
adversary to upload F , then it learns that F is not
stored on the server. Otherwise, F has already been

uploaded by other users.

° Establishing a covert channel: Multiple
Badversaries can establish a covert channel
to communicate with one another through

deduplication responses
3. PROPOSED WORK

° We propose a new threat model against
side- channel attacks in the client-side
deduplication. Different from existing defense
schemes[8,9], our threat model considers a
stronger adversary, which can learn the
approximate ratio of stored chunks to unstored
chunks in outsourced files. We assume that the
adversary could maliciously construct outsourced
files with a certain number of stored chunks
(uploaded by it before) and unstored chunks
(random chunks). Then, it places a specific target
chunk in maliciously constructed files and
performs side-channel attacks by constantly
uploading constructed files with different ratios of

stored chunks to unstored chunks. The adversary
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can observe deduplication responses and data
transmissions during the deduplication check, and

try to learn the existence of the target chunk.

° Under our threat model, we propose two
defense schemes against side-channel attacks,
namely basic and enhanced schemes. We argue that
the reason why the adversary could launch side-
channel attacks is that the deduplication responses
leak the information of data existence. Therefore,
both our schemes design interaction protocols
between clients and the server to disturb the
correlation between deduplication responses and

data existence.

° We analyze the security for our basic and
enhanced schemes and two existing schemes[8,9]
under our threat model, and then evaluate the
computational and communication overheads in
these four schemes based on a real-world dataset.
The results of the security analysis and
performance evaluation show that our schemes can
effectively mitigate data privacy leakage and

reduce the communication cost for the system
3.1 Architecture

Our schemes consist of two entities: clients and a

cloud server.

° Clients: To outsource a user file F to the
cloud server, the client divides F into fix-sized
chunks fmg and computes the hash values thg for

these chunks as data tags. The client sends data
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tags to the server to ask for deduplication
responses, which determine how the client uploads

data.

° Cloud server: The cloud server provides
data storage services for multiple users and
performs cross- user chunk-level client-side
deduplication to  minimize storage and
communication costs. After receiving the data tags
uploaded by clients, the cloud server checks
whether they were stored before. Then, it sends

deduplication responses back to clients.
4. CONCLUSION

Although the client-side deduplication can be used
to save storage and communication costs for cloud
storage systems, deduplication responses are easily
to be used as a side-channel by the adversary to
violate data privacy. We argue that the threat
models in existing defense schemes against side-
channel attacks need to be strengthened. Thus, we
propose a new threat model, that considers an
adversary that could construct files containing a
certain number of stored and unstored chunks to
launch side-channel attacks. We propose basic and
enhanced defense schemes against this kind of
attack. The security analysis and performance
evaluation show that the proposed schemes can
effectively mitigate the privacy leakage of user
outsourced data, and can effectively reduce the

communication cost for the system.
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