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ABSTRACT
The Data-Mining-as-a-Service (DMaS) paradigm is becoming the focus of research, as it allows the
data owner (client) who lacks expertise and/or computational resources to outsource their data and
mining needs to a third-party service provider (server). Outsourcing, however, raises some issues
about result integrity: how could the client verify the mining results returned by the server are both
sound and complete? In this paper, we focus on outlier mining, an important mining task. Previous
verification techniques use an authenticated data structure (ADS) for correctness authentication,
which may incur much space and communication cost. In this paper, we propose a novel solution
that returns a probabilistic result integrity guarantee with much cheaper verification cost. The key
idea is to insert a set of artificial records (ARs) into the dataset, from which it constructs a set of
artificial outliers (AOs) and artificial non-outliers (ANOs). The AOs and ANOs are used by the
client to detect

1 INTRODUCTION

This dissertation addresses the problem of authentication data that is retrieved through an
outsourced storage service: when the repository of the data is not managed directly by the end-user,
and the manager of data is not completely trusted, how can data received be proven authentic? This
question is the core of several security-related problems underlying any real-life computing
application that involves storage of data over a communication or computing structure that can act
unreliably. Clearly, data authentication ensuring that received data can be accurately verified to be
in its original form is a fundamental problem in the area of information security, for information is
valuable only when it is trustworthy. Data authentication captures some primary security needs of
today’s computing reality.

Literature Survey

Recently, the relevance of privacy-preserving data mining techniques is thoroughly analyzed and
discussed by Matwin (2013). Utilization of specific methods revealed their ability to preventing the
discriminatory use of data mining. Some methods suggested that any stigmatized group must not be
targeted more on generalization of data than the general population. Vatsalan et al. (2013) reviewed
the technique called ‘Privacy-Preserving Record Linkage’ (PPRL), which allowed the linkage of
databases to organizations by protecting the privacy.
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3 IMPLEMENTATION STUDY
EXISTING SYSTEM:

Researchers have proposed several optimization approaches to improve the efficiency of outlier
detection; it is difficult for the data owner who lacks the expertise to exploit these techniques.

Disadvantages:

One major concern is the integrity of the mining results returned by the service provider (server).
Given the fact that the server is potentially untrusted, it is necessary for the client to authenticate if
the outliers returned by the server are correct. There are many reasons for the server to return wrong
results. For example, the server may return wrong mining results accidentally due to software bugs;
it may keep part of the mining results to itself intentionally so that it can sell the retained results to
the competitors of the client for profit. There also exists a strong financial incentive for the server to
reduce the computational cost. For example, the server may execute the outlier mining on a portion
of the outsourced dataset, and charge the client for mining of the whole dataset. The primary
challenge in authenticating the outsourced outlier mining arises from the weak computational
resources at the client side.

Proposed System & alogirtham
We focus on outlier mining, which is to find data objects that do not comply with the general
patterns of the majority.

4.1 Advantages:

We proposed a lightweight authentication framework by constructing a set of artificial
records (ARs) to catch any unsound or incomplete result with high probability
guarantee.
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Fig:3.1 System Architecture

IMPLEMENTATION

MODUELS:
Admin

In this module, the Admin has to login by using valid user name and password. After login
successful he can do some operations such as View All End Users and Authorize, View All
Uploaded Publications, View All Duplicated Publication Records, View All Normalized
Publication Records

, View All Uploaded Bookmarks, View All Bookmark Search History, View All Publication
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Search History, View Bookmark Frequency Ranking, View Publication Frequency Ranking, View

Rank on Bookmark in Chart, View Rank on Publication in Chart.

5 RESULTS AND DISCUSSION

SCREENSHOTS:
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FIG:5.2 ADMIN MENU
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6. CONCLUSION AND FUTURE WORK
CONCLUSION

An inclusive overview on PPDM techniques based on distortion, associative classification,
randomization, distribution, and k-anonymization is presented. It is established that PPDM is
appeared progressively common due to easy sharing of privacy sensitive data for analysis. The
notable advantages and obvious disadvantages of current studies are emphasized. Presently, Big Data
are often shared across sectors such as health, military and others, and transverses across Business-
to-Businesses, Entities-to-Entities and Government-to-Government. Thus, the preservation of
privacy against disclosure and attacks are of critical concern. Several big organizations and
governments worldwide being totally dependent on information communications via internet
expressed grave concerns over privacy issues. Consequently, the rapid development of IT faced new
challenges to PPDM. Data mining possesses being the capability to extract and mine vast sea of
interesting patterns or knowledge from a huge amount of data requires absolute security. The main
idea of PPDM is to incorporate the traditional data mining techniques in transforming the data to
mask sensitive information. The major challenge is to efficiently transform the data and recover its

mining outcome from the transformed one.
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